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ABSTRACT The reliability and robustness of cyber-physical systems (CPS) are critical aspects of the
current industrial landscape. The high level of autonomous and distributed components associated with
a large number of devices makes CPS prone to faults. Despite their importance and benefits, traditional
fault tolerance methodologies, namely local and/or centralized, often overlook the potential benefits of
collaboration between cyber-physical components. This paper introduces a collaborative fault diagnosis
methodology for CPS, integrating self-fault diagnosis capabilities in agents and leveraging collaborative
behavior to enhance fault diagnosis. The contribution of this paper relay in propose a methodology for
fault diagnosis for CPS, based on multi-agent system (MAS) technology as a backbone of infra-structure,
highlighting the components, agent behavior, functionalities, and interaction protocols, to explore the
benefits of communication and collaboration between agents. The proposed methodology enhance the
accuracy of fault diagnosis when compared with local approach. A case study was conducted in a laboratory-
scale warehouse, focusing on diagnosing drift, bias, and precision faults in temperature and humidity sensors.
Experimental results reveal that the collaborative methodology significantly outperforms the local approach
in fault diagnosis, as evidenced by performance improvements in diagnosis classification. The statistical
significance of these results was validated using the Wilcoxon signed-ranks test for paired samples.

INDEX TERMS Fault diagnosis, cyber-physical system, multi-agent system, collaboration, fault tolerance.

I. INTRODUCTION

The communication, information exchange, and collabora-
tion among individuals of a species (e.g., humans or ants)
are fundamental to enhancing knowledge, resilience in crises,
and problem-solving to ensure species survival. By combin-
ing the skills and knowledge of different individuals, this
approach enables a more efficient resolution of complex
problems with a wider set of information. An analogy
between these species and digital systems can be established,
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where communication, information exchange, and collabo-
ration transcend the individual capacity of intelligent and
autonomous components. Thus, in addition to performing
their functions autonomously, the component’s interaction,
data exchange, and information translates into continuous
improvement, adapting to different operating conditions
culminating in collective intelligence [1].

To foster the collaboration among the components, the
information and communication technology (ICT) embedded
in cyber-physical systems (CPS) plays a fundamental role
in digitization. This procedure involves the integration of
technologies such as artificial intelligence (Al), Internet of
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Things (IoT), and cloud computing, along with interoper-
ability standards between different components [2]. CPS
are complex engineered systems that monitor, coordinate,
control, and integrate physical devices or processes using
embedded computing, sensing, and network communica-
tion [3]. By integrating autonomous components and entities
into a unified system through the tight interaction of cyber and
physical domains, CPS provides a robust structure to meet
the requirements of scalability, robustness, flexibility, and
dependability while delivering advanced functionalities [4].
In this context, the collective intelligence of CPS emerges
from the collaboration between components that exhibit local
intelligence [5].

There is an increasing demand for reliability and robust-
ness in CPS [6], as their components are constantly
susceptible to anomalies and fault episodes [7]. Detecting
and diagnosing potential faults at the earliest opportunity is
crucial, as well as implementing fault-tolerant operations to
minimize performance degradation and prevent hazardous
conditions. Fault tolerance (FT) is essential for maintaining
component operation during fault episodes. One of the
key challenges in fault tolerance (FT) for cyber-physical
systems lies in the lack of approaches that fully leverage
CPS’s intrinsic capabilities for communication, interaction,
and autonomous decision-making dedicated explicitly to
enhancing fault tolerance. Current approaches tend to rely
on either centralized strategies, where a single node is
responsible for FT across the system, leading to issues
such as a single point of fault and limited scalability,
or on local strategies, where each component independently
manages its own faults, which problems related to restricted
awareness and limited resources for implementing robust
FT mechanisms impacting the accuracy of the results. This
lack of collaborative FT methodologies, wherein components
interact and share information to enhance FT, limits the CPS
adaptability and resilience. An approach that exploits CPS’s
interconnected and interactive nature could significantly
improve FT across all FT stages, namely fault detection,
diagnosis, and recovery [8].

In this context, this paper presents the Collaborative
Fault * (CF*), a distributed and collaborative fault tolerance
methodology that integrates self-fault tolerance capabilities
in cyber components and employs collaboration strategies to
enhance component fault tolerance. Although CF* addresses
the entire path of collaborative fault detection, collaborative
fault diagnosis and collaborative fault recovery, this work
focuses on the collaborative fault diagnosis stage. Multi-agent
system (MAS) concepts are used to introduce autonomy,
intelligence (for example, based on machine learning or deep
learning algorithms), and communication into components,
enabling exploration of the effects of collaboration during the
fault diagnosis stage. The objective is to improve the fault
diagnosis capability and accuracy through interaction, com-
munication, and collaboration between agents, highlighting
the agent’s behavior, functionalities, and interaction proto-
cols. The proposed approach was experimentally tested using
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a case study based on a laboratory small-scale warehouse,
with fault diagnosis tests conducted on the temperature and
humidity sensors of the racks. Each agent, representing the
cyber part of rack, has embedded machine learning models
for conducting fault diagnosis. Validation was performed
using the Wilcoxon signed-ranks test for paired samples,
comparing the impact on fault diagnosis performance in terms
of Fl-score (a metric that balances precision and recall for
fault classification models) for both local (non-collaborative)
and collaborative CF** methodology. The preliminary results
show the proposed methodology improves the diagnosis
accuracy by up to 10% in terms of median compared to the
local approach.

This work is organized as follows: the section II presents
the related work on fault diagnosis in the context of CPS. The
section III presents the proposed CF* methodology, empha-
sizing fault diagnosis behaviors and collaboration protocols.
Then, section IV presents the case study, the preparation
of the data set for fault diagnosis, and the experimental
procedure. The experimental results with statistical tests are
discussed in section V, and finally, section VI highlights the
conclusions and presents future work.

Il. RELATED WORK IN FAULT DIAGNOSIS FOR CPS

The advent of CPS has significantly changed the relationship
between the logical and physical layers of digital systems.
This transformation has been driven by the digitization of
systems, with the intensive incorporation of technologies
such as IoT, generating an ever-increasing volume of
data [9]. Consequently, there has been a need to shift from
the centralized paradigm to distributed and decentralized
architectures for device control and condition monitoring to
process and extract useful information from this large volume
of data [10]. This new technological context aims to improve
data processing, and analysis, making CPS more robust and
reliable.

Despite this paradigm shift, studies and applications on
fault tolerance in CPS are still supported by traditional
methodologies [11]. In the centralized methodologies, digi-
tized data is analyzed and processed by a central node, which
uses methods, e.g., data-driven or model-based methods, for
decision-making to execute the stages of fault detection,
diagnosis, and recovery. In the local methodologies, each
component has embedded algorithms for fault detection,
diagnosis, and recovery. Both methodologies have disadvan-
tages, for example, centralization can lead to single point of
failure and overload the central node, while the local approach
can result in inconsistent results due to myopia and lack of
context, making the decision methods for the fault tolerance
stages inefficient [11].

This paper focuses on the fault diagnosis stage, which
consists of accurately identifying and classifying different
types of faults. It allows the fault to be corrected quickly,
mitigating its impact on the system and contributing to the
fault tolerance process [12], [13]. In the context of CPS, fault
diagnosis presents significant challenges with distributed
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components. The components must have a uniform and
comprehensive perception of the system, with the ability
to diagnose and determine the magnitude and impact of
the fault on the system. If faults are not appropriately
diagnosed, they can quickly result in more critical problems,
including catastrophic failures, fault propagation between
components and sub-components, and an unreliable system
state. Therefore, making the components communicate and
learn from each other is necessary, promoting collaboration
to make fault diagnosis more efficient in CPS.

Several recent studies explore and discuss fault diagnosis in
CPS, adopting different approaches to improve the diagnosis
regarding response time and fault classification performance
in diverse applications. For example, the literature review
presented in [14] focuses on fault diagnosis in CPS, specif-
ically in the aerospace, automotive, and industrial control.
This review analyzes the main fault diagnosis techniques,
including Physics-based Models, Data-Driven Artificial
Intelligence, and Knowledge-Based and hybrid techniques
that combine aspects of these three approaches [14]. Another
relevant work in the area reviews the state-of-the-art of
machine learning-based fault diagnosis models across differ-
ent domains, focusing on transfer learning strategies between
components [15]. This review leverage models previously
trained on several cyber components to diagnose similar
faults, thus optimizing the diagnosis process [15].

With the expansion of IoT digitization and Al techniques,
new machine-learning methods for fault diagnosis have
rapidly advanced across various CPS applications. For
instance, a Long Short-Term Memory algorithm has been
proposed for fault diagnosis in wind turbines, effectively
recognizing fault patterns in time series data acquired
from sensors [16]. Another study employed the Support
Vector Machine (SVM) algorithm to diagnose misalignment,
unbalance, and backlash faults in induction motors using mul-
tiple vibration sensors [17]. Additionally, a deep perceptual
adversarial domain adaptation algorithm for fault diagnosis
in robotic manipulator joint bearings demonstrated superior
performance compared to traditional convolutional neural
networks under varied operational conditions [18].

In addition to the advances promoted by integrating Al in
cyber components, information exchange and collaboration
emerge as essential pillars to improve the effectiveness
of fault diagnosis in CPS. Some studies have explored
the collaboration, such as an investigation applied to the
chemical process industry that uses a MAS framework to
diagnose faults in distillation units, combining classifiers
from different machine learning models to improve the
fault diagnosis performance [19]. Another study presents
a methodology that integrates multiple machine learning
models for fault diagnosis, evaluating the results with the
Tennessee Eastman benchmark dataset [20]. Additionally,
collaboration is explored through the fusion of data from
multiple sensors installed in a single asset, such as in
measuring engine vibrations to diagnose faults [21]. Despite
these innovative approaches, there are common limitations

37280

that can be improved. These presented studies are based on
the centralization of diagnostic decisions, which can result in
a single point of failure and limitations on scalability.

To diagnose potential faults within CPS, a study proposed
a composite hazard analysis technique that integrates con-
tent relationships among various hazard analysis methods,
including ETA, FMEA, and FTA. This approach resulted
in the development of CPSTracer, a tool designed to
analyze potential hazards by generating a fault traceability
graph that maps out fault diagnoses and fault propagation
routes [22]. Another study in this area utilizes a resilient
state transition diagram to model multiple failures within a
platooning system, incorporating elements such as failure
types, mitigation strategies, and safe exit procedures to
achieve resilience in autonomous platooning contexts [23].

According to the review carried out, an existing gap was
identified related to distributed methodologies for detailed,
robust, and distributed agent collaboration in fault diagnosis
for CPS applications, aiming to minimize the vulnerabilities
and limitations of centralized and local approaches. The
agent collaboration in fault diagnosis for CPS remains
incipient, requiring more research and precise specifications
to reach maturity and fully leverage its benefits in practical
applications. This study addresses this gap by advancing
the parameterization of agent behaviors and interaction
protocols, enabling fault diagnosis through a distributed and
collaborative methodology.

Ill. DESIGN OF COLLABORATIVE FAULT TOLERANCE:
EMPHASIS ON DIAGNOSIS STAGE

The establishment of collaborative fault tolerance capability
requires an environment consisting of a network of cyber-
physical components, each endowed with local intelligence
and compatible collaboration models. The interaction and
data exchange between these distributed components enhance
fault tolerance by enabling a holistic understanding of
the system, thereby facilitating precise fault detection,
diagnosis, and recovery. This section elucidates the proposed
methodology for distributed and collaborative fault tolerance
(CF*) in CPS, with an emphasis on diagnostic stage, detailing
the agent’s behavior and the main collaboration protocols.

A. OVERVIEW OF CF*

The CF* employs a multi-agent system concept to deploy
collaborative functionalities in CPS components, as shown
in Figure 1. Each physical component is paired with a
cyber component (i.e. an agent) which, beyond behaviors of
monitoring and control, can detect, diagnose and recovery
from faults and collaborate to assist other agents in FT
procedures.

The fault tolerance capability of the CF* methodology
manifests on two levels: local and collaborative as shown
in Figure 2. Each agent possesses distinct models for
detecting, diagnosing, and recovering from failures, with
unique features arising from their training datasets and model
specifications. When a fault is well known and aligns with
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the agent’s detection, diagnosis, and recovery models, the
local level is sufficient for fault tolerance. However, when
the agent’s models cannot address the fault independently,
the collaborative level is activated, utilizing the experience
and information from compatible agents to find a possible
solution for the issue.

At the local level, all stages occur within individual agents,
which execute self-fault tolerance processes to respond
quickly to disturbances and minimize the fault impact. For
instance, an agent responsible for a robot can detect a
disturbance in movement speed, then diagnose the issue as
a problem with the controller gains, and recover by adjusting
these gains to achieve the desired speed and movement for
the robot operation.

The collaborative level of fault tolerance is activated when
any agent cannot perform one or more fault tolerance stages
individually. In such situation, this agent assume the role
of initiator, thereby instigating a structured collaboration
process for the fault stage, wherein the initiator agent request
assistance of other compatible agents based on the needed
stage. For example, if uncertainty arises during the detection
stage, the initiator agent collaborates with other agents’
detection stages. This principle applies similarly to the
diagnostic and recovery stages. Multiple stages may require
collaboration for the same event, for instance, detection
might be handled locally, while diagnosis and recovery
involve collaboration. Decisions regarding detection, diag-
nosis, or recovery are facilitated through agent interaction,
enabled by collaboration and data exchange.

In the CPS context, a fault can affect one or more cyber-
physical components, resulting in system performance degra-
dation when faults propagate over the physical components.
To determine whether the fault impacts only the local agent
or the broader system (i.e., multiple agents), the diagnostic
stage transmits an alert to other agents’ detection stages after
diagnosing the fault. This procedure (illustrated by the blue
arrows in Figure 2) allows other agents to assess whether the
fault could affect them.
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The emergent collaborative FT behavior is a consequence
of the synergistic collaboration among autonomous agents,
wherein decision-making processes are decentralized. This
approach addresses the classic issues associated with tradi-
tional local and monolithic fault tolerance methodologies,
such as scalability limitations, system myopia, reduced
performance, and single point of fault. A formalized approach
related to the CF* methodology specifically for the detection
stage can be consulted in [24].

B. COLLABORATION IN DIAGNOSIS STAGE
When a disturbance occurs in the system, the detection
stage is responsible for detecting the fault as quickly
as possible, preventing intensification and aggravation of
the disturbance [7]. If fault detection is confirmed, the
diagnosis stage comes into action. The functionality of this
stage is to mitigate the cause and nature of the fault by
providing information necessary for the system to elaborate
a strategy for operating with or even recovering from the
fault [12]. For instance, the diagnostics stage identifies which
component, e.g., sensor or actuator, has failed, classifying
the type and nature of the fault. Furthermore, it is essential
to minimize fault misclassifications, which can lead to a
mistaken recovery, further compromising the component’s
operation.

For the collaborative fault diagnosis in CF*, consider
a MAS with a set of j agents, where each agent q;
possesses local diagnosis models and capabilities. Initially,
the diagnosis stage occurs locally, triggered when a fault
is detected by the detection stage in the input sample ¢;,
derived from digitized data related to the physical part of
agent ;. Each a; employs a fault diagnosis method designed
to handle k pre-defined fault classes. Consequently, the
diagnosis objective of agent a; is to categorize each input
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sample (¢;) detected as a fault into one of the k classes,
yielding the diagnostic output fdi;(¢;) according to Eq. 1. The
diagnostic model attempts to link each unusual or anomalous
event observed in the agent g; to its corresponding fault class.

1, if fault type 1
2, if fault type 2
. P ieN*N[1,]
fdli(Ei)Z . ’ s ke N*
k, if fault type k
k + 1, if fault unknown
(H

The k fault types represent known faults to which the
system is susceptible. The diagnostic model correlates each
anomalous behavior with the respective fault. This model
can use different methods, such as model-based (based on
the mathematical or physical model of the system), data-
driven (Al models trained with historical data from the
system) and knowledge-based (expert knowledge of the
system encoded as rules heuristics). Furthermore, diagnostic
models have an associated function S(fdi;(¢;)) to measure the
degree of similarity to the sample €;, measuring how closely
the current fault event resembles or aligns with the known
patterns associated with different fault classes. The similarity
determines the confidence (or the probability) that the model
attributes to each class of fault, according to Eq.2.

S1, similarity for fault type 1

52, similarity for fault type 2
S(fdij(e;)) =1 ... ,

Sk, similarity for fault type &

Sk+1, similarity for unknown fault

x e N* N
k e N*

&GQHWJHH 1. +1]

@

The similarity S(fdi;(¢;)) indicates the confidence of the
agent a; to diagnose a fault. Likewise, the similarity may
indicate that the diagnostic model does not recognize and
cannot classify a certain event. The collaborative level starts
case the data analyzed by the agent’s diagnostic model results
in uncertainty in the similarity, meaning that there are no
substantial confidence of model to classify the given input.
Different diagnostic models may utilize differing metrics to
quantify the degree of similarity S(fdi;(¢;)). For instance,
models that employ statistical pattern recognition for fault
diagnosis may calculate similarity using metrics such as
cosine similarity or Euclidean distance. Alternatively, if the
diagnostic model is based on machine learning, similarity
could be derived from a confidence score generated through
probabilistic inference.

To carry out collaboration, the agent must meet three
key parameters: determining when to initiate collaboration,
identifying which agents to collaborate with, and analyzing
the contributions of these agents to execute the fault diagnosis
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decision. The collaboration sequence is depicted in Figure 3,
highlighting the collaboration trigger t, agent selection o,
and decision-making p as the key collaboration parameters.
By appropriately configuring these collaboration parameters,
the agents can dynamically adapt their behavior to the
specific needs and context of the CPS.

The collaboration trigger parameter t indicates to the agent
when is necessary to collaborate, i.e., the agent’s reasoning
mechanism that informs when it is necessary to shift from a
local to a collaborative level, representing that the similarity
obtained for the diagnosis is lower than desired for the
component. The agent selection parameter, o, select the most
suitable agents for collaboration, for example, considering
the compatibility of diagnostic models of analogous and
compatible agents. Finally, the decision-making parameter,
p, indicate how the agent analyzing the contributions of
other agents to execute a decision about the fault diagnosis.
For example, decision-making techniques may include a
weighted function based on the degree of analytical similarity
from each selected agent or a majority voting system.

Table 1 presents examples of potential strategies that can
be instantiated by system designers and engineers for each
collaboration parameter, illustrating when, who, and how the
collaboration process should occur. The correct instantiation
of these parameters directly influences the collaborative
behavior of each agent. Moreover, the flexibility of these
strategies is a crucial factor, as they must be tailored to
the specific characteristics of each agent and the particular
context of the CPS application. Table 1 offers examples
for each parameter that can be adapted and customized
for different scenarios, thereby enhancing the effectiveness
of the CF* approach. Furthermore, as detailed in [25],
seven evaluation metrics are proposed to fine-tune these
parameters during the agent operation, assessing potential
issues such as excessive collaboration, agent hesitation,
or errors resulting from collaboration. These evaluation
metrics provide guidelines for refining these parameters
to maximize the benefits of collaboration while mitigating
unintended behaviors that could result from the initial
parameter settings.

C. FAULT DIAGNOSIS COLLABORATION PROTOCOLS
Agents collaborate for fault diagnosis using interaction
protocols conforming to the FIPA-ACL standards [26], such
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TABLE 1. Examples of instantiation strategies for the collaborations
parameters of CF*.

Instantiation - o
Parameter o Strategy Description and Examples
Strategies
. this occurs when data analysis results in uncertainty for some
uncertainty or AP N .
. . stage of FT, e.g., low similarity in inference for making
inconclusiveness e . - .
a decision in detection, diagnosis, or recovery.
collaboration collaboration pre-defined, e.g., time-out or after a certain
Trigger defined amount of inferences.
T Timited case the agent’s information is insufficient to make a decision,
perception collaboration begins, for example, system information myopia.
limited this occurs when the agent faces a computational
overhead, e.g., processing overhead for executing the
resources b . :
detection, diagnosis, or recovery models.
proximity selects compatible agents that are physically near.
. computational . . .
Selection cfpaci ty selects compatible agents with the greatest processing power.
7 availability selects compatible agents that are idle
most voted decisions based on the majority of votes obtained from other agents
Decision- weighted . .
Making dec%sinn decision based on the weighted votes of other agents
P more relevance decision made by the agent most confident in the collaboration
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|J__IP request: maintenance support

FIGURE 4. Collaborative fault diagnosis protocol.

as FIPA-request and FIPA-query. For instance, an agent can
use FIPA-request to inquire about another agent’s operating
status to determine its availability for collaboration. Beyond
these conventional protocols, CF* introduces a customized
collaboration protocol for fault diagnosis, shown in Figure 4.

The collaborative fault diagnosis protocol in Figure 4
extends the FIPA-request functionality to enable more
sophisticated collaboration. After executing the diagnosis
model fdi;(¢;) and activating the collaboration trigger 7, the
initiator requests collaboration to compatible agents. The
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initiator agent shares diagnostic data with all participant
agents selected according to the o parameter. Once responses
are received from the participants, the initiator agent makes
a decision using the p strategy. This decision is then shared
with all participant agents, promoting transparency and
collective awareness within the MAS, as well as providing
useful information for updating each agent’s diagnostic
models and collaboration parameters, thereby improving
fault diagnosis capabilities over time.

In alignment with each agent’s autonomy, the initiator
agent is responsible for determining the diagnosis by apply-
ing a decision-making (p) based on the inputs gathered from
participating agents during collaboration. Different agents
may have varied experiences and diagnostic models, and
conflicting diagnoses may arise. In cases when the decision
policy is insufficient to resolve these conflicts and ensure
diagnostic consistency or collaboration is not achieved,
whether due to refusal from all participant agents, the initiator
agent will escalate the issue to external maintenance support
to analyze the event and provide an appropriate diagnosis.

Additionally, CF* establishes a protocol to determine
whether a fault diagnosed is local or global, which is critical
for appropriate recovery actions. After diagnosing a fault,
the initiator agent (the one identifying the fault) assesses the
potential for the fault to impact other agents in the system,
as illustrated in Figure 5. The initiator shares diagnostic
information with the participant agents (i.e., potential agents
who might be impacted by the failure), who independently
evaluate whether the fault has an impact on their own
operation. Each participant then reports back to the initiator
with their assessment. If these responses confirm fault
propagation across multiple agents, the initiator classifies the
fault as global rather than local. This classification is essential
for the subsequent fault recovery stage, as it indicates that
collaborative actions may be required to avoid the fault’s
broader effects and protect the system’s overall functionality.

IV. DESCRIPTION OF THE CASE STUDY AND
EXPERIMENTAL PROCEDURE

To experimentally validate the benefits of collaboration in
fault tolerance, specifically in the diagnostic stage, a case
study was conducted in which CF* was based on data-driven
methods, with agents instantiated using machine learning
models for fault diagnosis. The remainder of this section
describes the case study, the dataset elaboration, and the
evaluation methodology proposed with deployment of CF*
in the agents.

A. CASE STUDY

The collaborative fault diagnosis was applied in ARENA [27],
a laboratory small-scale warehouse platform, illustrated in
Figure 6. One of the ARENA’s asset classes is the racks.
Each rack is linked to a corresponding agent with processing
capabilities for autonomous operation and collaboration
to achieve warehouse goals. Each rack incorporates a
cyber component represented by an agent responsible for
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(fault type, diagnosis)
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FIGURE 5. Fault mitigation protocol.

monitoring temperature and humidity values, which are
pivotal for maintaining the desired storage conditions. Each
agent is assigned to diagnose faults for its specific rack
according to its fault diagnosis models. Adopting the CF*
approach, these rack agents can engage in collaborative
efforts with other rack agents to enhance diagnostic
accuracy. Further details on the MAS-based CPS architecture
implemented in the ARENA can be found in [27].

rack rack
agenty 5 agent,

FIGURE 6. ARENA small-scale warehouse platform, highlighting the racks
cyber physical components.

This case study focuses on the rack agent class to evaluate
the impact of collaboration on fault diagnosis. The agents
examine the condition of the physical rack component,
where temperatures range from 17 to 20 °C and humidity
levels vary between 35% and 40%. Any divergence from
the expected sensor readings for temperature or humidity
may compromise the quality and integrity of the stored
items. Hence, ensuring the effectiveness of fault diagnosis
for classifying the temperature and humidity irregularities
is crucial, supporting a recovery stage that reduces the
impact of any faults in the stored items. For instance,
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suppose a rack’s temperature and humidity sensor system
fails, potentially compromising the integrity of its products
stored. The affected rack’s fault diagnosis model may lack
the confidence to accurately diagnose the fault type and
impact. To address this, the corresponding agent initiates
collaboration with other rack agents to improve its diagnostic
capabilities. This process involves triggering collaboration,
selecting compatible agents to collaborate, exchanging fault
data, allowing the compatible agents to perform inferences
using their knowledge and diagnostic models. Subsequently,
the corresponding agent formulates a diagnosis based on
supplementary diagnostic data obtained from compatible
agents.

Figure 6 illustrates the cyber-physical rack used in the
experiments, which involved twelve agent racks. Each rack’s
physical component consists of a wooden framework for
item storage, equipped with a DHT22 sensor connected to an
ESP32 microcontroller. This setup measures temperature and
humidity, transmitting the data via Wi-Fi to the corresponding
rack agent.

Each agent rack is deployed on a Raspberry Pi 3B using
a proprietary framework coded in Python. The agents com-
municate using the collaborative fault diagnosis interaction
protocols depicted in Figure 4. These protocols encode
messages and data in JSON format, providing a simple and
computationally efficient method for structuring information.

B. DATA SET ELABORATION

The temperature and humidity data from the ARENA racks
were obtained using fourteen DHT22 sensors in a controlled
room with temperatures ranging from 17 to 20 °C and
humidity levels between 35% and 40%. Each temperature
and humidity observation was recorded within a 10-second
interval. Data from twelve sensors were used to train the
twelve rack agents, each trained exclusively on data from its
respective rack, resulting in distinct diagnostic models. The
remaining two sensors were used to create two samples to
test the diagnostic performance of each agent.

Since all the sensors used in the experiments were
defect-free and the collected data had no faults, data
processing was conducted on the ESP32 of each rack to inject
three categories of faults into the sensor outputs. The fault
categories are drift, bias, and precision, each exhibiting a
trend that distinguishes it from expected sensor behavior. The
work [28] inspired the fault injection models.

Under normal conditions, i.e., without faults, the DHT22
sensors provide temperature and humidity data according to
mathematical model of Eq. 3.

o(t) =h()+n, n~N(Q,8) 3)

where o(t) is the (temperature or humidity) sensor output
expected in time ¢ of the sensor without the presence of a
fault and n ~ N(O, 85) is the noise with zero mean and low
variance associated with each sensor.

The drift fault has a characteristic behavior where its
output increases continuously at a constant rate. This fault
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is associated with corrosion of the sensor material over time
[28]. The Eq. 4 presents the model for this fault.

b(t) = b(t — 1) + constant
4)

where b(t) is the drift added to the sensor output at time
t, increasing over time at a constant rate, resulting in an
increment in the sensor output.

Faults with characteristics of bias behavior have a constant
value added to the sensor output, and, as a result, a shift
from the expected sensor output is observed. The Eq. 5
expresses this characteristic of the bias fault. This behavior
is associated with sensors with hardware problems, such as
incorrect calibration or damaged components due to short
circuits [28].

odrif (1) = h(t) +n + b(1),

Opias(t) = h(t) + n + constant 5)

The third fault category is related to sensor precision. For
this fault to occur, precision degradation is injected according
to the Eq. 6. The disturbance related to this fault has zero
mean and high variance.

Oprecision(t) = () +n+v,v~N(Q, 53) : 85 > 5% 6)

The precision fault occurs due to physical connection
problems in the circuit, noise resulting from high-frequency
procedures, and physical damage to the sensor [28].

Based on these fault models, a data set was composed
of the three fault categories. Table 2 presents the data set
distribution with the data divided between data training and
data testing. In total, there are twelve training samples with
drift, bias, and precision faults, and each sample is used
to train the diagnostic models of a specific agent. The two
remaining samples were used for experimental test to evaluate
and compare the performance of the agent models with local
or collaborative methodology for fault diagnosis.

TABLE 2. Training and test data for diagnosis for DHT22 sensor.

Fault Amount of
data set Samples .
category observations
12 Drift 12000 (1000 for each sample)
data training (one for cach agent) Bias 12000 (1000 for each sample)
Precision | 12000 (1000 for each sample)
2 Drift 1044 (522 for each sample)
data test (one for each test) Bias 1162 (581 for each sample)
Precision 1162 (581 for each sample)

Figure 7 presents the data test used for the experiments,
which have the same faults but manifested with different
intensities. Since the diagnosis is only performed after fault
detection, the data used in the experiments corresponds only
to the gray area of the data set (in accordance with Table 2).

C. EXPERIMENTAL PROCEDURE

The experiments were designed to evaluate the impact
of collaboration on fault diagnosis, specifically whether it
improves the ability to classify a fault category correctly.
Therefore, each agent’s individual fault diagnosis stage (i.e.,
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FIGURE 7. Data test with faults highlighted in the gray area.

local methodology) was compared with the collaborative
fault diagnosis based on the CF* specifications adopting
the fault diagnosis protocol, as depicted in the flowchart of
Figure 8.

The data-driven method based on machine learning was
adopted for the diagnosis due to its strong generalization
capability for diagnosing faults in temperature and humidity
sensors. Five machine learning algorithms were used in the
experiments: Support Vector Machine (SVM), Nu-Support
Vector Machine (NuSVM), Multi-Layer Perceptron (MLP),
Random Forest (RF), and Gaussian Naive Bayes (GNB),
to assess the impact of collaboration on different algorithms
(evaluated with two distinct data test). These algorithms were
chosen because they are widely used and representative in the
context of fault diagnosis, as demonstrated in studies such
as [29] and [30].

The diagnosis models (fdi;(¢;)) were implemented in
each agent a; using the Python library scikit-learn [31].
For all models, the inputs (¢;) consist of a time window
containing sixty temperature and humidity observations. The
output categories were drift, bias, or precision. All models
(SVM, NuSVM, MLP, RF, and GNB) were trained with
their respective default parameters according to the scikit-
learn library. To obtain the similarity S(fdi;(¢;)) of each
classification, the inherent probability of each model was
used, calibrated with the Plat Scaling method, available in the
scikit-learn library, to obtain a more accurate probability [32].

To deploy the CF*, each agent performed self-fault diag-
nosis and collaboration as needed, based on the collaboration
parameters 7, o, and p. These parameters were applied
uniformly across all agents. Collaboration was triggered

37285



IEEE Access

L. Piardi et al.: Collaborative Fault Tolerance for Cyber-Physical Systems: The Diagnosis Stage

agent training with its
respective data training for
one diagnostic model

|

updates the agent

all agents ; N
trained? —no and its respective
: data training
1
yes

run the experiment for)
local diagnosis with |
all agents for a data |
test

run the experiment for|
CF*diagnosis with all
agents for a data test

executed
with all data >—no
tests?

update the data test

yés

v

7 all analysis of results
update the diagnostic es comparing the local
. . no- ¢l —Y .
diagnostic model o methodology with
tested? the CF*

FIGURE 8. Proposed procedure to compare the local and collaborative
methodologies for the fault diagnosis stage.

when the similarity measure was below the threshold T =
0.90, i.e., if S(fdij(¢;)) < 1. The agent selection parameter
o included all twelve agent racks due to their compatibility,
allowing each agent to request and collaborate with all other
agents in the system. The decision-making parameter p was
based on a majority vote, meaning the fault category most
frequently diagnosed by the agents was selected.

V. EXPERIMENTAL VALIDATION AND DISCUSSION

In this section, quantitative results regarding the experiments
for compare local and collaborative fault diagnosis for
temperature and humidity sensors (DHT22) are presented.

A. EVALUATION METRICS

The performance metric adopted to evaluate fault diagnosis
based on machine learning models is the Fl-score. This
metric is the harmonic mean between precision and recall,
capturing their trade-off. Therefore, a higher Fl-score
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indicates fewer misclassifications by the fault diagnosis
models.

The Wilcoxon signed-ranks test for paired samples was
selected to assess whether collaboration impacts the fault
diagnosis performance of twelve agents. The Wilcoxon test
was selected because the experimental results did not meet the
requirements for the usual T-test for two paired samples, such
as normal distribution of data (checked with the Shapiro-Wilk
test) and homogeneous variance (checked with the Levene
test). The Wilcoxon signed-ranks test for paired samples
compares whether the median difference between the samples
is the same (i.e., null hypothesis) or whether the difference
between the medians is different (alternative hypothesis).

B. EXPERIMENTAL RESULTS
Table 3 presents in detail the F1-Score results for data
test 1 (see the left graphs of Figure 7) for the twelve
agents using the different diagnostic models, considering
the local and collaborative methodology based on CF*.
These values (F1-score) represent the ability to classify bias,
drift and precision faults that the temperature and humidity
sensors are susceptible. By analyzing the mean and median
values in Table3 it is evident that the collaborative approach
proposed in CF* improves fault diagnosis performance
across all diagnostic models compared to the local approach.
A substantial example is the mean value of the agents trained
with the MLP, which went from 79% to 90%, demonstrating
a significant improvement in fault diagnosis performance.
When evaluating the impact of collaboration on an agent,
it can be seen, for example, that the agent a7 trained with the
MLP model significantly improved its performance. Without
collaboration, its F1-score was 50%, but with collaboration,
it reached 93%, matching the best agents. However, collabo-
ration sometimes introduces errors, negatively affecting some
agents’ performance. For instance, MLP agent a6 slightly
decreased its Fl-score from 90% to 89%, and SVM agent
a2 dropped from 89% to 87%. These reductions may be due
to suboptimal settings for the collaboration parameters (z,
o, p), indicating a need for dedicated optimization to ensure
collaboration benefits all agents.

TABLE 3. Result for diagnosis in terms of F1-Score (%) for data test 1.

Local | Collab. Local Collab. Local | Collab. | Local | Collab. | Local | Collab.
agent | syM | SVM | NuSVM | NuSVM | MLP | MLP | RF RF | GNB | GNB
al 81 36 70 70 39 93 81 82 6 52
a2 89 37 30 7o 34 87 73 75 68 7
a3 76 7T 76 78 2 93 77 70 54 56
ad 81 2] il 77 93 93 73 80 58 73
a5 81 34 77 79 8T 86 90 9T 74 69
a6 77 77 il 78 90 89 83 84 83 83
a7 81 83 74 78 50 93 93 9T 30 8T
a8 83 36 76 78 83 89 9T 91 30 79
a9 84 36 7o 30 83 89 66 68 61 63
al0 93 90 30 30 88 89 85 86 3 34
all 65 il 77 3T 36 93 73 74 54 63
al2 gl 32 30 78 50 86 75 i) 75 75
mean | 80,17 | 82,75 76,67 78,75 | 7908 | 9000 | 77,50 | 8108 | 6550 | 70,75

median |81 34 77 79 34 89 79 81 65 72

Figure 9 compares the fault diagnosis performance
between the local and collaborative methodologies for data
test 1 using a box plot. Each box plot represents the
performance of the twelve agents under both methodologies
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FIGURE 9. Box plot comparing the experiments based on local diagnosis
with collaborative diagnosis for data test 1.

TABLE 4. Result for diagnosis in terms of F1-Score (%) for data test 2.

Local | Collab. | Local | Collab. | Local | Collab. | Local | Collab. | Local | Collab.
a8t | syM | SVM | NuSVM | NuSVM | MLP | MLP | RF RF | GNB | GNB
al 82 82 78 76 64 80 72 74 80 81
a2 32 88 74 78 56 61 67 69 73 75
a3 78 79 75 76 77 78 69 70 80 80
of 34 86 74 77 79 80 75 78 59 80
a3 32 83 76 77 78 77 79 78 78 80
a6 gl 7T 62 77 74 76 78 77 73 80
a7 31 83 77 78 55 77 74 32 30 80
a3 7o 90 76 77 77 77 9% 9 73 80
a9 35 86 77 75 54 67 68 68 67 67
al0 68 68 75 81 61 65 7 71 63 80
all 75 73 & 77 78 77 71 73 7 75
al2 7 83 77 77 70 73 62 66 77 78
mean | 7830 | 8142 | 74,58 7707 | 6858 | 74,00 | 73,25 | 7483 | 7358 | 78,00

median |80 33 76 77 72 77 72 74 74 80

with different diagnostic models. The plots show that
collaboration improves diagnostic capacity, as evidenced by
increased minimum values for all models and a decreased
interquartile range, particularly in the NuSVM, MLP, and
GNB models.

To eliminate uncertainty in the results achieved, the
experiments were repeated, using another test data set, the
data test 2 (see this data on graphs of Figure 7). Table 4
presents the F1-Score results for each agent submitted to
this test in detail. Consistent with the previous findings, both
the mean and median F1-Scores were higher when agents
employed collaborative behavior for fault diagnosis.

Similarly, Figure 10 compares the fault diagnosis perfor-
mance between the local and collaborative methodology for
data test 2 in the form of a box plot, indicating a trend of
improvement in fault diagnosis when agents collaborate.

Figure 11 shows an example of the confusion matrix of an
agent, in this case, selected the a8 trained with SVM model
with data test 2. According to Table 4, the agent a8 had
an Fl-score of 79% when performing the fault diagnosis
locally. However, when collaborating, the F1-Score increases
to 90%, which can be confirmed with the confusion matrix
in Figure 11. Specifically, collaboration notably enhanced
performance in diagnosing drift faults, increasing correct
classifications from 219 to 399 classifications. For bias faults,
correct classifications rose from 538 to 571 classifications,
and precision faults also saw improvement, with correct
diagnoses increasing from 539 to 553 classifications.
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C. WILCOXON TEST
To statistically validate the impact of collaboration for the
experiments presented, the Wilcoxon signed-ranks test for
paired samples was performed to verify whether there is a
significant difference between the results obtained locally and
with collaboration. For more details of this statistical test, it is
recommended to study the Chapter 18.6 and 18.7 of [33].
Thus, according to the Wilcoxon test, the following null
hypothesis Hp and alternative hypothesis H; are established
respectively:

e Hy: The distribution of the medians of the F1-Score
differences for fault diagnosis in the population (i.e.,
local vs. collaborative agent) is symmetric close to zero,
i.e., indicating that any difference is due to chance.

o H;: The distribution of the median F1-Score differences
for local fault diagnosis in the population is smaller than
the distribution of the median F1-Score differences for
collaborative fault diagnosis in the population of agents.

The test results are presented in Table 5. The values of T+
and T~ are statistics calculated for the Wilcoxon test from
the difference between the pairs of samples (i.e., local and
collaborative agent), where TT is the sum of the positive
differences, and T~ is the sum of the negative differences.
The statistic value W is the value used in the Wilcoxon test
where the smaller between T or T~ is selected. The p-value
is obtained from the W statistic, and for p — value < 0.05 the
null hypothesis Hy is rejected with 95% of confidence.
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TABLE 5. Result of Wilcoxon Signed-Rank for paired samples test.

Model TF | T— W | p-value | Significance
- SVM 9,5 | 56,5 [ 95 ] 00161 reject Hy
% | NuSVM 9 46 9 0,0137 reject Hy
i MLP 1,5 | 645 | 1,5 | 0,0010 reject Ho
- RF 7,5 | 585 [ 7.5 | 0,0093 reject Ho
© GNB 15 21 15 | 0,0181 reject Ho
~ SVM 0 45 0 0,0020 reject Ho
% | NuSVM 11 55 1T | 0,0269 reject Ho
S MLP 5 61 5 0,0049 reject Ho
'E RF 75 | 475 | 7.5 | 0,0186 reject Ho
© GNB 0 36 0 0,0039 reject Hy

Therefore, according to Table 5, the fault diagnosis
performance, in terms of F1-Score, for agents without
collaboration (i.e. local) was lower than the performance
of collaborative agents adopting CF* methodology. The
Wilcoxon signed-rank test for paired samples showed that
this difference is statistically significant for the five diagnosis
models tested considering the two different data test.

VI. CONCLUSION AND FUTURE WORKS

This work introduces a collaborative fault diagnosis approach
for cyber-physical systems based on the CF* mathodology,
leveraging multi-agent system concepts. The agent behavior
was parameterized to define when to initiate collaboration,
which agents to collaborate with, and how made decision
based on the collaboration to enhance fault diagnosis. More-
over, collaboration protocols inspired by FIPA-ACL were
implemented. Consequently, intelligent and autonomous
agents utilize information exchange and collaboration to
transcend their individual capabilities in fault diagnosis.

A case study was conducted using twelve racks in a
small-scale laboratory warehouse to test the fault diagnosis
capabilities of DHT22 sensors with injected shift, bias, and
precision faults. The experiments focused on the diagnosis
stage, comparing local and collaborative methodologies.
Each agent was trained using five machine-learning methods
and subjected to two data tests. The results consistently
showed that collaborative fault diagnosis improved perfor-
mance in median by up to 10% compared to the traditional
local methodology. Additionally, the statistical Wilcoxon
test confirmed that the collaborative approach significantly
outperformed the local methodology in all experiments.The
proposed CF* methodology is suitable for others CPS
application.

This paper recognizes some limitations of CF*, primarily
in addressing the interoperability challenge among diverse
CPS agents. The complexity of ensuring seamless integration
and communication across agents with varying vendors,
protocols, and operational models can limit collaborative
efficiency for fault diagnosis. Another challenge lies in
developing collaboration models for heterogeneous agents
(e.g., collaboration between agents representing storage rack
and robot), where agents representing different resources
or incompatible systems must effectively cooperate and
contribute uniquely to fault diagnosis. Ensuring meaningful
and coordinated interactions across such varied agents
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requires advanced alignment strategies to maximize diagnos-
tic effectiveness and maintain system resilience.

In summary, this research paves the way for further
studies in collaborative fault tolerance for CPS and lays the
groundwork for future advancements. Future work will focus
on developing a digital twin to improve the diagnosis and
collaboration models of CF* dynamically, thereby enhancing
fault tolerance performance. Additionally, future work will
explore and modeling real-time performance impact of the
collaboration for fault diagnosis in CF*, which is crucial
for safety-critical CPS applications, where collaboration
time may affect fault tolerance by requiring real-time fault
diagnosis results.
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