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Abstract

The exponential growth of connected devices, including sensors, mobile equipment, and various Internet of Things (IoT)
nodes, has significantly increased the volume of data generated at the edge. Traditionally, data analysis tasks are offloaded
to centralized cloud servers, resulting in increased latency, bandwidth bottlenecks and privacy concerns. While edge com-
puting addresses these limitations by enabling local processing, it also faces challenges related to limited computational
capacity and isolated decision-making. In this context, Multi-Agent Systems provide a promising solution by enabling
collaboration among edge nodes for distributed machine learning-based intrusion detection. This work extends previous
research by introducing a hierarchical approach within the edge-cloud continuum, where agents deployed in the cloud
continuously monitor edge-level behaviour and employ reinforcement learning techniques to suggest dynamic updates to
decision parameters of edge agents. This feedback-driven mechanism allows agents to adapt their behaviour over time,
improving detection accuracy and collaboration efficiency while keeping communication overhead under control. The
proposed architecture balances decentralisation and adaptability, offering a scalable and privacy-preserving solution for
intrusion detection in dynamic and resource-constrained IoT environments.
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Introduction

The implementation of Industry 4.0 involves linking cor-
porate assets to the Internet to collect extensive data, facili-
tating the creation of innovative services and apps that
improve operational efficiency and effectiveness [1]. In this
context, the integration of cyber-physical systems (CPS),
combined with Internet of Things (IoT) technologies and
Artificial Intelligence (Al) techniques, plays a crucial role.
CPS refers to the management/control of systems that com-
bine hardware and software in a collaborative networked
structure, while IoT emphasizes the digitization of products
and resources by deploying small sensors connected to the
Internet throughout the system.

These internet-connected devices, called edge devices,
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provide an entry point into the main networks of companies
or service providers, and are located close to the data source
[2]. The edge computing paradigm comes from perform-
ing computing/processing close to the data source, without
sending data to external service providers (e.g. cloud), mak-
ing data processing more reliable and secure in the case of
critical systems, or those containing sensitive data, such as
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hospitals, factories, and retail locations [3]. It also reduces
latency and optimizes bandwidth. However, despite the
growing feasibility and advantages of local data process-
ing at the edge, cloud computing continues to play a key
role within the Industry 4.0 ecosystem. The cloud provides
virtually unlimited computational power, large-scale stor-
age capabilities, and access to advanced services such as
Al model training and global data analytics, which are often
beyond the scope of resource-constrained edge devices.

Therefore, although reducing reliance on the cloud can
improve responsiveness and enhance data sovereignty,
completely eliminating cloud services is neither practical
nor efficient for many industrial applications. This scenario
has led to the emergence of a collaborative paradigm known
as the edge—cloud continuum, where tasks and responsibili-
ties are intelligently distributed along a spectrum that spans
from edge devices to centralized cloud infrastructure. The
edge—cloud continuum enables a flexible and context-aware
computing model, allowing data processing to occur at the
most appropriate level depending on factors such as latency
requirements, privacy constraints, processing power avail-
ability, and communication costs. This integrated approach
combines the strengths of both edge and cloud computing,
fostering the development of robust, scalable, and intelli-
gent Industry 4.0 systems.

As the number of connected devices continues to grow
exponentially, the amount of data generated and the com-
munication between systems also increases significantly.
This intensification of digital traffic imposes new challenges
related to cybersecurity, especially in industrial and mission-
critical environments. In this scenario, leveraging both edge
and cloud computing enables the design of multi-layered
security strategies. The edge offers low-latency processing,
improved data privacy, and optimized bandwidth usage,
while the cloud provides scalable computational power for
complex analytics and decision-making tasks.

One of the critical aspects of cybersecurity in IoT envi-
ronments is the timely detection and mitigation of cyber
threats. Intrusion Detection Systems (IDS) play a pivotal
role in safeguarding industrial systems against unauthorized
access, malicious activities, and potential disruptions [4].
IDS based on distributed agents at the edge have already
been proposed in previous works [5, 6], mainly due to their
potential for real-time response and system autonomy. How-
ever, the recent advances in Machine Learning (ML) open
new opportunities to enhance these agents by embedding
intelligent decision-making capabilities into them. With ML
support, agents become more autonomous, context-aware,
and capable of making accurate security decisions, espe-
cially when deployed across different levels of the edge—
cloud continuum.

SN Computer Science
A SPRINGER NATURE journal

Although previous work [6] has shown excellent results,
in which agents collaborate at the edge to increase perfor-
mance in detecting attacks, there are still certain limita-
tions, such as when aggregating the results of collaboration
between different agents, the parameters used to calculate
the final decision are static, meaning that there is no evo-
lution throughout the process. Furthermore, in a dynamic
environment, each agent may perform better in a different
way when aggregating data and requesting help for a col-
laboration. In addition, with static parameters, there may
be bottlenecks with too many requests for help from the
agents, interfering with the quality of the network they are
connected to due to the high flow of message exchanges.

Having this in mind, this work proposes the evolution
of the architecture based on Multi-Agent Systems (MAS),
where intelligent agents located closer to the devices/
assets (e.g. in the edge) collaborate to detect anomalies
and cyberattacks in IoT networks. The main contribution
of this research lies in the introduction and implementa-
tion of a dynamic and hierarchical adaptation mechanism,
achieved through the inclusion of a higher-level support
layer that operates on the edge application layer. While pre-
vious work focused only on static collaboration at the edge,
this new upper layer employs Reinforcement Learning (RL)
techniques to analyse the aggregate behaviour of agents
at the edge and continuously suggest dynamic updates to
the decision parameters, used in decision-making process.
This adaptive feedback-based system overcomes the limi-
tation of static values, allowing the system as a whole to
evolve and optimise detection accuracy and collaboration
efficiency over time. This proposal for higher-level analysis
had been mentioned in previous works, but it is in this pres-
ent work that it was specified, implemented, and validated,
demonstrating promising results in improving the capabili-
ties of IDS in distributed industrial environments.

The remaining article is organized as follows: Sect. 2
reviews related work on distributed analysis for IDS, with
a focus on edge computing, cloud environments, and the
edge—cloud continuum in [oT environments. Section 3 intro-
duces the proposed architecture, detailing its two-layered
structure, System Support Layer and System Application
Layer and, the interactions among distributed agents. Sec-
tion 4 presents the reinforcement learning model employed
in the System Support Layer agents, formulated as a Mar-
kov Decision Process. Section 5 describes the experimen-
tal setup and the case study used to validate the proposed
approach. Section 6 discusses the results and the insights
gained. Finally, Sect. 7 concludes the article and outlines
directions for future work.
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Related Work

The generalized and exponential adoption of smart IoT
devices, especially in industrial environments, is acceler-
ating the search for new techniques to make IoT applica-
tions secure, scalable and energy-efficient [7]. IoT devices
typically come equipped with various sensors that gather
environmental/operational data, serving as key components
of data-driven intelligence systems [8]. As these devices’
deployment expands, the generated data volume grows
exponentially. In order to provide insights to end users, it is
necessary to process this collected data and analyze it first.
Moreover, internet traffic between devices in an IoT net-
work must be monitored, commonly by Network Intrusion
Detection Systems (NIDS), acting as a first line of defense
in order to identify potential threats and protect the network
from malicious attacks and intruders [9]. However, most
IoT devices have limited computing resources, making this
processing a major challenge.

A commonly adopted solution is cloud computing, where
IoT data is sent to remote servers for processing, and the
results are transmitted back to the devices. While effective,
this approach can face significant challenges in terms of
data transmission rates and network bandwidth, which can
become critical bottlenecks as IoT ecosystems scale [10]. In
addition, as IoT devices often handle personal and sensitive
data, routing all information to cloud servers raises security
and privacy concerns [8] and when these devices require a
high service response time, it becomes a major challenge for
cloud-based IoT applications [11].

In this context, edge computing is gaining attention,
being a type of IT architecture in which data is processed at
the edge of the network, or as close as possible to the data
source, reducing costs and response times, increasing data
privacy and security, and making it possible to make deci-
sions in these network applications faster and with lower
response latency [11]. Despite the numerous advantages
of edge computing over cloud computing, it cannot fully
replace cloud services [12, 13]. While shifting analytics to
the edge network is designed to reduce service response
times, certain services still depend on cloud infrastructure.
Moreover, the edge computing layer encounters several
challenges, including task offloading, performance optimi-
zation, energy efficiency, Quality of Service (QoS) support,
and connection management [14, 15].

Some benefits of edge computing were highlighted by [11],
such as cost savings, backhaul traffic reduction, improved
QoS, enhanced network customization, and improved ser-
vice response times and distribution capabilities, which
justify the growth in the adoption of edge computing. How-
ever, as the complexity of IoT applications increases, espe-
cially in environments such as Industrial Internet of Things

(IToT), traditional centralized ML approaches become insuf-
ficient due to computing power constraints and the need for
real-time analysis. This has led to the development and inte-
gration of distributed ML, where computational tasks are
spread across multiple nodes, enabling large-scale data pro-
cessing and model training closer to the data source.

When dealing with this type of distributed solution, the
need to exploit the advantages of both edge computing and
cloud computing becomes evident. In this context, the con-
cept of edge-cloud continuum emerges, which represents
the continuous and dynamic space between the data source
(typically at the edge) and the processing centres (typically
in the cloud). As pointed out by [16], this continuum can take
different forms, ranging from direct connections to architec-
tures made up of multiple layers and jumps, with a wide
diversity of technologies involved. Regardless of physical
proximity to the cloud or the computing capacity available
at each layer, the central idea is that there is a range of inter-
mediate possibilities that can be explored. Thus, intelligent
utilisation of this continuum allows for more efficient and
adaptable solutions, especially in scenarios with specific
restrictions at different levels of the application. Figure 1
illustrates the various levels of the continuum, highlighting
their typical characteristics and actions, from those closest
to the operational environment to those closest to the cen-
tralised high-performance infrastructure.

Also, distributed ML offers the potential to overcome
the computational bottlenecks that arise from handling
large data sets and complex models at the edge. By distrib-
uting the training and inference processes across several
edge nodes, it becomes possible to leverage the collective
resources of the network, resulting in enhanced scalabil-
ity, reduced latency, and improved adaptability to dynamic
environments. Additionally, distributed ML techniques are
particularly effective in scenarios where data privacy is
crucial, as the data can remain localized at the edge nodes,
minimizing the need for transmission to centralized serv-
ers. There are some strategies that can be used for distribu-
tion, such as data parallelism, model parallelism, ensemble
learning/model combination, and model diversity. How-
ever, there are several issues that need to be analysed and
addressed, namely minimal synchronization, communica-
tion overhead, device heterogeneity, security and privacy,
among others [18, 19].

As highlighted in [20, 21], data parallelism divides a
batch of data into several smaller batches, and these input
data samples are distributed among several computing
resources (nodes or devices). It can thus improve the per-
formance of large batch workloads. Each device performs
local processing with its own data and the complete model,
a copy of which is stored locally. Because the full model is
present on every device, this structure works well with a
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Fig. 1 Edge-cloud continuum overview (adapted from [17])

wide range of model topologies and scales effectively when
the model has few parameters. However, the parameter
synchronization becomes a bottleneck when the model has
many parameters [22].

On the other hand, [20] notes that in the model paral-
lelism a part of the model that each device uses for local
processing is stored on it. Every device has a duplicate copy
of the data. Due to its limited memory footprint and con-
sequently low memory requirements on each device, this
strategy works well when the model is too big to fit on a sin-
gle device. Effective model splitting can be difficult, though,
as a poorly done split can cause synchronization delays and
communication overload, which can cause downtime [20,
23].

In addition to these strategies, there is ensemble learn-
ing [24], in which each node trains an independent model
and then these models are combined to form a final model.
This final model can be made up of different characteristics,
which can enhance the results obtained by taking advantage
of the strengths and reducing the weaknesses of each model.
There are different possible techniques, such as bagging (or
bootstrap aggregating), boosting and stacking that can be
explored.

ML algorithms are used in IDS because of their capacity
to recognize patterns, correlate events and adjust to emerg-
ing threats [25, 26]. The main benefits of using ML in IDS is
the high anomaly detection accuracy, scalability to manage
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big data sets, and the potential to get better with time and
new information. These technologies improve security
by reducing false positives and providing real-time threat
detection.

In this respect, many works have been developed in this
area, such as the work proposed by [27], which highlights
the use of ML algorithms, namely Random Forest, in which
they propose an edge approach with methods for feature
selection, dimensionality reduction and outlier removal in
order to reduce computational costs and time, and improve
performance in Industrial IoT intrusion detection, and also
the work carried out by [28], that proposed a Temporal Con-
volutional Network (TCN) based intrusion detection method
for IoT environments that is lightweight, effective and relies
on cloud edge collaboration, based on a federated learning
framework. To this end, they have also reduced the dimen-
sionality of the high-dimensional resources of raw network
traffic data to reduce computing and storage requirements
while overcoming the problem of resource limitations of
edge devices. [28] also carried out some experiments to vali-
date that the collaboration-based approach at the cloud edge
can share threat intelligence and has the potential to defend
against unknown attacks in a collaborative way, showing
that collaboration was extremely important and could help
participants identify their own unknown attacks.

However, there are still other distributed approaches,
such as those based on MAS [29], which act as containers/
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repositories for Al algorithms [30]. According to [31], an
agent can be defined as an autonomous entity, which rep-
resents a physical or logical part of the system, and which
will be able to take actions to achieve the system’s objec-
tives and will also be able to interact with other agents in the
system when it does not have the skills to achieve its objec-
tives alone. Thus, the use of MAS allows to distribute intel-
ligence and adaptation [32], in which decisions are made in
a decentralized manner, as opposed to centralized structures
that are unable to meet the requirements related to response
time, data privacy and security, network bandwidth, among
others. Although there is a certain complexity to coordinat-
ing the actions of various agents in a distributed environ-
ment, it becomes very advantageous to use it in dynamic
systems, especially in IoT environments, where conditions
change rapidly, there is a great heterogeneity of devices,
which can use different algorithms due to their available
computing resources.

Modern IoT applications, especially in industrial envi-
ronments, have driven a trend towards the use of the edge-
cloud continuum [33], in which intelligence is distributed
across multiple processing levels, from edge devices to
cloud servers. This layered architecture makes it possible to
take advantage of the specific characteristics of each level,
namely the reduced latency and local context of the nodes
at the edge, combined with the computing power and global
vision of the cloud. Recent work has emphasized the impor-
tance of adopting hybrid and hierarchical approaches, capa-
ble of making decisions in an adaptive and coordinated way
between the different levels of the architecture, in order to
balance efficiency, scalability, privacy and responsiveness.

In this context, MAS stand out as a promising approach
to modelling autonomy and collaboration between differ-
ent levels of the hierarchy, making it possible to build more
flexible and resilient architectures. The decentralized nature
of MAS makes them ideal for the edge-cloud continuum,
since each agent can make decisions locally, collaborate
with other agents, and still respect restrictions such as sen-
sitive data privacy and device heterogeneity. In addition,
agents located in the cloud with greater computing power
can act as support agents, helping agents at the edge with
suggestions or parameter adaptations, without having to
directly access local data. This approach preserves privacy
and introduces a layer of adaptive intelligence based on
indirect observations (e.g. performance reports), paving the
way for the use of Reinforcement Learning (RL) algorithms
and other distributed optimization techniques.

Despite the fact that the aforementioned works have
presented excellent solutions and results, the distribution
of intelligence across multiple layers of the edge-cloud
continuum remains underexplored, especially regarding
agent-based approaches capable of enabling decentralized,

privacy-preserving, and adaptive decision-making. In par-
ticular, MAS presents a promising strategy not only for
collaboration within the edge network, but also for orches-
trating intelligent support of the cloud layer. In this extended
context, the proposed work investigates different strategies
for distributing intrusion analysis and detection in the edge
and cloud layers, taking advantage of MAS as a coordina-
tion framework. The main focus is to present the design and
implementation of a module based on RL in the superior
layer (e.g. cloud) that continuously evaluates reports from
edge agents and suggests parameter adjustments to improve
their performance, all without direct access to local data.
This contribution complements previous results on edge-
level strategies and advances the discussion towards a more
holistic and hierarchical distributed intelligence.

Distributed Attack Detection in loT

This work builds upon the previously presented founda-
tional architecture in [5, 6], which was structured around a
traditional edge—cloud paradigm. While the earlier approach
successfully demonstrated how MAS could be used to dis-
tribute intelligence across the edge—cloud continuum, the
current architecture introduces a more abstract and modu-
lar design based on two distinct functional layers: the Sys-
tem Application Layer and the System Support Layer. This
updated structure aims to better capture the logical separa-
tion between operational processes and decision support
services, while preserving the interactions and collaborative
behaviours described in the original model.

The System Application Layer encompasses the edge
components, where Local Agents (LAs) are responsible for
data collection, initial analysis, and inter-agent collabora-
tion under resource constraints. The System Support Layer
assumes the role previously attributed to the cloud, hosting
more powerful Global Agents (GAs) that provide strategic
assistance and recommendations without directly access-
ing sensitive local data. Although the terminology and
abstraction have evolved, the key communication patterns,
between edge agents, edge agents and cloud agents, and also
between cloud agents, remain consistent with the previous
architecture. For further details regarding agents communi-
cation, collaboration protocols, and edge layer distribution
strategies, is described in the previous work [6].

The redesigned architecture facilitates the integration
of RL mechanisms in the System Support Layer, enabling
adaptive system optimization through feedback driven
decision making. The focus of this paper is on the new RL
module embedded in the GAs, and its ability to influence
decision making at the edge through parameter adjustment
and tactical guidance.

SN Computer Science
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System Architecture

The proposed system architecture is made up of two lay-
ers, the System Support Layer and the System Application
Layer, as shown in Fig. 2. This architecture integrates mul-
tiple agents across both layers, with LAs that are linked to
processes or systems in a manufacturing environment, to
make it possible to digitize these assets and collect informa-
tion to enable analyses that improve the efficiency and effec-
tiveness of operational systems. LAs are part of the cyber

layer of a cyber-physical component/system, representing
the logical part of this component and, in a way, where it is
possible to make it "intelligent’. In this architecture, the LA
has some associated modules, e.g. the generation of behav-
ioural reports, the execution of local IDS, interaction and
communication with other agents.

On the other hand, the GA, which are in the System Sup-
port Layer, are not directly linked to the operational part of
the system, but are computational entities with high com-
puting power that communicate with the LAs to provide

Fig. 2 System architecture com-
posed of agents distributed along
the two layers System Support and
System Application
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assistance or recommendations for improvement. GAs have
powerful data analysis capabilities, update models or model
parameters, improve collaboration strategies, among others.

System Application Layer

The System Application Layer comprises the layer where
the operating systems of a given manufacturing environ-
ment are located. There is all the machinery (the physical
part of the system), as well as the cyber part (the logical part
of the system).

In general, LAs in the System Application Layer are
directly linked to operational processes. These LAs are
typically executed on edge computing devices (e.g., gate-
ways or even directly on IoT devices used in operational
processes) to ensure low-latency data processing. They con-
tinuously collect data from the sensors, carry out local data
analysis using embedded ML models, and collaborate with
each other to achieve better results (i.e. improving detec-
tion accuracy, especially by minimizing false negatives and
avoiding incorrect classifications), but they have restric-
tions in terms of computing power. To maintain data pri-
vacy, operational data is always kept in this layer. The LAs
generate behavioural reports to report on the performance
of their analysis, the rate of collaboration that is required

IDS collaboration protocol /

initiator: LA4
threat analysis

alt I[probability <THETA]

participant: LA,

|
agentsToCollaborate]

requestsHelp(current_data)

runsinference()
sendResults(prediction, probability)
< ___________________________

processesGroupResponses() .

______________________________________________________________

processesSoloResponse()

updatesBehaviouralReport() E

Fig. 3 Interaction protocol between local agents for collaboration in
an IDS

(measured in relation to the number of requests that are
made to other agents in a given period), the resources used,
to map whether it is balanced throughout the system and
whether it is maintaining the security of the system, and this
behavioural report is shared with the GA which has high
capacity in analysis and will take certain actions to suggest
recommendations for obtaining better results. Reports will
summarize the behaviour of LA, in terms of collaboration
requests, probabilities of predictions, etc. This interaction
between LAs is described in the diagram shown in Fig. 3.

It is important to note that when an LA receives support
from other agents, it must aggregate the responses to make a
final classification decision. This process is triggered when
the LA’s initial confidence is lower than a decision threshold
0, and collaboration is permitted (i.e. there are agents to col-
laborate). Otherwise, the agent applies its own prediction
directly. These two situations are represented in the UML
diagram in Fig. 3, specifically in the methods processes-
SoloResponse and processesGroupResponses.

In collaborative scenarios, the final decision is computed
through a weighted aggregation of peer responses, as for-
malized by the following equation:

1, if

0, otherwise

Z;l(wzw(aze)v > o

w;
i=1 "

(1

<
I

where ¥; is the binary prediction received from agent i,
C; is the confidence associated with that prediction, w; is
a weight assigned to agent i (e.g., based on performance
metrics such as accuracy), I(C; > 0) is an indicator func-
tion that filters out responses with low confidence, « is the
aggregation threshold used to determine whether the final
weighted vote supports the class representing the attack.

If the weighted average of the trusted responses reaches
or exceeds «, the result is classified as attack. Otherwise,
it is classified as normal/benign. This fusion mechanism
enables agents to dynamically adapt their collaboration
strategy based on both peer confidence and system-wide
tuning parameters. More detailed discussions on the collab-
orative protocol and parameter behaviour are available in
the previous work [6].

System Support Layer

The System Support Layer represents a high-performance/
powerful computing layer, which could be, e.g. a power-
ful computing platform or even a public, private or hybrid
cloud server.

The GA presented in this layer has several skills, includ-
ing suggesting/recommending certain actions, mainly

SN Computer Science
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concerning tactics, strategies, assistance and replacement,
namely:

e Tatics: is related to which tactic the LA will use to ag-
gregate the data received when they request help be-
tween LA, and can be switched between voting (ma-
jority wins), averaging, weighted averaging, or even
changing the parameters used to calculate the aggrega-
tion of data received.

e Strategies: are related to which models will be used
by the LA, which can be specialized models for cer-
tain types of attack, or generalized models, with a vast
knowledge of different attacks. Specialized models may
have better detections for specific attacks, but may de-
pend on more collaboration because they have a gap for
other types of attacks, while general models may have
more affected detections because they are general mod-
els, but with collaboration they can cover this gap.

e Assistance: is related to changing the parameters of the
model, i.e. changing the hyperparameters of the model
used by the LA.

e Replacement: is related to the exchange of the model
used, i.e. it will be suggested that the model used be re-
placed by another that may perform better.

Although various types of actions that the GA can carry
out in the system have been described previously, such
as helping with model selection (strategies), adjusting the
model’s hyperparameters (assistance) or suggesting model
replacement, the focus of this work is specifically on tacti-
cal decisions, particularly adjusting the parameters used to
aggregate the responses of other LA when collaboration is
triggered.

In this context, it will be explored how GA can dynami-
cally suggest updates to the decision parameters employed
by each LA when aggregating the results of peer responses.
Specifically, the LA sets a threshold 6 to determine whether

Tactical collaboration protocol /
initiator: LA

[Reportinterval or PercentageRequestsHigh]

participant: GA

opt

sendReport()

runsRL()

sendRecommendations(THETA, ALPHA)
< __________________________________

updatesParameters()

Fig. 4 Interaction protocol between local and global agents to adjust
decision parameters

SN Computer Science
A SPRINGER NATURE journal

its own prediction is sufficiently reliable. If not, it requests
help from neighbouring LAs. Once the responses have been
received, the final decision is made based on a weighted
aggregation that considers both its own prediction and the
predictions of its peers, modulated by a weight parameter
«. Thus, 6 and « directly affect the tactic used to combine
information: 6 controls when collaboration takes place,
while o defines how much the LA trusts its own prediction
compared to the assistance received.

By intelligently adjusting these parameters through RL
in the System Support Layer, the system is able to adapt
over time to the performance of each agent, the conditions
of the network and the dynamics of the attack. Therefore,
although various types of GA interventions are possible,
this work focuses on optimising the decision fusion process,
which is a central element of the system. The impact of this
actions will be the resolution of conflicts (high collabora-
tion request rate, performance of attack detection, etc). The
interaction between LA and GA is described in the diagram
shown in Fig. 4.

Communication Triggers for Report Transmission

In this architecture, LAs continuously monitor their local
performance and periodically generate structured reports
containing relevant metrics. Each report is formatted as a
JSON object and includes key operational indicators that
allow the GA to assess both the individual agent’s behav-
iour and the overall system effectiveness (see Table 1). Spe-
cifically, the report includes the current decision thresholds
(0 and «), the local model’s accuracy, the number of false
positives and false negatives (both for the current interval
and in total), the number of detected attacks, the total and
interval-based number of processed packets, the number of
collaboration requests, as well as system-level metrics such
as memory usage, CPU usage, latency, timestamp, and a
unique agent id field for identification to associate the
report with the correct agent in the distributed environment.
This structured reporting mechanism enables the GA to
make targeted decisions and track trends over time. How-
ever, to avoid unnecessary communication with the GA, the
system defines two communication triggers responsible for
controlling when these reports should be transmitted. The
first trigger ensures that regardless of the system’s behav-
iour, a report is sent periodically in order to keep the system
up to date, while the second trigger seeks to identify when
an agent is requesting too much help, which could indicate
inefficiency in the current model or trust issues, in addition
to giving the agent sufficient autonomy to determine when
updates are necessary. The richness of the report data, com-
bined with well-defined triggers, supports a responsive and
adaptive RL mechanism in the System Support Layer.
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Table 1 Structure of the report sent by local agents

Field Description
agent id Unique identifier of the local agent
timestamp Time when the report was generated

decision threshold theta
final_decision_threshold_alpha
model accuracy

false positives

false negatives

detected attacks
processed packets

false positives total
false negatives_ total
processed packets total
collaboration requests
Cpu_usage

memory usage

latency ms

Current 6 threshold used for initial decision
Current « threshold used for final decision
Model accuracy based on recent predictions
False positives during the current interval
False negatives during the current interval
Number of detected attacks in the interval
Packets processed in the interval

Total false positives accumulated

Total false negatives accumulated

Total processed packets accumulated
Number of collaboration requests during the interval
Percentage of CPU usage

Percentage of memory usage

Average latency (in ms) during inference

Trigger 1: Sample-based Periodicity

Let P be the number of samples processed since the last
report, and N be the configured periodicity. Trigger 1 is
activated when the number of analyzed samples reaches the
periodic threshold:

Pmod N =0 (2)

This ensures that the agent reports periodically, even under
stable operating conditions, allowing the global agent to
monitor system behaviour and learning dynamics over time.

Trigger 2: Collaboration Rate Threshold

Trigger 2 is designed to activate in scenarios where the col-
laboration rate between agents increases significantly. Let C
be the number of collaboration requests issued in the current
window of analysis (since the last report), and let P again be
the number of processed samples in that window. The col-
laboration rate is defined as:

C
T.=—=-1 3
5 00 3)

To avoid premature activations due to small values of P,
it was defined a minimum number of samples P,,;, neces-
sary for Trigger 2 to be valid. This minimum is calculated
as a fraction of the periodicity N, using a sensitivity factor

B € (0,1):

Pminzﬁ'N (4)

The second trigger is activated if and only if the collabora-
tion rate exceeds an acceptable threshold Ty1owed, and the
number of processed samples is sufficient:

Te > Talowed and P > Ppiy (&)

Final Triggering Condition

A report is sent to the global agent when either of the two
triggers is satisfied:

Send report <= Trigger; Vv Trigger, (6)

This combined strategy provides a balance between peri-
odic monitoring and responsiveness to dynamic collabo-
ration patterns, ensuring timely adaptation of the decision
parameters (6, «) according to the behaviour of the distrib-
uted system. Figure 5 shows an example of how the two
triggers work together. In this example, it was assumed that
every 200 samples analysed, a report would be sent to keep
the system up to date (shown by the activation of trigger
1). However, it can be seen that on the third and fifth report
sent, trigger 2 was activated, indicating that the collabora-
tion rate was very high, causing the agent to react to this
major change, making it necessary to evaluate the changes
made, as this could quickly degrade the system’s efficiency.
Furthermore, after trigger 2 was activated, it was noted that
the next periodicity trigger maintained the interval of 200
samples.

The choice of the N value is crucial for the system to
work properly when sending reports. The choice of this
value should not be arbitrary, but should be aligned with
the system’s needs. These include the cost of communica-
tion, as each report sent consumes bandwidth, processing
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Fig.5 Example of report triggering Trigger Activation Over Time
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and time, making it necessary to balance the frequency of
communication with the GAs (usually hosted in the cloud),
and the computational cost of sending reports, avoiding
overloading the IoT networks. It can also be in relation to
the size of the statistical window, where an adequate number
of samples guarantees significant statistics to represent the
system, allowing a good evaluation of the model and the
decisions made. On the other hand, the value of N can also
be defined considering latency and operational frequency,
for example, if the agent analyzes one sample per second,
it would take approximately 16 minutes to analyze 1000
samples. This defines the frequency of parameter updates,
making re-evaluations at specific time periods.

Although initially defined as a fixed value, the N param-
eter will be adapted dynamically in the future, based on the
agent’s behaviour, variations in collaboration and the mod-
el’s effectiveness. In this way, the system will be able to
reduce N at times of instability (wrong answers, too many
collaborations) or increase it when confidence in the model
is high, optimizing the use of the network and resources.

Reinforcement Learning Model

In this work, RL is adopted as the core mechanism used by
GAs to optimize the behaviour of LAs in a decentralized
IDS. Rather than relying on fixed rules or static configu-
rations, GAs continuously learn from behavioural reports
sent by LAs and suggest tactical parameter adjustments
that improve decision quality and system performance over
time.

The RL agent does not directly access sensitive data or
raw network traffic, but instead learns through indirect feed-
back provided by LAs, encoded in compact behavioural
reports. This setup ensures that the learning process is pri-
vacy-preserving while still being capable of capturing key
trends in LA performance.

In this architecture, the learning task focuses specifically
on optimizing two decision parameters:

e (: the confidence threshold that determines whether a
LA makes a prediction autonomously or requests col-
laboration from peers;
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Number of processed samples (P)

e «: the weight assigned to the LA’s own prediction ver-
sus the aggregated responses when collaboration occurs.

Both parameters directly influence the LA’s decision-making
strategy, particularly its behavior during collaborative infer-
ence. For instance, a lower 6 encourages collaboration even
in moderately uncertain situations, while a higher « priori-
tizes self-reliance in the final decision. Therefore, adjusting
these parameters allows the system to shift between more
autonomous or more collaborative behaviours, depending
on context.

Learning Strategy

To model the sequential decision-making process of tuning
0 and «, it was employed a Q-learning algorithm. Each GA
maintains a separate Q-table for each LA under its supervi-
sion, capturing the learned utility of taking specific actions
(parameter adjustments) in given system states.

The main characteristics of the learning model are as
follows:

e State representation: Each state corresponds to a dis-
cretized combination of (6, «) values currently in use
by the LA.

e Action space: The agent can perform small or medium
adjustments to 6 and/or «, or maintain the current con-
figuration. This allows for fine-grained control of deci-
sion dynamics.

e Reward signal: After each interaction, a reward is com-
puted based on the agent’s recent performance (e.g.,
accuracy, false positive rate, collaboration rate). This
feedback is more immediate than global accuracy and
enables quicker adaptation.

e Exploration policy: An e-greedy strategy is used to bal-
ance exploration and exploitation. Each LA has its own
e value that decays over time, allowing personalized
convergence to optimal behaviors.

e Learning update: Q-values are updated using the stan-
dard temporal-difference formula. Only feedback from
local intervals is used, ensuring that learning reflects the
short-term impact of each action.
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This design ensures that the system remains flexible, pri-
vacy-preserving, and adaptive to evolving attack patterns or
traffic behaviours. Rather than adjusting models themselves,
which would be computationally intensive and potentially
violate local constraints, the RL agent focuses on influenc-
ing decision policies through lightweight but impactful
parameter tuning.

Next subsection formally describe the learning problem
as a Markov Decision Process (MDP), detailing the math-
ematical modeling of states, actions, rewards, and the learn-
ing algorithm.

Problem Formulation as a Markov Decision Process

The problem of dynamically adjusting the # and « decision
parameters in distributed intrusion detection agents can be
modeled as a MDP. The decision-making is based uniquely
on the current system state, satisfying the Markov property,
which assumes that future states depend only on the cur-
rent state and the chosen action, and not on the sequence of
previous states.

MDP Components

Formally, it was defined the MDP as a tuple (S, A, P, R, ),
where:

e S is the state space. Each state s € S is defined by
the current values of the decision thresholds (6, ),
which influence the behaviour of LAs when analyzing
data samples. This space was discretized for efficient
learning.

e A is the action space. Each action a € A represents an
adjustment to the current values of 6 and/or . It was
considered different magnitudes of changes, both indi-
vidual and combined, such as:

A = {(£0.05,0), (0, £0.05), (£0.1,0), (0, +:0.1)}

including also compound updates, e.g., (0.05, 0.05),
(0.1,-0.1).

e P is the state transition probability function, which is
not known a priori and is implicitly learned through in-
teractions with the environment.

o R:SxA— Ris the reward function. The reward is
computed based on several metrics reported by the LA,
including:

— Model accuracy (to be maximized)
— False positive and false negative rates (to be
minimized)

— Collaboration request rate (to be kept under a desir-
able threshold)

These components are averaged to generate the scalar
reward:

1
R(s,a) = 1 (accuracy + (1 — FP rate) + (1 — FN rate) 7

+(1 — collab. rate))

e € [0,1] is the discount factor, which balances the im-
portance of immediate versus future rewards.

The main objective of the RL agent is to find the optimal
policy 7* : & — A that maximises the expected discounted
return (G) from any initial state sq. The return G, is defined
as:

o0
G; = Z’Yth+k+1 ¥
k=0

The optimal policy is therefore one that satisfies:

7" = argmax E, [G; | 8¢ = so] )

The discount factor «y € [0, 1] is fundamental in this formu-
lation, as it weights the importance of future rewards rela-
tive to immediate rewards, ensuring that the agent makes
decisions that are globally optimal throughout its interaction
with the environment. In this implementation of Q-Learn-
ing, v is used explicitly in Bellman’s Equation to calculate
the value estimate Q.

Impact and Functioning of Decision Parameters (6 and «)

The RL module operates by evaluating the utility (Q value)
of adjusting 0 and «, searching for values that maximize the
expected discounted reward. Since the reward R depends
on classification performance and collaboration efficiency,
adjusting these parameters directly influences the final deci-
sion of the LA.

To illustrate the practical impact of 6 and « on an LA’s
decision, consider a LA that has confidence in its own pre-
diction of Cown_pred = 0.60 for a given data sample, this
confidence varies for each sample, being the probability of
the prediction for the sample under analysis. Consider also
that the LA’s own prediction is §own = 1 (Attack).

Step 1: Solo versus Collaborative Decision ()

The LA uses the confidence threshold  to decide whether
to apply its own prediction (solo decision) or request col-
laboration (group decision).
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e Case A (collaborative decision): Considering § = 0.70,
as the confidence of LA Cown prea = 0.60 is lower than
6 = 0.70, the agent is considered uncertain and should
request the collaboration of other LAs present in the sys-
tem (proceed to step 2).

e Case B (solo decision): Considering 6§ = 0.55, since
the LA’s confidence Cown_pl.ed = 0.60 is greater than
f = 0.55, the agent is considered confident and ap-
plies its own prediction (e.g., g = 1 if its own predic-
tion was Attack), ending the decision process without
communication.

The RL agent learns that if case B (low 6) leads to higher
overall rewards (R), it should favour actions that reduce 6,
promoting autonomy and network efficiency.

Step 2: Aggregation Decision ()

This step is only performed if the LA opts for collabora-
tion (i.e., in case A, where § = 0.70). The LA receives the
responses from other LAs present in the system (e.g., LA;
to L As). In the implementation of this work, confidence (C;
) and weight (w;) are considered the same metric (the prob-
ability of prediction ;).

LA (i) Prediction (g;) Confidence (C; = w;)
LA, 1 (Attack) 0.85
LA, 0 (Normal) 0.95
LAs 1 (Attack) 0.80
LA, 0 (Normal) 0.90
I A 0 (Normal) 0.65

The LA uses the aggregation threshold « to determine the
final classification, after filtering the responses of other
agents whose confidence C; is lower than its own collabora-
tion 6 (0.70).

1. Indicator function action (Eq. 1): Consid-
ering 6 =0.70 from the requesting LA, the
indicator function I(C; > ) is applied to all contri-
butions. Only LAs with C; > 0.70 are considered:
LA, (C1 =0.85), LAs (Cy = 0.95), LA3 (C3 = 0.80),
and LAy (C4 = 0.90) are reliable. The requesting LA
(Cown_pred = 0.60)and LA5 (Cs = 0.65)arediscarded/
ignored.

2. Weighted average (WA): Only the four reliable peer
responses are used. The total weight of reliable contri-
butions is:

Wiotal = C1 + Co + C3 + C4 = 0.85 4+ 0.95 + 0.80 + 0.90 = 3.50

The WA for the attack class (§j = 1) is calculated:
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Wattack = (C1 - 91) + (C2 - 2) + (C3 - §3) + (Cy - §a)
= (0.85 1) + (0.95-0) + (0.80 - 1) + (0.90 - 0) = 1.65

The WA  for the attack class s
WA = Wattack/ Wiotal = 1.65/3.50 ~ 0.471.
3. Final decision («): The final decision ¢ is determined
by comparing WA with «:

e Case C: Considering o = 0.50 (high consensus),
since WA = 0.471 is lower than o = 0.50, the final
decision is §j = 0 (Normal).

e Case D: Considering o = 0.45 (low consensus),
since WA = 0.471 is greater than o = 0.45, the
final decision is § = 1 (Attack).

The RL agent will dynamically adjust «, aiming to maxi-
mize the subsequent reward R.

In summary, the combination of # and « will cause val-
ues to be dynamically adjusted for the agents’ decisions,
highlighting the agent’s good predictions in cases of high
confidence/probability and, on the other hand, correcting
erroneous predictions through collaboration. In previous
work [6], considering static values for § and « has already
shown promising results, in which it was possible to verify
the correction of erroneous predictions, with a correction
rate ranging from 7% to 32%.

Justification

This formulation allows the system to learn optimal adapta-
tion policies for # and « based on the real-time feedback
from LAs. The use of RL (specifically, Q-learning) enables
the system to continuously improve decision-making under
uncertainty and dynamic conditions. The agent converges to
a stable configuration by observing the evolution of model
accuracy, system collaboration behaviour, and misclassifi-
cation rates.

Moreover, the incorporation of exploration (via e-greedy
strategy) and state discretization helps to ensure that the
solution is robust even in the presence of noisy reports or
fluctuating traffic patterns.

Experimental Setup and Case Study

This section describes the experimental infrastructure
designed to validate the proposed architecture for distrib-
uted intrusion detection in IoT environments. The setup
emulates a real-world scenario where multiple IoT devices
cooperate in the detection of attacks, while a high-level
entity monitors and assists the system adaptively.
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System Application Layer: Local Agents Running on
loT Devices

The System Application Layer was implemented using
Raspberry Pi 3 Model B+ devices, each acting as a dis-
tinct edge node in a distributed IoT network. These devices
emulate heterogeneous IoT equipment with limited compu-
tational capacity and are responsible for performing local
intrusion detection. Each Raspberry Pi executes an agent,
referred to as an LA, responsible for orchestrating the deci-
sion-making process and communication between agents.
The structure of these edge devices with collaboration and
attack detection capabilities is illustrated in Fig. 6.

To simulate realistic network conditions and device
behaviour without requiring live traffic capture, each LA
was fed with pre-collected data from the CICIoT2023 data-
set [34]. This dataset includes traffic data from 105 real IoT
devices, representing various benign and attack scenarios,
making it highly suitable for emulating detection in hetero-
geneous environments.

Each device contains two processes, the LA and the
ML engine. The function of the LA is to acquire network
data, which in this case is done by reading the data that has
already been collected (CICIoT2023 dataset), extracting the

main features and sending this data to the second process
(ML engine) to predict whether the data is normal or an
attack. For this communication, the two processes exchange
information via a shared memory in the kernel, through the
Unix socket. The GA, represented as the server, contains
the RL engine to perform the analysis of reports received
by the LAs.

In case the local prediction confidence fell below a pre-
defined threshold (0), the LA issued a collaboration request
to neighboring LAs, aggregating their responses using
a weighted average strategy (see Eq. 1) controlled by the
parameter «. This strategy allowed agents to combine
insights from their peers, potentially improving detection
accuracy.

System Support Layer: Reinforcement Learning
model

To support adaptive behaviour, the System Support Layer
includes a GA deployed on a high-performance computing
platform (e.g., a workstation or private cloud server). This
agent receives behavioural reports generated by each LA at
regular intervals or upon triggering conditions, summarizing

Fig. 6 Structure of edge devices
with collaboration and attack
detection capabilities in System
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local performance metrics such as accuracy, collaboration
rate, false positives/negatives, CPU and memory usage.

Each report is structured as a JSON object and includes
metrics like decision thresholds (6, «), collaboration
requests, model accuracy, detected attacks, and system
resource usage. These reports serve as the observations for a
RL agent running within the GA.

The RL module, implemented in Python, models the
adaptation process as a MDP and uses Q-learning to suggest
updates to the 6 and o parameters of each LA. Each LA is
assigned an individual Q-table and independent exploration
rate (€), allowing personalized adaptation based on local
history. The learning policy evolves over time by analyz-
ing rewards derived from the reports, which consider factors
such as local detection accuracy, false positives/negatives,
and collaboration rate.

Communication and Execution Workflow

The workflow diagram shown in Fig. 7 illustrates the com-
plete communication and execution cycle of the proposed
system. The flow highlights the interactions between the
LAs and the GA, from the initial analysis of network traf-
fic to the adaptation of decision parameters. This process
aims to guarantee a coordinated and efficient response to
uncertainties in detection, promoting continuous learning
and collaboration between agents.

The complete system workflow can be summarized as
follows:

1: Each LA reads network traffic samples from the
dataset and performs ML-based analysis.
2: If prediction confidence is low, collaboration with

other LAs is initiated (see defined protocol in Fig. 3).

3: After receiving the analysis from other LAs
described in the collaboration protocol, or if confidence is
high, the LA initiates the decision-making process. If confi-
dence is high, the decision is made independently, and if it
is low, it is made collaboratively (based on Eq. 1).

4: Behavioural reports are updated periodically
(information described in Table 1).
5: If triggers for sending reports are activated

(described in Egs. 2 to 6), reports are sent to the GA, and
LA waits to receive new recommendations.

6: The GA receives the report, processes

it, updates the Q tables (see protocol defined in Fig.

4) and suggests new values 6 and « to optimize local
decision-making.

7 LAs update their parameters based on the recom-
mendations and continue the analysis cycle.

All modules were deployed and tested in a controlled envi-
ronment to ensure stability and reproducibility. Metrics col-
lected throughout the experiments were logged and later
analyzed to assess system performance, convergence, col-
laboration behaviour, and the overall effectiveness of the
RL-based adaptive mechanism.

To ensure the confidentiality and authenticity of interac-
tions, the exchange of messages between LAs and between
LAs and GAs is standardized by the FIPA Agent Commu-
nication Language (ACL). Furthermore, this communica-
tion is protected by a hybrid end-to-end encryption scheme.
The message content is encrypted using the symmetric AES
algorithm to ensure high speed and efficiency, minimising
computational overhead. At the same time, the symmetric
key used is protected by the asymmetric RSA algorithm,
employing the public key of the recipient agent. The choice
of this hybrid approach is dictated by the computational
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Fig. 7 Communication and execution workflow between LAs and GA in the proposed system
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power limitations inherent in IoT devices located at the
edge, as well as the need to optimise encryption and decryp-
tion performance, which depends directly on the variable
sizes of messages exchanged in the edge-cloud continuum.

Experimental Results and Discussion

This section presents the experimental results obtained from
the proposed MAS architecture, focusing on the impact
of dynamic RL-based adjustments in the System Support
Layer. The evaluation aims to assess how the continuous
optimization of the decision parameters ¢ and « influences
the performance of LAs in terms of accuracy, collaboration
behaviour, and anomaly detection efficiency. The analysis
includes individual metrics for each LA, comparative behav-
iours, and evidence of system adaptation and convergence
over time. Although the performance of the agent is driven
by a composite reward function R (including acurracy, false

Local Agent 1 - Global Accuracy

positives, false negatives, and collaboration rate), accuracy
evolution is used as the primary and visible metric to dem-
onstrate the successful convergence and adaptability of the
RL mechanism.

Figure 8 presents the evolution of the global accuracy
over time for each LA, where each curve corresponds to one
of the distributed agents in the system. The x-axis represents
the number of processed samples (or iterations between
LA and GA), and the y-axis shows the global accuracy
reported in each behavioural report. Additionally, a vertical
dashed line marks the point of minimum accuracy, and the
shaded area highlights the period after that point, allowing
visual assessment of the agents’ recovery and stabilization
behaviours.

It is important to highlight the initial performance deg-
radation consistently observed across all agents, character-
ized by a marked drop in accuracy during the early learning
phase. This behaviour is a direct consequence of the explora-
tion-driven dynamics inherent to the Q-learning algorithm,
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Fig. 8 Global accuracy for local agents during action exploration
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Local Agent 1 - Reward
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(a) Reward for LA 1 during action explo-
ration.

Fig.9 Reward and collaboration rate for LA 1 during action exploration

wherein elevated e values induce stochastic action selection.
As a result, agents systematically explore a wide range of
parameter configurations, specifically adjustments to 6 and
a, to empirically identify optimal strategies that maximize
long-term policy performance guided by the composite
reward function R. However, after reaching a minimum
value of global accuracy (represented by the vertical line
on the graph), all agents demonstrate either stabilization or
recovery of their accuracy levels.

This behaviour indicates that the agents are starting to
exploit previously learned actions with better performance,
meaning the Q-table is being updated effectively based on
received rewards. It is possible to notice the evidence of
local learning, in LAs 1, 3 and 5, there is clear recovery
and maintenance of higher accuracy levels after the criti-
cal point, suggesting that the RL system is adapting appro-
priately by tuning the 6 and « parameters. Also, it can be
observed the individualized behaviour across agents, where
each agent demonstrates a distinct trajectory, reinforcing the
importance of maintaining separate Q-tables and e values.
For example, while LA 1 ends with a global accuracy close
to 90%, LA 4 stabilizes around 80%, indicating differences
in environment, model, or collaborative dynamics.

It is important to note that the global accuracy metric
is cumulative, meaning it reflects the agent’s performance
over the entire sequence of processed samples. In this way,
once the accuracy drops due to a prolonged period of poor
decisions (e.g., caused by the exploration of suboptimal
parameters), it becomes difficult to return to the initial high
accuracy values. Even if the agent subsequently learns and
consistently makes correct predictions, the earlier degrada-
tion continues to affect the cumulative metric. Therefore, the
fact that the global accuracy stops decreasing and remains
stable in the final phase, despite not returning to the original
level, is a strong indication that the agent has successfully
learned an optimal policy (exploitation), is consistently
making effective local decisions, confirming the success of
the dynamic adjustment mechanism, and is achieving high
local accuracy.
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(b) Collaboration rate for LA 1 during action
exploration.

Although most of the agents showed good recovery and
improved response after exploration and learning, LA 2,
which initially didn’t show good results (it was intention-
ally set up this way to observe its behaviour), only began to
improve and stabilise after 600 interactions with the GA. It
can therefore be concluded that for agents with models that
perform poorly, the learning time may be too long.

To enable a more comprehensive analysis of the system’s
behaviour, a detailed examination is conducted focusing
on Local Agent 1 (LA 1) as a representative case. Figure 9
depicts the evolution of two key metrics throughout the
experiment: reward and collaboration rate, which will be
analysed together with the overall accuracy shown in Fig.
8a.

Initially, LA 1 starts with a high accuracy, which remains
stable for a considerable number of samples. During this
early phase, the agent receives high rewards and maintains a
low collaboration rate, suggesting that the model in use was
adequate and confident in its predictions, requesting help
only in a few uncertain cases.

However, as the RL algorithm explores different values
of decision parameters 6 and «, a gradual degradation in
global accuracy can be observed. This probably results from
the selection of suboptimal parameters that reduced the
agent’s ability to make accurate decisions independently.
Consequently, the agent increases its reliance on peer col-
laboration to compensate for local model uncertainty. This
behaviour is reflected in the peak in the collaboration rate
and a notable drop in the rewards received.

Over time, the agent adapts to this feedback, and after
reaching its lowest point of accuracy, it begins to recover
and stabilize. As the Q-learning process favors actions that
result in better performance, the agent learns to select more
appropriate values for 6 and «, reducing its dependency on
external collaboration. This learning process leads to a con-
sistent improvement in both reward and decision quality, as
evidenced by the decrease in collaboration requests and the
rise in reward values during the final phase.

This observed pattern is consistent with the behavior of
other agents in the system, confirming that the proposed
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RL strategy enables each agent to adapt over time, recover
from performance degradation caused by exploration, and
converge toward more optimal decision-making configura-
tions. These results demonstrate the effectiveness of indi-
vidualized RL-based parameter adjustment in maintaining
or improving detection accuracy within a distributed and
dynamic environment.

Conclusions and Future Work

The exponential growth of connected devices and the
increasing sophistication of threats in IoT environments
demand security mechanisms that are not only innovative but
also adaptive and privacy-preserving. This work addressed
this challenge by proposing a collaborative and decentral-
ized MAS designed to distribute intelligence across IoT
networks. A central focus was placed on empowering local
agents to operate autonomously at the edge, supported by a
higher-level adaptive layer that enhances decision-making
without compromising data privacy.

An important gap identified in the current literature is the
limited integration of distributed intelligence into the edge-
cloud continuum, especially in architectures that simultane-
ously leverage the proximity and responsiveness of edge
computing with the computational power and global per-
spective of cloud-based coordination. While previous work
has explored MAS and collaboration strategies, few works
have effectively combined real-time behavioural feedback
with adaptive learning mechanisms that operate cohesively
across this continuum. The focus of existing approaches is
on centralised solutions that compromise latency and pri-
vacy or rely only on edge-based intelligence, which may
lack the adaptability and scalability required in dynamic
environments. The proposed system addresses this gap by
distributing decision-making across both layers, edge and
cloud, capitalising on the strengths of each, i.e. low latency,
privacy-preserving local analysis at the edge and high-level
adaptive coordination in the cloud.

To address this, it was introduced a novel architecture
composed of two synergistic layers: the System Application
Layer, where distributed local agents operate on resource-
constrained edge devices, and the System Support Layer,
where more powerful agents employ reinforcement learning
to monitor, guide, and optimize system behaviour. A dis-
tinctive feature of this architecture is its use of behavioural
reports, containing operational indicators such as accuracy,
collaboration rate, and resource usage, as real-time feed-
back to dynamically adjust decision parameters used in
local agents. This enables continuous improvement in deci-
sion-making at the edge without requiring access to raw or
sensitive data, thereby preserving privacy.

Experimental results demonstrated that even with a
basic Q-learning implementation, the system was capable
of learning, adapting, and enhancing agent behaviour over
time. It effectively reduced collaboration overhead and
improved decision accuracy, while also exhibiting resil-
ience by recovering from initial performance degradation
due to exploration. These findings confirm the robustness
and adaptability of the proposed approach.

In general, leveraging real-time behavioural feedback for
adaptive decision-making has proven to be an effective and
scalable strategy for intelligent, distributed security in loT
networks. The proposed architecture offers a solid founda-
tion for building privacy-aware, efficient, and self-improv-
ing MAS suitable for IIoT and [oT applications.

Future work will explore several promising directions,
namely the integration of predictive models to dynamically
adjust the reporting interval, enabling more responsive com-
munication strategies based on system dynamics, the imple-
mention of automated model replacement mechanisms,
allowing the support layer to detect and replace under-
performing models with more effective alternatives. Also,
it will be investigated advanced reinforcement learning
techniques, such as Deep Q-Networks (DQN), to enhance
scalability and adaptability in more complex and nonlinear
environments.
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