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Abstract—The significant growth in modern communi-
cation technologies has led to an increase in zero-day
vulnerabilities that degrade the performance of industrial
cyber-physical systems (ICPS). Distributed denial of ser-
vice (DDoS) attacks are one such threat that overwhelms
a target with floods of packets, posing a severe risk to
the normal operations of the ICPS. Current solutions to de-
tect DDoS attacks are unsuitable for resource-constrained
ICPS. This study proposes actively detecting multiscale
flooding DDoS attacks in resource-constrained ICPS by
analyzing network traffic in the frequency domain. A two-
phased technique detects attack presence and attack vol-
ume. Both phases use a novel combination of light-weight
and theoretically sound statistical methods. The effective-
ness of the proposed technique is evaluated using main-
stream metrics like true and false positive rates, accuracy,
and precision using BOUN DDoS 2020 and CICDDoS 2019
datasets. An implementation of the proposed approach on a
programmable logic controllers-based ICPS demonstrated
improvements in resource usage and detection time com-
pared to the existing state-of-the-art.

Index Terms—Discrete Fourier transform, distributed de-
nial of service (DDoS), Euclidean distance, fast-entropy,
industrial cyber-physical system (ICPS), Jaccard similarity,
resource-constrained.

|. INTRODUCTION

ISTRIBUTED denial of service (DDoS) is an immense
D threat that disrupts or degrades some or all of the resources
of industrial cyber-physical systems (ICPS) by preventing in-
formation distribution over networks [16], [17]. ICPS are highly
distributed systems with numerous components interacting with
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each other and the physical environment. Inherently, ICPS,
are resource-constrained with limited bandwidth, processing
capacity, memory, and security capabilities [5]. Programmable
logic controllers (PLCs) are industrially hardened but resource-
constrained computers on which ICPS software is deployed
to control physical processes. DDoS attacks can quickly over-
whelm PLCs, causing substantial disruptions. Protecting PLCs
from DDoS is challenging and has not received significant
research attention [18]. To the best of our knowledge, no existing
work detects flooding attacks within PLC-based ICPS.

DDoS attacks exploit resource limitations or vulnerabilities
and cause delays, bandwidth depletion, buffer overflows, and
crashes [19]. DDoS attacks are categorised based on attack rate
(high-rate or flooding attack and low-rate DDoS) or their impact
(resource-depletion or bandwidth depletion attacks) [17] or in
terms of endpoint (devices/applications in the physical and cyber
layers), and network (communication layer) of ICPS [20]. A
recent analysis of DDoS attack trends shows that these attacks
are evolving rapidly in terms of their types, volume [increased by
89% quarter-on-quarter (QoQ)], and rates, which have increased
dramatically [21]. The in-time detection of DDoS attacks, par-
ticularly multiscale flooding attacks, is critical and challenging
due to their destructive impact on performance and safety [12],
[20]. “Multiscale” refers to varying aspects of the attack traf-
fic, including predictable and unpredictable attack rates, attack
periods, attack densities, peaks, and attack volume (magnitude/
sheer number of attacks over a given time-interval) [21], [22].

This work explores the following research questions.

RQ1 What are the existing DDoS flooding attack detection
strategies suitable for ICPS applications?

RQ2 What are the limitations of the works identified in RQ1
in resource-constrained ICPS applications?

RQ3 How can a light-weight active security technique be
provided in resource-constrained ICPS to deal with
multiscale flooding attacks and attack volumes?

RQ4 How can the technique proposed in answering RQ3
be evaluated for its feasibility and effectiveness with
respect to the works identified in RQ1?

We answer RQ1 and RQ2 through a literature survey pre-
sented in Section II. RQ3 and RQ4 are answered (Sections I1I-
V) through an adapted design science research methodology to
build and test the light-weight technique for detecting multiscale
flooding attacks in resource-constrained ICPS applications.

Our survey results (Section II) indicate that the opti-
mal solution for detecting multiscale flooding attacks in
resource-constrained ICPS is still an open research problem [8],
[16]. Existing works use anomaly-based, signature-based, or
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TABLE |
STATE-OF-THE-ART DDOS FLOODING ATTACKS DETECTION STRATEGIES BASED ON DETECTION METHODS, DETECTION FEATURES, ATTACK VOLUME
(YES/NO), DOMAIN ANALYSIS (TIME/FREQUENCY), RESOURCE-CONSTRAINED (YES/NO), THRESHOLD [STATIC/DYNAMIC/NOT-APPLICABLE (NA)], DATASETS
USED [NAME/NO (DATASET NOT USED)]

Ref![ Detection Method(s) Detection feature(s) Vol? [ Dom> | Res? [ Th®| Datasets used

Hierarchical Bayesian network Src®, Dest IP7, P8, service types, | No T9 No NA | NSL-KDD
[1] duration
o) Krill herd optimization, bi-LSTM flow and connection data No | T No NA | NSL-KDD

Matrix multiplication control data No T No NA | No
[3]
ul Shannon entropy Src, Dest IP No T No D No

QuickDFT Timestamp No Freq'0| Yes NA | BOUN DDoS 2020
[5]
(6] Federated learning, neural network flow data No |'T No S No

: 1 : Dest IP No T No STT'| DARPA98, DARPA2000, CI-

Ent tial lit t N ’

e ntropy, sequential probability ratio CDDoS 2019
. . . Src, Dest IP, Src, Dest ports, P, [ No | T No D'Z| MIT98, CAIDA2007

Renyi entropy, stochastic gradient .

[8] packet size
. flow rate, pressure No T No NA | No

9] Fuzzy logic, neural network
[10] Random conditional probability Control data No T No S No
(1 Bayesian-based search, score technique not mention No T es NA | No

Mean, variance Src, Dest IP, Src, Dest ports, P No T No D DARPA2000, DARPA98
[12]
[13] DFT, sparse representation model Timestamp No Freq No S CAID20T1

. . . . Src TP No T No S MIT98,CAIDA2007, FIFA98

[14] Generalised entropy, information distance]

Shannon entropy Src, Dest IP, Src, Dest ports, P No T No D No
[15]
Our | Fast-entropy, Jaccard similarity, Timestamp Yes Freq Yes D CICDDoS 2019, BOUN DDoS
work| Euclidean distance 2020

IReferences, 2Attack volume, >Domain analysis, 4Resource-constrained, ®Threshold, ®Source, 7Destination IP, $Protocol, ?Time, wFrequency, 1 gtatic,

12Dynamic

hybrid-based detection approaches [17], [23]. These security
approaches are heavy-weight, not memory-efficient, require sig-
nificant processing capacity, and have high false positive rates.
These limitations make the existing works ineffective, difficult to
determine the flooding attacks in time, and expensive to develop
and maintain [4], especially in resource-constrained ICPS [16].
Moreover, attack volumes indicate attack intensity. A higher
attack volume typically implies a more significant threat. Thus,
resource-constrained ICPS require light-weight mechanisms to
actively (dynamically and programmability) detect multiscale
flooding attacks and volumes early from the incoming traffic
Sflow [5].

This study aims to propose a light-weight active security
technique to detect multiscale flooding attacks and volumes in
resource-constrained ICPS to address the identified issues. The
proposed technique analyzes the network traffic in the frequency
domain. It is based on straightforward spectral analysis and
statistical approaches, which allow fast and accurate detection
of DDoS attacks [24]. Frequency domain analysis is a promising
approach that provides a better understanding of network traffic,
which is often not possible via time domain analysis and enables
accurate and robust attack detection using the unique frequency
signature of abnormal behavior [22].

The rest of this article is organized are as follows.

1) A systematic literature review of existing DDoS flooding
attack detection strategies (Section II).

2) A novel two-phased light-weight active security tech-
nique to dynamically detect multiscale flooding at-
tacks and attack volumes in resource-constrained ICPS
(Section III).

3) A novel multimethod approach to dynamically detect
the presence of flooding attacks in PLC-based ICPS
(Section III).

4) Experimental validation of our proposed approach on
publicly available datasets: Bogazici University dis-
tributed denial of service (BOUN DDoS) dataset [25] and
CICDDoS 2019 [26] (Section V).

5) Performance (memory and CPU overhead) evaluation of
the proposed approach (Section V). Finally, Section VI
concludes this article.

Il. RELATED WORKS

Traditional security mechanisms like firewalls, routers, or
load balancers are ineffective in resource-constrained ICPS [16],
[18] as they do not prioritize memory efficiency or resource
optimization. These mechanisms rely on prior knowledge of
attack signatures (specialized patterns signalling threats); con-
sequently, new and unseen attacks go unnoticed [18]. Various
DDoS attack detection surveys exist [17], [19], [20], [23], but
none consider resource-constrained ICPS.

Our survey includes generic and ICPS-specific techniques for
detecting flooding attacks. Table I shows a comparison of various
state-of-the-art DDoS detection strategies.

Several works employ information entropy, statistical dis-
persion, similarity/dissimilarity, machine learning, hybrid and
knowledge-based methods for attack detection. Information
entropy-based detection mechanisms measure changes in the
randomness of network traffic. However, most techniques are
not ICPS-relevant, have low detection rates and/or have high
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computational costs [8]. Statistical dispersion methods become
computationally time and resource-intensive when large num-
bers of network traffic detection features (inspection and analysis
of both header and payload of packets) are considered [24].
Using static thresholds is computationally inexpensive, but such
techniques cannot adapt to changing traffic characteristics and
are ineffective in dealing with new attacks [4]. Spectral analysis
can detect trends and irregularities in network traffic effec-
tively [13], [22], but it has not been used in resource-constrained
ICPS.

Existing techniques for detecting DDoS attacks in ICPS range
from machine learning, signature-based, and knowledge-based
approaches [3], [5], [6], [9], [10], [11]. These techniques require
baseline information like historical data, models, forecasts or
rules, and dictionaries of known attacks. These methods are
not well-suited for resource-constrained ICPS because of high
resource usage, and inability to detect previously unknown
attacks. Another work [5] employs frequency analysis for DDoS
attack detection in ICPS; however, detection relies on human
observation, and attack detection time is high.

Most current works are validated against outdated datasets,
making them ineffective against more sophisticated flooding
attacks [4]. Also, many methods use time domain analysis of
network traffic and cannot detect patterns hidden in a noisy
environment [22]. Moreover, researchers proposed a single
method of detection that may have limited effectiveness in a
changing environment. Table I shows that most works detect the
presence of attacks in malicious traffic but do not identify attack
volume. No current work optimises performance overheads and
consequently feature high attack detection times.

In contrast to existing works, we propose a novel technique
that combines multiple methods and optimisations to efficiently
detect multiscale flooding attacks in resource-constrained ICPS.

[lI. PROPOSED LIGHT-WEIGHT MULTISCALE FLOODING
ATTACKS AND ATTACK VOLUMES DETECTION TECHNIQUE

The proposed attack detection technique comprises three
major components: preprocessing, spectrum calculation, and
spectrum analysis, as illustrated in Fig. 1.

Proposed model for multiscale flooding attacks and attack volumes detection.

A. Preprocessing and Spectrum Calculation

Preprocessing involves the transformation of raw network
traffic into a meaningful form for accurate analysis of malicious
behavior or to uncover the hidden patterns or trends in the traffic.

This work employs a computationally efficient binning
method for traffic preprocessing. The binning method ensures
that the traffic is appropriately processed for accurate analysis
in later steps of the proposed techniques. Binning involves
extracting discrete packets from the network over a time window
and distributing them into contiguous and equally sized event
bins. The flooding attacks exhibit specific temporal traits; thus,
binning methods help to identify the deviations or trends over
different time-intervals.

During traffic preprocessing, the first and last packet arrival
times (g5 and t1,5) and the total number of packets captured
(Prota) are used to create equally sized bins x; with the du-
ration ¢4 (dynamic sampling time-period). X = [z, 22, .. .2}]
is the array of all bins over a time-window t,,. The dynamic
sampling time-period is computed by ¢5 = 1/(2 x f,) where
Js = Pootar (trast — thirst). 2 X [, represents the Nyquist sampling
frequency. Each bin stores a count of the number of packets
within the time period ;.

Spectrum calculation uses a light-weight quick discrete
Fourier transform (QuickDFT) approach to transform the bins of
packet counts in the time domain into the frequency domain [5].
C' = QuickDFT(X) where C = [cy, 2, . .., ¢p] is the magni-
tude array of the frequency domain representation of the packets
over the time-interval t,, [5].

Baseline data: Our detection technique detects anomalies or
deviations from a baseline array (B = [by,b;,...,b,]), repre-
senting normal traffic where the system is not under attack.
The baseline array is an iteratively updated array storing the
magnitude values of baseline traffic over the frequency domain.
Further detail about baseline data is in Section IV-A.

B. Spectrum Analysis

The spectrum analysis component comprises two phases:
attack presence and attack volume detection. Attack presence
detection is further divided into two subphases, shown in Fig. 1.
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Spectra-similarity-based detection uses the Jaccard similarity
metric [27] to compare the similarity between normal and in-
coming traffic magnitude spectra with high accuracy. Jaccard
similarity was selected due to its lower sensitivity to noise
and based on the higher detection accuracy after extensive
experimentation over various metrics, including intersection,
Kulczynski, Soergel, Canberra, Czekanowski, Tanimoto, and
Hellinger [27]. Modified fast-entropy-based detection uses the
fast-entropy method [28] to monitor changes in entropy (un-
certainty) of the magnitude spectrum of traffic through flooding
attacks. Utilizing the multimethod approach in phase 1 improves
the effectiveness of flooding attacks detection by providing
distinct abnormal traffic behavior and increasing the confidence
level in detection results. Both proposed methods contribute
to identifying the flooding attack by analyzing the magnitude
spectrum in the frequency domain, but their applications differ.
Jaccard similarity indicates the potential attack based on the
deviation of incoming traffic from the established baseline.
The modified fast-entropy detection focuses on the randomness
of incoming traffic during the attack based on the calculated
fast-entropy value.

The second phase, volume detection, uses Euclidean distance
(a dissimilarity metric) as the primary measure [27]. Euclidean
distance is computationally simple and can analyze the corre-
lation information more efficiently and effectively, even over a
few features [27]. The following analysis is all performed over
the frequency domain.

Spectra-similarity based detection: The Jaccard similarity is
computed over the baseline B and incoming traffic spectra C
using (1) where n = max(|C|, | B|) [27]

J 2 k=1 Ch-b
doper(en)? 4+ 25— (bk)?

Trailing zeros are padded to ensure the two arrays are of the
same size. Perfect similarity is indicated by 1, while 0 means
no similarity [27]. An attack is present if the value of J lies
within the range of 0 to 0.5. The intention behind establishing
this range is to provide a clear distinction between normal
and malicious behavior and effectively capture the deviation of
incoming network traffic from the baseline.

Modified fast-entropy method: The entropy value describes
the dispersion or concentration of network traffic features [8].
The higher the concentration, the lower will be the entropy value.
In flooding attacks, the number of packets increases significantly
for a certain time-period, which results in a dominant peak that
indicates a dramatic fall in fast-entropy value.

To reduce the computation time, we first create a subarray
of C, denoted as Z, for the values greater than or equal to a
lower control threshold 5 [calculated by using (8) discussed in
Section IV-B]. Let Z = [z, 22, .. ., 25| where Vz > /3 be the
subarray of C'.

The fast-entropy values H = [hy, h,, .. .h] for each corre-
sponding magnitude value in Z is calculated by (2) where h; is
the fast-entropy value of z;

Siab P

Zj
7
i=1

hj = —log——=— +A;

where
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Zi .
. |1 gz]Jr; i1 |’ if Zj > Zj+1 )
/ [lo gZ7+ZJ+' |, ifz; < zjir.

Aj is the fast-entropy calibration factor based on [28]. In our
study, to increase the accuracy of the multiscale attack detection,
we have modified the existing fast-entropy calibration factor ()
empirically using Shannon’s fundamental properties of infor-
mation content [29]. The modified fast-entropy method detects
an attack if incoming traffic’s fast-entropy rate (6z7) is less
than the flooding attack confirmation threshold (©). Generally,
the fast-entropy rate (0) is the average of all entropy values
H [15]

|H
6—2 \h

3
|H| 3)

An attack is detected if 0 is less than a threshold © [see (9) in
Section IV-B].

Attack volume detection: Fig. 1 shows that the attack vol-
ume detection phase triggers based on the true output of the
attack presence detection phase. Euclidean distance is used to
determine the attack volume, i.e., one-time extreme peak (one
dominant peak) or peak volume (multiple dominant peaks) by
using the following:

d: |a1—a2| (4)

where a; and a, are two points on the real line in one dimension
(either x-axis or y-axis). As we are only interested in the dom-
inant peaks, we created a subarray called H from H where the
values are above the upper control threshold (£) [calculated using
(8) in Section IV-B]. Let H = [h] o, hm] where Vh > &

The attack volume (A,;) is calculated with the Euchdean dis-
tance d between each fast-entropy value in H and the dominant
peak’s fast-entropy value (z) where (z=min(H). The peak
volume is identified if the d values lie within the range from
0 to less than 0.5. The distance 0 means the peaks are close
(have the same amplitude). An alert will be generated to give
the information about the identified dominant peaks responsible
for an attack. Equation (5) is performed for all values in H

alert = [Cz — hj| < 0.5. (5)

[V. INITIALIZATION OF BASELINE, PARAMETERS, AND
THRESHOLDS COMPUTATION

A. Initialization of Baseline and Parameters

The baseline is built using normal network traffic within
the system. First, a list of magnitude arrays within each bin
is collected, representing normal traffic across different time-
intervals. The mean of each magnitude array is calculated, and
the array with the maximum mean is selected as baseline ().
The maximum mean demonstrates the highest value (number of
packets/magnitude) for legitimate traffic at a particular destina-
tion IP. Fig. 2(a) shows the illustration of the baseline.

This baseline magnitude array is used to calculate various
parameters, such as baseline fast-entropy values (Hp) using (2),
baseline fast-entropy rate dp using (3), and baseline standard
deviation o used to compute the flooding attack confirmation
threshold (©) using (9) (see Section IV-B).
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TABLE Il

INFORMATION ABOUT USED DATASETS

Datasets Attack Attack Start-Time | Attack End-time Destination IP
Frequency Address
BOUN_I1 | 1000 Hz 75.5356 105.685 10.50.199.99
BOUN_2 | 2000 Hz 280.594 303.162 10.50.199.99
BOUN_3 | 1500 Hz 180.942 203.552 10.50.199.99
CICDDoS | Variable 12:30:00 14:35:00 192.168.50.4
CICDDoS | Variable 10:30 13:30 192.168.50.1

The baseline is updated when no attack is detected, and the
mean of the current magnitude array C' is greater than that of the
baseline. The baseline is then updated as B = C'. The various
parameters are also subsequently updated.

B. Thresholds Computation

For accurate attack detection, threshold(s) identification and
setting the values are challenging tasks [15]. The thresholds used
in this study are dynamic (change with the changes in network
traffic flow) and determined by the traffic distribution.

Our approach uses a lower control threshold (3), and flooding
attack confirmation threshold (©) in phase 1 during modified
fast-entropy-based detection. To determine the peak volumes at
phase II, an upper control threshold (£ ) is identified. In essence,
the amplitudes of very high frequencies are the harmonics or
noise which contain unimportant information [5]; therefore, we
created 3 to remove unimportant information (noise/harmonics)
and to eliminate the chances of false positives and negatives.
The purpose of establishing an upper control threshold (§) is to
identify attack volumes in resource-constrained environments
while minimising the number of computations.

As our purpose is to make a robust and simple approach for
resource-constrained ICPS, we have used Chebyshev’s Inequal-
ity [30] to determine the upper and lower control thresholds.
Chebyshev’s Inequality is a valuable and flexible approach to
assessing the proportion of observations that fall within a z (inte-
ger) range of standard deviations, as shown in the following [30]:
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(6)

During the flooding attack, the attack spectrum has higher
amplitudes than the legitimate spectrum because attack network
traffic contains more packets [5]. Therefore, we have used the
upper bounds of the interval both for the lower control (3)
and upper control (&) thresholds. In addition, to overcome the
issue of false alarm rates, we have also introduced the threshold
calibration factor called Freeman’s index (v) with Chebyshev
inequality. This factor is calculated by the following:

v = |17f€|
€]

Thus, 3 and ¢ are calculated for C' by combining the upper
bounds of (6) with (7), as shown in the following:

[ — z.0,pu+ z.0].

(N

®)

Our study detects an attack by comparing incoming traffic
with the baseline distribution. Therefore, the modified fast-
entropy method signals the presence of an attack by computing
the flooding attack confirmation threshold (©) from the normal
baseline behavior of the network. © is calculated from the mul-
tiple of standard deviation (o) of B with baseline fast-entropy
rate (dp) using the following:

[ue + z.00] + v.

9263*03.

(C))

The selection of appropriate threshold values is essential
for the accurate and precise detection of DDoS attacks in the
resource-constrained ICPS. The sole purpose is to decrease
the rate of false alarms. The selection of threshold values is
discussed in Section V-C.

V. EXPERIMENTAL ANALYSIS AND DISCUSSION

A. Experimental Configurations and Datasets

Our proposed approach was implemented on Raspberry PLC
50RRA with 4 GB RAM. The proposed algorithm was codi-
fied in Python language and run many times on two different
publicly available DDoS datasets: BOUN DDoS 2020 [25], and
CICDDoS 2019 [26], which are used to detect different types of
DDoS attacks. Note, we will use BOUN DDoS and CICDDoS
to represent BOUN DDoS 2020 and CICDDoS 2019 datasets,
respectively.

The BOUN DDoS and CICDDoS datasets include the recent
DDoS attack vectors or types. Several studies have used them for
real-world intrusion detection [5], [7]. The BOUN DDoS dataset
was generated to detect flooding DDoS attacks like TCP-SYN
and UDP flooding. In contrast, the CICDDoS dataset was used
to detect exploitation and reflection-based DDoS attacks. For
our work, shown in Table II, we have categorized the BOUN
DDoS dataset as BOUN_1 for attack period 1 (75.535-105.685
s) with attack frequency 1000 Hz, BOUN_2 for attack period
3 (280.594-303.162 s) having an attack frequency 2000 Hz
and BOUN_3 for attack period 2 (180.942-203.552 s) having
an attack frequency 1500 Hz. Similarly, the CICDDoS dataset
contains the SYN flooding attack samples captured at 12:30:00-
14:35:00 on 12th January and 10:30-13:30 on 11th March.

Moreover, most of the existing works merged two different
datasets to differentiate the legitimate and attack traffic, which
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TABLE IlI
SIMULATION RESULTS FOR UNPREDICTABLE ATTACKS IN TEN BINS UTILIZING
CICDDOS DATASET

Results | Bin 1]Bin 2| Bin 3|Bin 4| Bin 5| Bin 6 |Bin 7| Bin 8| Bin 9| Bin 10
T 01 025 02 | 01 |00l | 03 | 025005 0.1 | 02
Crmas 42243283 339.8 | 330 |353.5 | 364.6|439.1 |403.4 |355.1 | 397.7
<z 895 | 9.35 | 931 | 9.34 | 9.25 | 9.16 | 8.85 | 9.01 | 9.20 | 9.04
52 699 | 696 | 69 | 696 | 693 | 697 | 6.89 | 6.99 | 6.93 | 6.96
e} TLI2 (1112 [ 1112 [ 1112|1112 | 1112 | 1LI2 [ 1112 [ 1112 | 1112
No of dom |, 12|15 |17 | 12| 10| 3 5 9 9

inant peaks

TABLE IV

SIMULATION RESULTS FOR PREDICTABLE ATTACKS IN TEN BINS UTILIZING
BOUN_2 DATASET

Results  |Bin 1|Bin 2| Bin 3 | Bin 4 |Bin 5|Bin 6]Bin 7| Bin 8|Bin 9] Bin 10
T 0 | 01| 03 0 [02] 0 |02 03] 01| 03

Crmas 772.6 662.9 | 1115.1|724.06|900.5 | 703.9 | 793.3 | 799.6 | 886.1 | 865.3
Cz 317 | 35 | 25 | 334 | 2.8 | 335 | 3.11 | 3.04 | 290 | 2.95
52 60 | 64 | 616 | 624 | 639 | 623 | 6.03 | 625 | 6.11 | 6.22
© 15.08 [15.08 | 15.08 | 15.08 | 15.08 | 15.08 | 15.08 | 15.08 | 15.08 | 15.08
No of dom | 2 1 2 1 2 3 1 2 2

inant peaks

TABLE V

DETERMINATION OF VALUES FOR CICDDOS DATASET

Value of zg | Value of z¢ Accuracy Detection time
2 40% 0.8 s
1 3 75% 0.75s
4 90% 0.65 s
5 95.5% 0.6s
6 5% 0.6 s
3 85% 0.7 s
2 4 93% 0.63 s
5 100% 0.6 s
6 3% 0.59 s
3 4 60% 0.7 s

influence their detection results [4]. However, we have used the
same datasets for both normal and attack traffics to analyze our
proposed work.

B. Simulation Scenarios and Results

To show the applicability and flexibility of our proposed tech-
nique, we experimented with multiscale traffic characteristics
and considered three scenarios.

1) Scenario 1- Attack Rates: The packet transmission char-
acteristics determine the attack rates. There are two types of
attack rates: predictable and nonpredictable attack rates. The
predictable attack rate involves sending the attack packets to
the victim according to a predictable pattern. In contrast, the
nonpredictable attack rate involves sending the attack packets
randomly or at a variable rate to avoid being discovered. In our
study, we have used the attack rates of the BOUN DDoS dataset
as the predictable DDoS attack rates, and the CICDDoS dataset
is used to validate our approach for nonpredictable attack rates.
The simulation results of our detection technique for attack rates
scenarios are shown in Table VII.

2) Scenario 2- Attack Density: An attack density is a ratio
or percentage between the number of attack packets compared
to the number of normal packets at the time of attack [25]. The
performance of the proposed detection technique for different
attack densities is shown in Table VII.

IEEE TRANSACTIONS ON INDUSTRIAL INFORMATICS

TABLE VI
DETERMINATION OF VALUES FOR BOUN DDOS DATASET

Value of z3 Value of z¢ Accuracy Detection time
2 20% 045 s
1 3 45% 0.47 s
4 50% 0.43s
5 55% 0.39 s
6 55% 0.44's
3 82% 0.39 s
2 4 95% 0.35s
5 100% 0.25s
6 80% 04s
4 70% 038 s
3 5 75% 0.38's

3) Scenario 3- Attack Periods: We have performed experi-
ments with different attack periods, such as 10, 15, 60, 120 s.
Table VII depicts the results of different periods for each dataset.

The first step in our experiments is to set the baseline by
following the procedure mentioned in Section IV-A. For illus-
tration, the normal magnitude spectrum with the highest mean
(u=6.5) was selected as a baseline in the CICDDoS dataset, as
shown in Fig. 2(a). This baseline is used to compute the flooding
attack confirmation threshold (© = 11.12).

Using the CICDDoS dataset, we conducted a simulation of
the flooding attack on a victim’s destination IP and used our
technique to detect the attack. The purpose was to determine
the presence of an attack in the incoming traffic. For example,
using the steps discussed in Section III-A, we simulate an attack
with a period of 60 s and set the window size (t,,) to 1 s.
During this attack period, 1582 112 packets were captured with
a70% attack density, and 60 bins of 1 s were observed. Table III
shows the simulation results of 10 bins generated within first
10 s and Fig. 2(b) shows the incoming traffic spectrum for Bin
10. Jaccard similarity between the baseline and incoming traffic
is J = 0.2, which shows significant variance. Therefore, the
system is considered under flooding attack. To further confirm
the presence of the flooding attack within the incoming traffic,
as shown in Fig. 2(b), the modified fast-entropy was calculated
for amplitude values greater than or equal to the lower threshold
value 8 = 121.8, represented by a blue line in Fig. 2(b). It is
evident from Table III that incoming traffic potentially indicates
a flooding attack as dz (6.96) is less than © (11.12).

After confirming attack presence, attack volume is identified
for the values greater than or equal to the upper control threshold
value £ = 235, represented by a red line. The dominant peak’s
fast-entropy value ((z = 9.04) for the incoming traffic is com-
pared with other fast-entropy values within Bin 10. Finally, an
alert will be generated when our proposed approach identifies the
number of dominant peaks that are contributing to the intensity
of an attack.

Similarly, Table IV shows the simulation results for BOUN_2
dataset for 10 s where attack density was 40% and attack rate
was 2000 Hz (predictable attacks). We also applied our approach
on BOUN_1 and BOUN_3 datasets and complete simulation
results are available online.

C. Threshold Computation

Determining the appropriate values for the lower and upper
control thresholds (3 and &) requires identifying the standard
deviation to consider. A range of [-6,+6] is commonly used
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TABLE VI
RESULTS FOR DIFFERENT ATTACK RATES, ATTACK DENSITIES, AND ATTACK PERIODS
Scenarios Attack Rates Attack Density Attack Period
Datasets | BOUN_I | BOUN_2 | BOUN_3 | CICDDoS | BOUN_I | BOUN_2 BOUN_3 | CICDDoS BOUN_I | BOUN_2 | BOUN_3 | CICDDoS
1000 2000 1500 Variable | 95 (28%) | 120.31 (40%) | 55 9%) | 350.10 (70%) | 20 15 20 60
TPR 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
FPR 0 0 0 0 0 0 0 0 0 0 0 0
Ac 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
P 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
In_practice. .Tables V and VI show empirical simulation re- Algorithm 1: Lower and Upper Thresholds Calculations.
sults with different values for zg and z¢ for the two datasets - - -
we used. Optimal selection is based on accuracy. Table V Input : Incoming traffic spectrum c, maximum bin
shows that the careful selection of z (z3 and z¢) plays an frequency f;, flooding attack confirmation
essential role in the reduction of false rates and computation threshold ©, Jaccard similarity J,
time for the early detection of flooding attacks. If we select fast-entropy rate dz
a lower value for z, the system becomes more sensitive to Output: lower control threshold 3, upper control
minor, regular variations in traffic and generates a false alert, threshold ¢
resulting in less accuracy. Similarly, setting a higher value 1 Initialise variables opt_Ac, opt_zg, opt_z¢, opt_f,
results in an alert only when there is a substantial deviation opt_¢&
from the baseline, making it challenging to sense more subtle 2 Calculate mean j. & standard deviation o, of C'
deviations. 3 Calculate freeman’s index v: v = |1 — f,|/|C|
Algorithm 1 shows the steps to determine zg and z¢ represent- // using Eq. 7
ing ranges to compute the thresholds z¢ for computing §. The 4 Initialise 25 =1 // index for calculating A
lower threshold [ is used to remove noise, and its computation s while z5 <3 do
is limited to 3 standard deviations or 3-sigma (line 3). Beyond 6 Calculate B = [uc + 25 ¥ 0¢] + v
this value, there was a noticeable increase in the false rates, as 7 Calculate Z (sub-array of C)
shown in the Tables V and VI. The upper threshold { isused to ¢ if 6, <O & 0>.J<0.5 then
select the amplitude values representing the attack intensity in Set ze = 23+ 1 // index for calculating &
terms Qf dommal?t peak;. Determining & is limited to 6 standard |, while z¢ < 6 do
deviations or 6-sigma (line 10). ' . N 1 Calculate £ = [pc + ze * 0¢] + v
Note thaF threshold computation is sensitive only to Fhe » Determine attack volume A.,; using Eq. 5
characterlsgc's of the dataset, and 1ndependent of our detection and accuracy Ac using Eq. 12.
scheme; this indicates that our technique can be used on other . ;
datasets with negligible changes. 1 if Ac > Optimal_c then
glg & 14 Set opt_Ac = Ac
15 Set opt_zg = zg
p . 16 Set opt_z¢ = z¢
D. Complexity Analysis b Set opt_f —
Let n be the total number of packets within an attack pe- g Set opt_& = ¢
riod t,,. Our detection approach monitors & samples (k < n)
in time-interval ¢,. In other words, we obtained the detection v L 7e =7z +1
result within ¢, for k& samples. Let the runtime of computing 25 =23+1
these samples be defined as «, i.e, @ = t5 X k. The spectrum -
calculation is based on the QuickDFT, which has a time com- 2L return opt_B, opt_§
plexity of nlogn [5], but in our case (as mentioned above), the
time complexity is O(alog o). The spectrum analysis includes
the time complexity of Jaccard similarity method O(«), modi-  following:
fied fast-entropy method (O(« loga)), and Euclidean distance
calculation O(«). Now by combining all these time complex- FPR = TNFPFP' (10
+

ities we get: O(a) + O(a) + O(alog a) + O(a loga) =
2(0(e)) + 2(O(alog o)) = O(a logar). This time complexity
indicates that our technique is an efficient solution for detecting
multiscale flooding attacks in resource-constrained ICPS.

E. Performance Evaluation

To assess the performance of the proposed detection tech-
nique, we have used four performance evaluation criteria: false
positive rate (FPR), true positive rate (TPR), accuracy (Ac), and
precision (P). FPR is the percentage of normal instances that
are incorrectly classified as an attack and is calculated by the

TPR is a ratio of appropriately identified attack instances to
the total number of attack instances in the dataset. It is also called
sensitivity and is computed by using the following:

TP

TPR = ———.
TP + FN

(11)
Accuracy (Ac) is a metric used to describe how correctly the

technique detects attacks, and it is computed by the following:

TP+TN
c= .
TP + TN + FP + FN

12)
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TABLE VI
COMPARISON WITH THE EXISTING WORKS

Refer [ Domain VoI' | A.Ac?% | Dataset ]?etec/t2 , Memory | CPU
ence | Analysis time "sec’ | usage usage
[4] Time No [100 No 9.7 NG NG
[5] Freq No |[NG BOUN DDoS 2020 | 576 NG NG
[3] Time No |NG No 28 NG NG
[7] Time No |98 CICDDoS 2019 NG NG NG
Our |Freq Yes 100, CICDDoS 2019, 0.6, 3MB, 10%
100 BOUN DDoS 2020 | 0.25 <I1KB 4%

1 Attack Volume, 2 Average Accuracy, 3Detection time

Precision is ameasure of how well a system can detect attacks
or normal behavior. It is calculated by using the following:

TP

P=—— 1
TP + FP (13)

In the abovementioned performance measures, TP means
true positive (result indicating correct identification of flooding
attack traffic), where FP means false positive (result showing
incorrect identification of normal traffic as an attack traffic),
where TN means true negative (correct identification of normal
traffic), where FN means false negative (incorrect identification
of attack traffic as normal traffic).

The results illustrated in Table VII show that the proposed
technique has 100% results for the BOUN DDoS and CICDDoS
datasets during different attack scenarios.

F. Comparison With Existing Methods

A general comparison of the proposed technique with the
existing literature was conducted in Section II. Since many
approaches exist in the literature, conducting a fair comparison
with all available works is difficult. Instead, the results of the
proposed work are compared with the approaches from [3], [4],
[5] and[7], as shown in Table VIII.

Overall, the results demonstrated that our approach exhibits
robust performance, maintaining optimal accuracy under multi-
scale flooding attacks without requiring complex or expensive
implementations compared to current works. We have imple-
mented our solution on PLCs that shows reduced performance
overheads (memory and CPU usage) and attack detection times
compared to existing approaches. The results also demonstrate
that multimethod attack detection proves better than single-
method detection. For example, Jaccard similarity alone was
unreliable for detecting attacks, but when combined with the
modified fast-entropy method, we could achieve 100% accuracy.
Lastly, unlike existing approaches, considering attack volumes
adds a valuable dimension to better understanding of attack in-
tensity and enabling precise and timely actions against potential
high-rate attacks.

G. Limitation of the Proposed Technique

The primary purpose of the proposed technique is to detect
flooding attacks where incoming traffic exhibits predictable or
unpredictable high-rate traffic. These attacks include various
attack densities and generate substantial volume of traffic. Se-
lecting appropriate dynamic threshold values plays a vital role
in accurate attack detection. The performance of the proposed
work can deteriorate for low-rate attacks based on the selected
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thresholds when the background baseline traffic is similar to the
attack traffic.

Also, an imbalanced dataset with an unequal distribution of
benign and traffic samples could impact the detection’s decision.
In the future, we will address this factor to optimise our proposed
approach further.

VI. CONCLUSION

Resource-constrained ICPS needed light-weight mechanisms
to actively (dynamically and programmability) detect the multi-
scale flooding attacks and attack volumes early in the incoming
traffic flow. In this study, we used statistically robust and low
computational overhead methods to detect multiscale flooding
attacks in the resource-constrained ICPS. We had experimented
our work on publicly available datasets. Furthermore, identify-
ing attack volumes to determine the attack intensity introduced a
significant aspect integral to our proposed approach. The imple-
mentation of our proposed technique on PLC-based ICPS and
the experimental results indicated that our proposed technique
was light-weight and surpasses current methods’ performances
by having an attack detection time of less than 1 s.

Considering the limitations of our work, future work is de-
voted to developing a fast and efficient online learning model
to detect and mitigate the slow-rate DDoS attacks in resource-
constrained ICPS.
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