Synergies of Operation,

Information, and
Communication

Technology for Solving

New Societal and

Industrial Challenges

Future Directions

WENBIN DAI®, PAULO LEITAO®,
KIM FUNG TSANG™, YANG SHI®,
GERHARD HANCKE®™, LEI SHU"?,
MORIS BEHNAM™, JAN HAASE™,
and VALERIY VYATKIN

Digital Object Identifier 10.1109/MIE.2023.3321390
Date of publication 24 October 2023;

date of current version 20 June 2024.

he world is facing a series

of new societal and indus-

trial challenges, such as

continuously increasing

costs in food and energy

supply and a short sup-
ply of skilled labor. To solve these
new challenges, operation, informa-
tion, and communication technology
is entering a new era with more focus
targeted to cost reduction and energy
savings. In this article, how innovative
technologies including virtualization,
low-code development, digital twins,
and industrial agents can support and
impact digital and green transitions
is analyzed. In addition, how these
technologies will help the security
and sustainability of future industrial
automation systems is also discussed.

Introduction to Challenges in
Industry by 2025

The world is facing a series of new so-
cietal and industrial challenges. The
consequences of the global pandemic
and the continuing war have seriously
affected the food and energy supply all

over the world. The global supply chain
and manufacturing facilities are moving
to places with lower costs and cheap
labor, which also affects the manufac-
turing domain. First, the labor cost has
kept increasing during the past years
for all industries [49]. The salary for
IT engineers is usually much higher
than that for automation engineers,
which leads to a shortage of young
automation engineers in the produc-
tion industry [50]. Second, the global
recession will cause high inflation [35],
and the continuously increasing cost of
raw materials and resources will bring
huge challenges to manufacturers. The
delivery time of automation products
is delayed to several months or even
more than a year. Third, the volume
and availability of the generated data
from the shop floor have dramatically
increased because of the digital trans-
formation of factories. How to use these
data to improve efficiency and reduce
costs becomes a very important task
for manufacturers to remain competi-
tive in the market. Finally, the growing
importance of decarbonization, green
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transition, and circular economy, need-
ed to prevent a global climate disaster,
introduces totally new requirements to
both the IT and the production sectors.

On the other hand, the Industrial
Internet-of-Things (IloT) provides con-
nectivity between field devices and
massive computing power and storage
in the cloud. Industry 4.0 enabled mas-
sive customized production for manu-
facturing systems based on IloT, data
analytics and intelligence, human-
machine interaction, additive manufac-
turing, etc. Humans are first consid-
ered as a part of the digital workflow in
manufacturing systems introduced by
Worker 4.0/Operator 4.0 [1]. In addition
to Industry 4.0, the European Commis-
sion introduced the concept of Indus-
try 5.0, which suggests industries to
lead the digital and green transition to
remain the engine of prosperity under
the economic and societal transitions
that we are currently undergoing [2].
To solve these new challenges, opera-
tion, information, and communication
technology (OICT) is entering a new
era with more focus targeted to cost

reduction and energy savings, as well
as enabling a higher level of intelli-
gence with the human-centric closed
loop in consideration.

As shown in Figure 1, key tech-
nologies from operation, information,
and communication domains for sup-
porting digital and green transitions,
including embedded virtualization,
low-code development, digital twins,
and industrial agents, are analyzed
individually, which covers the entire
life cycle including the design, devel-
opment, deployment, and operation
stages. In addition, the security and
sustainability requirements of future
industrial automation systems are
observed in the section “Security and
Sustainability Challenges in Industrial
Internet.” Finally, the potential appli-
cations and impacts of synergies of
new technologies are discussed.

Virtualization Technologies in
Industrial Internet
Industry 4.0 introduces more stringent
requirements on the IT infrastructure.
The computation platforms, e.g., cloud
and edge computing, should provide
possibilities to scale the services up
and down based on the needs, oppor-
tunities to run software services on
different machines, efficiency in terms
of computation resource usage, and fi-
nally, timing predictability required in
many industrial application domains.
High-performing cloud and edge com-
puting is built on a virtualized infra-
structure technology to maximize re-
source utilization and, consequently,
lower the overall costs. Shared resourc-
es (like processors, storage, and net-
work) are pooled to provide software
services with virtual machines (VMs)
that match the required features. Fur-
thermore, virtualization technologies
enable the decoupling of software ap-
plications from the hardware (HW)
resources, thus providing execution
flexibility. Finally, virtualization pro-
vides means to control the access to
computer resources, for example, the
CPU and networks, necessary to meet
the predictability requirements.
Solutions to support predictable vir-
tualization have been applied to both
hypervisor-based and container-based

virtualization by integrating real-time
scheduling algorithms at the cloud/
edge node level to schedule VMs and
inside each VM to schedule threads/
tasks that run services [3]. In addition,
models based on hierarchical sched-
uling have been adapted to configure
VMs statically.

Many industrial systems might re-
quire dynamic resource management
due to changes in resource availabil-
ity and workload. For instance, the
available resources might change due
to changing/upgrading computers in
the cloud and edge, while the work-
load might also change over time. To
maintain the required QoS and pre-
dictability level, resources assigned to
VMs should be adapted in response to
changes in resource availability and
workload changes.

The closed-loop control approach
as an adaptive solution is used to man-
age dynamic changes that affect the
timing performance of the software
services. Controllers are used to as-
sign sufficient resources to VMs based
on their immediate needs. The adap-
tive solution-based approaches have
been realized in widely used cloud in-
frastructures; for instance, the authors
of [4] propose dynamic management
of VMs based on resource usage over
time implemented in OpenStack, and
the authors of [5] propose a framework
for adaptive resource allocation and
dimensioning for real-time containers
implemented in Kubernetes.

Recently, there has been increasing
research interest in using digital twin
technologies for monitoring, controlling,
and optimizing computing resources
using simulation and machine learning-
based solutions. Such a closed-loop
control solution provides advanced
capabilities compared with traditional
ones while introducing higher com-
plexity. For instance, Almasan et al. [6]
have proposed a network digital twin
concept to control and manage com-
munication networks efficiently. An-
other example is using digital twins
for mobile edge networks in 6G [7] to
orchestrate the network and provide
intelligent and optimal decisions. Fur-
thermore, the work presented in [8]
shows how digital twins can be used
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to optimize communication, compu-
tation, and caching resources target-
ing mobile edge computing. Connect-
ing computing resource digital twins
with physical factory/machine digital
twins would enable holistic optimiza-
tion. For example, production plans
would be optimized based on the
availability of computing resources.
Realizing the computing digital
twins requires efficient controlling of
resource usage and accurate models
of how VMs, running software servic-
es, use the resources. However, most
of the existing virtualization technolo-
gies orchestrate VMs based on the
CPU time/communication bandwidth,

which might not be sufficient for guar-
anteeing predictability and high per-
formance. Ignoring other resources,
such as memories, caches, internal
buses, and translation lookaside buf-
fers, might significantly impact perfor-
mance and predictability [9].
Fortunately, the usage of different
computer resources by software ap-
plications can be monitored using the
performance monitoring unit (PMU)
provided by most modern HW. PMUs
provide essential information for mod-
eling and controlling resource usage.
For example, throttling VMs that gener-
ate too many cache misses can limit the
impact on the other VMs that share

the same level of caches [10]. The per-
formance counter also allows dynami-
cally partitioning the cache among
VMs based on their actual needs [11].
Figure 2 shows a framework that inte-
grates PMUs in the orchestration of
VMs that is inspired by the work in
[12], which would be essential for real-
izing digital twins.

Low-Code Development for
Industrial Internet and Edge
Applications

With the increasing size and complexi-
ties of the IloT system, the software
development and deployment time
are dramatically increasing due to
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FIGURE 1 - OICT for digital and green transitions. PLC: programmable logic controller; SCADA: supervisory control and data acquisition;
HMI: human-machine interface; DCS: distributed control systems.
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handling interoperability, reusability,
and pervasiveness among various de-
vices. Low-code and no-code develop-
ment are heavily linked with automat-
ic code generation and model-driven
engineering (MDE). By abstracting
domain-specific conceptual models,
MDE emphasizes models as the pri-
mary software development artifacts.

The basic principle of MDE is “ev-
erything is a model” [13], which is to
create different levels of abstraction
and connect them to form a complete
system model. Automatic code gen-
eration is achieved by converting ab-
stract models to detailed code using
model transformation techniques. As
the most popular modeling language
in software engineering, the Unified
Modeling Language (UML) has been
widely adopted for visualizing, speci-
fying, constructing, and documenting
artifacts of software-intensive sys-
tems, as well as code generation. For
instance, programmable logic control-
ler (PLC) code (structured text and
ladder diagram) can be generated au-
tomatically from UML models created
by UML tools [14] and the Simulink
PLC coder [15]. Similarly, Siemens has
widely applied its Mendix low-code
development platform to create more
than 100 applications and build nu-
merous solutions in the past year. The
Mendix platform is fast becoming the
core of the cloud services in Siemens’
Xcelerator portfolio of software and
services [16].

The MDE has already been suc-
cessfully applied in the automotive
industry; for example, the AUTOSAR
architecture is used by Audi and other
manufacturers for describing vehicle
functions as platform independent
[17]. The MDE approach and the AUTO-
SAR standard are also adopted by Sie-
mens for providing highly integrated
design, development, verification, and
validation processed in their PLM soft-
ware that is used by Mercedes-Benz,
Volkswagen, and other car manufac-
turers [18]. These complex models
can also be modeled and managed in
a heterogeneous way to provide an ab-
stract view of the entire system design.
For example, a temporal model is intro-
duced by Lohstroh et al. for describing

How to use these data to improve efficiency and
reduce costs becomes a very important task for
manufacturers to remain competitive in the market.

various domains and their determinis-
tic coordination across multiple time-
lines [19]. Metamodels are commonly
used for managing heterogeneity. Ge-
neric metamodels are created to fa-
cilitate mappings and transformations
among heterogeneous models from
conceptual models to data-driven mod-
els by Jarke et al. [20].

One major challenge of automatic
code generation for smart manufac-
turing is to obtain detailed physical
models for complicated processes.
These models provide simulated feed-
back data by using closed-loop test-
ing and verification with control soft-
ware. The data generated during the
manufacturing process are increasing
dramatically with a millisecond-level
update rate in industrial applications.
With IloT support, the challenge can
be addressed through data-driven
model recovery methods. Taking ad-
vantage of the expert knowledge and
information acquired from feedback
data will facilitate new strategies in
controlling the manufacturing pro-
cess, such as machine fault prediction
and cost estimation.

With artificial intelligence (Al)
and industrial big data support, data-
driven automatic code generation based
on machine learning has become a pop-
ular topic in recent years, as shown
in Figure 3(a). One common approach
is to adopt the abstract syntax tree
(AST). The AST is a tree representa-
tion of the abstract syntactic struc-
ture of source code, which is common-
ly used in compilers. A data-driven
syntax-based neural network model is
proposed for code generation, which
obtained the syntax model of the tar-
get programming language as an AST
and transformed natural language
into the target programming language
based on both syntax and require-
ments [21]. The underlying syntax of
the target programming language in-
troduced as prior knowledge results

in higher accuracy and efficiency in
automatic code generation. In this
approach, cloud-edge collaboration
plays an essential role to provide suf-
ficient computing power and storage
space for such Al-based data-driven
code generation. With the develop-
ment of transformer-based large lan-
guage models [22], data-driven code
generation has reached a completely
new level. Perez et al. used pretrained
large language models [generative
pretrained transformer (GPT)] for
generating Python code from natural
language requirements [23]. Brennan
and Lesage explored the possibility of
applying OpenAl Codex for generating
equivalent code in high-level program-
ming languages such as Python and C
from IEC 61131-3-based PLC code [24].
The results show that the GPT-based
generation can provide insights for In-
dustry 4.0 programming solutions.

Digital Twins in Industrial
Internet

Cyber-physical systems (CPSs) consist
of a physical part and a digital part.
In many cases, it might be very help-
ful to have an exact representation of
the physical part of the digital world to
be able to react to physical influences,
movement, or damage. For this, a digi-
tal twin comes into play [25]: a digital
twin is a virtual model that precisely
reflects the physical object. To achieve
this, sensors are deployed, which can
measure environmental values such
as pressure, temperature, acceleration,
spatial alignment, poses, etc. These
sensor values are then evaluated and
interpreted, enabling the system to
exactly copy and visualize the physi-
cal object’s status in the digital world.
Based on these data, it is then possible
to simulate possible outcomes if spe-
cific system parameters are changed:
performance issues can be analyzed,
and changes to improve the system can
be monitored in the digital world first.
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Connecting computing resource digital twins with
physical factory/machine digital twins would enable

holistic optimization.

There are several types of digital
twins, and they are usually distin-
guished by the level of magnification
when focusing on the system. The first
is process twins, monitoring a whole
production facility. They can help op-
timizing production timing schemes
for the seamless work of components.
An example might be different produc-
tion robots at a production conveyor
belt, which are to be synchronized to
maximize productivity. The next level
is a bit more focused on the collabora-
tion of two systems, such as two pro-
duction robots passing a workpiece
from one to another; this is called a
unit twin. Farther along the magnifica-
tion line, the next level would be the
asset twin, giving insights into the in-
teractions of different components in
one system. This could be the digital
representation of the status of one pro-
duction robot with its arm, the current
position and pose, and all its joints and
hinges. The last level would be covered

by a component twin: it shows the cur-
rent status and activity of a specific
component, such as the exact position
and current activity of a robot hand.
Apart from visualizing the current
status of a physical object, it is also
possible to use actuators to do the
reverse: changing the status of the
digital copy and then controlling ac-
tuators to mimic changes also in the
physical world. This is particularly
helpful if a simulation of a system pa-
rameter change turns out to be benefi-
cial in the digital world and is then to
be applied back to the physical object.
A significant benefit of such simula-
tions is the fact that they are fed with
real-world values all the time and can
thus easily adapt to any unforeseen
change or outcome. To have a precise
representation of the physical world,
faulty sensors are to be identified,
isolated, and quickly replaced [26].
Furthermore, digital twins may be
located at long distances away from

the physical object. This way, control
centers can manage many physical
objects at once and even monitor and
control the interactions among physi-
cal objects. Such communication is to
be made secure [27].

Digital twin technology is based on
the first-principle model, a mathemati-
cal algorithm that simulates the per-
formance of a device; the physical pro-
cess feeds input (i.e., sensorial data)
into the algorithm, which calculates
a digital representation of the real-life
situation. A good example of the digi-
tal twin utility is the wind turbine, as
shown in Figure 4. The physical object
is outfitted with many sensors, track-
ing the outside temperature, wind
speeds, rotation speed, energy out-
put, and several more. When strong
gusts in stormy weather threaten to
damage the wind turbine, it has to be
shut down and secured when the wind
speed reaches the cutout speed (which
denotes how fast the wind turbine can
rotate before it risks damage from fur-
ther operation) [28]. Digital twins are
thus a convenient way to interact with
the physical world by changing the
digital world related to it.

Digital twins are used for the detec-
tion of damage, as well as the prediction
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of future performance decrease. In
this way, the approach of predictive
maintenance [30] takes current sensor
data and historical data into account
to predict future failures or catastro-
phes long before they occur. This way,
countermeasures can be brought up to
avoid the upcoming problem entirely.
A commercial example showing digi-
tal twins for predictive maintenance is
described in [46], namely, the mainte-
nance tasks for the Kohlbrandbriicke
depicted in Figure 4.

There are tendencies to bring compa-
nies working with digital twins together,

The results show that the GPT-based generation
can provide insights for Industry 4.0 programming

solutions.

namely, the Digital Twin Consortium
(DTC) [31]. The idea is to have an open
platform to work together, discuss future
developments, agree on standardization
issues, and find possible partners for
joint projects. Not only academia but
also many practitioners from big and
small companies are present in the DTC.

o

1D 42 - SchweiBinaht: Gerissen

CHADEN

1D 61 - SchweiRinaht: Gerissen

FIGURE 4 - A visualization of the digital twin of the Kdhlbrandbriicke. (Source: copyright SMART-

bridge Hamburg, taken from [29].)

This way, the development of a multi-
tude of proprietary and incompatible
approaches can be avoided, and even
smaller members can exert influence on
further designs and trends.

Industrial Agents for

Industrial Internet

A prominent example of industrial in-
telligence supporting technologies is
the multiagent system (MAS). It is clas-
sified as one distributed Al technique,
which is based on a set of autonomous
and cooperative entities, called agents.
In such systems, physical or logical
components (e.g., a robot, machine,
product, and order) are represented
by agents. Each agent possesses local
knowledge and skills and a local per-
spective of their surrounding world.
As illustrated in Figure 5, the agent is
able to sense and act in its environ-
ment, reason over its internal states
to aim for its goals, and communicate
with other agents. The global system
behavior emerges from the interaction
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A significant benefit of such simulations is the fact
that they are fed with real-world values all the time
and can thus easily adapt to any unforeseen change

or outcome.

among individual agents, through the
implementation of distributed collabo-
ration and negotiation strategies. Each
agent contributes with its knowledge
and skills, and the decisions are taken
in a decentralized manner.

The MAS offers an alternative way
to design complex systems based on
the decentralization of functions [32],
providing modularity, flexibility, ro-
bustness, pluggability, loose coupling,
adaptability, and reconfigurability on
the fly, as also illustrated in Figure 5.
This overcomes the typical problems
exhibited by the traditional central-
ized, rigid, and monolithic control
structures that are not enough to ad-
dress the current requirements im-
posed on industrial systems.

Industrial agents inherit the soft-
ware agent principles, e.g., intelligence,
autonomy, and cooperation, but their
application domains are related to in-
dustrial environments and need to ad-
dress specific requirements for indus-
try, namely, specific HW integration,
reliability, fault tolerance, scalability,
industrial standard compliance, qual-
ity assurance, resilience, manageabil-
ity, and maintainability [33]. Being ap-
plicable to industrial applications, an
industrial agent, recalling the holonics
principles, has usually an associated
physical HW counterpart, which in-
creases the deployment complexity,
particularly due to the interface with
heterogeneous physical counterparts,
which are usually implemented in differ-
ent ways, following proprietary or more
standard technologies. The IEEE 2660.1-
2020 standard [34] defined a method to
recommend the best interfacing prac-
tice for a particular application scenario
considering the feedback from experts
in implementing and using different in-
terfacing technological practices.

During the last 20 years, industrial
agent technology has been adopted in

several sectors, namely, production,
logistics, and energy, to develop collab-
orative and intelligent solutions [32]. In
spite of being applied for a wide range of
industrial applications, the emergence
of industrial CPSs (ICPSs) in the context
of Industry 4.0 constitutes an opportu-
nity to improve its visibility and impor-
tance. Particularly, industrial agents
strongly contribute as a key enabling
technology to realize ICPSs, concretely
to enhance the functionalities provided
by the digital twin concept and the as-
set administration shells (AASs) defined
in the Reference Architecture Model
Industrie 4.0 [36], which play an impor-
tant role in the development and imple-
mentation of Industry 4.0 components.
The AAS enables information exchange
among industrial agents that is mainly
implemented based on Open Platform
Communications Unified Architecture
information models [37].

In fact, the use of industrial agents
allows for distributed control and intel-
ligence capabilities among a network
of intelligent nodes that are distrib-
uted along the edge-cloud computa-
tional layers covering the IT dimension,
through embodying intelligence and
collaborative models in AASs to sup-
port decision-making in ICPSs. Combin-
ing the autonomous and cooperative
characteristics that software agents
can provide with machine learning
capabilities can further lead to solu-
tions that deal better with monitor-
ing, diagnosis, prediction, planning,
optimization, and control, which are
fundamental characteristics of ICPSs.
Additionally, since simulation plays an
important role in digital twin approach-
es, the use of agent-based modeling
and simulation can contribute to better
monitoring, managing, and controlling
large ICPS infrastructures, hiding com-
plexity and in parallel offering self-man-
agement and self-optimization.

Security and Sustainability
Challenges in Industrial Internet
Information and communication tech-
nology (ICT) on sustainability is facing
challenges such as information secu-
rity, divergences between regions and
times, and quantification of impacts,
while measures are being developed
to overcome such challenges.

Generally, a cyberattack can be
considered as a category of actions
exploiting the system’s vulnerabilities
and then harming the system, which
can be malicious or unintentional. As
introduced in [39], there are five main
categories of attacks from the perspec-
tive of control: denial of service attacks,
replay attacks, false data injection at-
tacks, zero dynamics attacks, and co-
vert attacks. There are also other at-
tacks related to information security,
such as compromised key attacks and
routing attacks. Despite the different
attacking mechanisms, these cyberat-
tacks focus on the integrity and avail-
ability of the data, thereby aiming to
degrade the overall performance and
even destroy the stability. Recently, a
new category of cyberattacks related
to data confidentiality has received in-
creasing attention. The focus of confi-
dentiality attacks lies in stealing secret
system information instead of damag-
ing the system [40], [41]. A typical con-
fidentiality attack is an eavesdropping
attack. In fact, in practical ICPS applica-
tions, cyberattacks become increasing-
ly complicated. Focusing on only one
perspective of integrity, availability,
and confidentiality may be insufficient
to ensure the security and safety of
the overall system. A generic security
framework with joint consideration of
physical components and cybercompo-
nents in ICPSs is of incremental urgen-
cy and paramount importance.

The security issue has been wide-
ly studied in computer science, and
many effective solutions to computer
network issues have been reported in
the literature. For example, a data ag-
gregation strategy is presented in [42]
for data privacy preservation and se-
cure packet transmission. The existing
Internet security technologies mainly
focus on networking security but
rarely consider the security related to
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physical systems. Due to the complex
interaction between the communica-
tion and real-time control subsystems
in CPSs, the security issue becomes
much more complicated. Protecting
network security cannot meet the re-
quirements of security in CPSs. There-
fore, it is desirable to ensure the se-
curity of CPSs from both control and
network perspectives [43].

Many research efforts have been made
in the literature to explore the defensive
strategies against cyberattacks, which
can be mainly categorized into three
groups: the protection-based methods,
the detection-based methods, and the
resilient control-based methods.

For the protection-based methods,
the security of the CPS is guaranteed
by protecting the identified critical
sensors, where the measurements of
these critical sensors are encrypted to
achieve secure transmission (e.g., [39]
and [44]). However, these protection-
based methods may reduce the system
redundancy due to the use of trusted
data only from protected sensors. In ad-
dition, these methods may be insecure
since the protection may be penetrated
by attackers, e.g., malicious internal
users. Although the protection-based
methods have the aforementioned draw-
backs, it is still necessary to ensure the
secure transmission of a basic set of
measurements to enable the defense
against cyberattacks.

The detection-based methods aim
at protecting the CPS by detecting mali-
ciously altered signals, isolating the at-
tacked subsystems, and restoring the
system to normal mode as soon as pos-
sible. Based on the properly designed
detection mechanism, the existence
of the cyberattacks can be detected,
and the maliciously altered measure-
ments can be localized and identified
by analyzing the raw measurements
[47]. As introduced in a survey article
[48], the solutions to the design of de-
tection and isolation mechanisms in
the literature include observer-based
methods, consistency analysis meth-
ods, watermarking methods, baiting
methods, and learning-based anomaly
detection methods.

The resilient control-based meth-
ods focus on making the CPS resilient

With more people realizing the significance of
sustainability and taking action, these solutions will
only be more widespread and mature.

against cyberattacks [45]. The resil-
ience of the CPS indicates its capa-
bility to withstand and recover from
malicious attacks. There are two main
categories of solutions reported in the
literature to achieve this goal. The first
category is to design the robust control
law to deal with the impacts induced by
the attacker’s actions, while the other
category employs the secure state esti-
mation to compromise the maliciously
altered measurements. The overview
of recent advances in resilient control
of CPS can be found in [43].

On the other hand, the use of sus-
tainable ICT for sustainability is a
trend that is on the uplift. With more
people realizing the significance of
sustainability and taking action, these
solutions will only be more wide-
spread and mature.

Technology has evolved with the
concept of sustainability. Environmen-
tal, social, and governance approaches
are frequently tightened with technol-
ogy, where companies are often seek-
ing solutions in “smart” ways with its
help. With the introduction of the In-
ternet of Things (IoT), not only are bril-
liant applications incubated, but also
sustainable solutions that pose signifi-
cant impacts on society are created.

Economy & Industrial Growth

Health & Well Being
Zero Hunger

Smart Agriculture ar ansportation

ncrease the supply/distribution

Clean Water

Monitoring, ions, particles, and pH in water
Education
57% people are optimistic on E-Learning after pandemic

Sustainable City

Smart applications to resolve urban issues for sustainable development

For instance, resources can be distrib-

uted more efficiently and effectively as

transportation is armored with infor-
mation systems. The Internet also en-
ables globalization on the cloud, where
transactions can be done without being
in person, conserving resources and re-
ducing the carbon footprints created.

The use of ICT in sustainable ap-
plications can often be found in two
approaches. One of the approaches is
the prevention and mitigation of disas-
ters. Figure 6 shows the ICT impact on
sustainability with respect to applica-
tions, challenges, and outlooks.

m Zero hunger: The survey has shown
that 88% of agriculture providers are
using sensing-related technologies in
2021. Shipping food to places lacking
rain or prosperous soil, from planning
to management, distribution, and ex-
ecution, are all enlightened by ICT.

m Health: The health industry and tech
industry have been working togeth-
er to provide health services that are
more convenient, in time, and afford-
able. Applications in older adult care
such as falling alerts and remote pa-
tient monitoring frustrate accidents
from occurring. In 2021, US$250 mil-
lion have been saved by implement-
ing ICT in healthcare.

Challenges and Outlooks

Sustainable ICT

Innovations such as Low-power Wide-area
technologies were developed for energy
sensitive large-scale long-range applications

Security & Privacy
Protocols and applications regard more on
the security and privacy aspects

Evaluation

Benchmarks & indicators are necessary
to effectively quantify the impact of ICT
on sustainable development

Disaggregation

Regions and generations may have a
divergence on the relevancy of aspects on
sustainability

Pace of Change
Solutions need to catch up with the world’s
pace of change to remain effective

FIGURE 6 - ICT on sustainability: applications, challenges, and outlooks.
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The Internet also enables globalization on the cloud,
where transactions can be done without being in
person, conserving resources and reducing the

carbon footprints created.

m Clean water: In addition to the pres-
ervation of water, people have been
using ICT for water quality control
and contamination monitoring. Sen-
sors placed in rivers, drainages,
and coastlines can collect data ef-
ficiently. The data being collected
and monitored are pH, resolution
of ions, and particles. This is bene-
ficial not only for health aspects, as
people can consume high-quality
water, but also to the environment,
from lands to the creatures living
on top of them.

m Economy growth/industry innova-
tion: The growth of the economy
and industry always surrounds ef-
ficiency, which is one of the main
characteristics of ICT. As more and
more things are interconnected,
we are entering the age of Industry
4.0, the age of automation, which
critically enhances the efficiency
of production. Work in severe en-
vironments can be replaced by
automation to keep laborers out
of danger.

Synergies of ICT for Future
Challenges in Industry

The synergies of all presented ICT
research topics are enabling technolo-
gies of digital and green transitions
through the design, development, de-
ployment, and operation stages to
achieve a smart, sustainable, human-
centric, and resilient industry.

By applying virtualization technol-
ogies in IloT, modeling the resource
usage of services using different HW,
designing decision-making and con-
trol algorithms, and implementing
solutions with low runtime overhead
cloud largely reduces the cost of sys-
tems while keeping their robustness.
Virtualization technologies also pro-
vide a foundation for ensuring the
robustness of different applications

by separating computing, storage,
and network resources. To enable the
reconfiguration on the edge level, dy-
namic resource allocation methods
must be further investigated at the
virtualization layer.

With frequent changes in require-
ments, the code needs to be regen-
erated rapidly. Modifying the code
manually is too slow for many cur-
rent business needs, such as massive
customized production or reaction to
disturbances. The combined model-
driven and data-driven approach can
assist code generation processes by
maintaining situational awareness of
actual operators in the loop. However,
how to balance the determinism and
intelligence of manufacturing systems
between the model-driven and data-
driven approaches still needs to be
investigated. In addition, the cost of
applying large language models for
automatic code generation in the in-
dustry is still not affordable for most
manufacturers. A compact model and
budget training method are also re-
quired to maximize the benefits of the
data-driven approach.

The data-driven code generation
requires massive operation data from
edge devices. The digital twin can
simulate the entire manufacturing
process even if the field data are not
available. The digital twin can gener-
ate output results based on built-in
physical processes and can assist
in the decision-making of future IloT
systems. With massive data available,
how to utilize those data effectively
to support process optimization, vir-
tual commissioning, predictive mainte-
nance, and security is yet to be solved
for future IloT systems. Digital twins
can assist large distributed control
systems during the entire life cycle
including the design, development,
and testing stages for industries such

as nuclear energy, steel making, and
automotive manufacturing. The entire
system can be verified before the ac-
tual HW installation is completed by
applying digital twin models.

In addition to the digital twin, in-
dustrial agents could be complement-
ed by Al-based technologies to provide
intelligence, decision-making, and
cloud and edge computing to accom-
modate agents running with different
real-time constraints and communica-
tion infrastructures, particularly IlloT
technologies, to support the commu-
nication among the distributed control
nodes implemented by agents. Data-
driven industrial agents could bring in-
telligent decision-making to the opera-
tion stage. For example, when an error
occurs on a particular controller dur-
ing the automotive assembly process,
industrial agents deployed to other
edge controllers can coordinate with
each other to find an alternative plan
to maintain normal operation to avoid
downtime of the entire system.

Finally, social and environmental
issues are not quantified and evalu-
ated. It might be tempting to use data
analysis, but data may be a distance
from reality. For instance, to measure
OICT’s impact on learning, is count-
ing the number of children learning
online enough, or does the quality of
learning also matter? If so, how do we
evaluate that? Even if we evaluated a
positive progression, how do we mea-
sure the relevance of it and OICT?
Finally, society is running faster than
ever, and the pace of change has be-
come a major concern. Are sustain-
able solutions able to keep up with
the pace of the world? Does OICT
have a net positive on sustainabil-
ity or a net negative one? To answer
these questions, benchmarks and in-
dicators that make sense, now and in
the future, are necessary to measure
the relationship between OICT and
sustainability for future industries.
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