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Preface

This CCIS volume 1754 contains the refereed proceedings of the Second International
Conference on Optimization, Learning Algorithms and Applications (OL2A 2022), a
hybrid event held during October 24–25, 2022.

OL2A 2022 provided a space for the research community on optimization and
learning to get together and share the latest developments, trends, and techniques, as
well as to develop new paths and collaborations. The conference had more than three
hundred participants in an online and face-to-face environment throughout two days,
discussing topics associated with optimization and learning, such as state-of-the-art
applications related to multi-objective optimization, optimization for machine learning,
robotics, health informatics, data analysis, optimization and learning under uncertainty,
and Industry 4.0.

Five special sessions were organized under the following topics: Trends in Engineer-
ing Education, Optimization in Control SystemsDesign,Measurementswith the Internet
of Things, Advances andOptimization inCyber-Physical Systems, andComputer Vision
Based on Learning Algorithms. The OL2A 2022 program included presentations of 56
accepted papers. All papers were carefully reviewed and selected from 145 submissions
in an single-blind process. All the reviews were carefully carried out by a scientific com-
mittee of 102 qualified researchers from 21 countries, with each submission receiving
at least 3 reviews.

We would like to thank everyone who helped to make OL2A 2022 a success and
hope that you enjoy reading this volume.

October 2022 Ana I. Pereira
Andrej Košir

Florbela P. Fernandes
Maria F. Pacheco
João P. Teixeira

Rui P. Lopes
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Management of Virtual Environments
with Emphasis on Security

André Mendes1,2,3(B)
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Abstract. With the popularity of using virtual environments, it urges
important measures that increase its security, as well as maintain a good
user experience. A widespread attack is a denial of service which proposes
to break the availability of service through a large number of illegitimate
requests employing all computing resources of the target and degrading
the user experience. In order to be effective in this particular type of
attack, usually powerful equipment or a combination of them is required.
This article proposes a new approach to this attack through a language-
based Erlang application, which uses the processing power of a low-cost
device. Its use would open the possibility of effective attacks coming from
devices with less processing power, or from IoT devices, but capable of
at least degrading the experience of a legitimate user, anonymously.

Keywords: Virtual environments · Attacks of denial of service ·
Infrastructure · Parallel computing

1 Introduction

The adoption of virtual environments has become more and more common. The
emergence of cloud computing has not only enriched the diversity of computing
platforms but also promoted the rapid development of big data, the Internet of
Things (IoT) and other fields and its use gives organisations greater flexibility
for on-demand usage. Cloud computing is defined as a type of parallel and dis-
tributed system, consisting of a set of virtualised and interconnected comput-
ers, thus enabling its dynamic availability. Three service modes, namely, infras-
tructure as a service (IaaS), platform as a service (PaaS) and software as a ser-
vice (SaaS), are provided through cloud computing, allowing enterprises to use
resources in accordance with their current needs [8]. Finally, it is presented the

c⃝ The Author(s), under exclusive license to Springer Nature Switzerland AG 2022
A. I. Pereira et al. (Eds.): OL2A 2022, CCIS 1754, pp. 93–106, 2022.
https://doi.org/10.1007/978-3-031-23236-7_7



94 A. Mendes

computational resources in a unified way and benchmarked according to the level
of service (SLA) [1].

In this way, companies can avoid the need to build and maintain new plat-
forms. Envisioning this growth, technology giants such as Amazon, Google and
Microsoft have created and offered proprietary solutions, however, open solutions
also exist. Due to the unique advantages of the dynamic, virtual and almost infi-
nite expansion offered by cloud computing, an increasing number of scientific
applications and business services are being migrated from traditional comput-
ing platforms to cloud computing platforms.

One of the possibilities that virtualisation offers is the reconfiguration of vir-
tualised resources, conferring levels of elasticity. That is, resources in a given
physical machine can be increased, decreased or migrated to other machines as
required by the administrator. For cloud service providers, the use of virtualisa-
tion technology enables the integration of scattered and heterogeneous physical
resources, which not only improves the utilization and maintenance level of hard-
ware equipment but also mitigates various adverse effects caused by hardware
failure [6].

Despite being an excellent solution, virtual environments have some threats
that can compromise the operation and credibility of services, for example, loss of
data, performance drop, unavailability of the service, in addition to the challenge
of maintaining the correct elasticity of the infrastructure.

In order to determine some of the limitations of virtualised environments,
this study aims to warn about the use of new technologies demonstrating a new
form of denial of service attack, where with the help of parallel computing, it is
possible to make unavailable large services through the use of a simple tool.

Therefore, this work aims to collaborate in order to assist in the config-
uration of virtual environments in a more secure way, to make efficient use of
computational resources and, finally, to maintain a more reliable and secure high
availability environment.

The paper is organised as follows. Section 2 brings some related works and
the 3 section demonstrates the main tool used. Section 4 describes the system
model. The results of the overload tests are presented and discussed in Sect. 5,
and finally, Sect. 6 concludes the work and lists future works.

2 Related Works

Virtual machine (VM) allocation algorithms can be divided into static and
dynamic strategies [4]. In static allocation, a scheduling strategy is generated
for VMs according to general task information and resource requirements. In
simple terms, a static algorithm provides a solution for the initial placement of
VMs over the minimum number of active physical machines (PMs) to maximise
the energy efficiency and resource utilization of the data centre. However, such
an algorithm does not provide a solution for the reallocation of VMs to new PMs
considering dynamic workloads.

In [10] the authors established a mathematical model that considers the
mutual influence between VMs to reduce resource contention. Thus, the optimal
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scheduling of VMs can be calculated under a given amount of energy allocation.
In [5], a proposed hierarchical resource management solution that considers the
correlations between VMs and the interconnection network topology of these
VMs to maximize the overall benefit.

In contrast to static allocation, dynamic VM allocation optimises power con-
sumption and cost when migrating existing VMs or forecasting future tasks.
During the VM allocation process, new workloads can be accepted by the data
centre; as a result, removing some PMs or adding a new PM can make the
solution sub-optimal.

Sandpiper [15] is a system that can gather information about the utilisation
of PMs and VMs. By finding overloaded PMs, the resource usage of PMs can be
handled. Tasks in VMs with a sizeable volume-to-size ratio (VSR) are pushed
to VMs with smaller values.

In [16], the authors proposed an approach employing the long-term memory
encoder-decoder network (LSTM) with an alertness mechanism. This approach
draws the sequential and contextual features of the historical workload data
through the encoder-decoder network and integrates the alertness mechanism
into the decoder network.

In [9], the authors proposed a VM allocation strategy, which dynamically
redistributes VMs based on the actual needs of a single VM, taken as a refer-
ence. The proposed solution considers different types of resources and is designed
to minimise underuse and overuse in cloud data centres. The experiments high-
lighted the importance of considering multiple types of resources. However, the
above methods do not take into account the communication cost between VMs,
which would affect the power consumption in the VM scheduling problem.

In [3], the authors considered the scenario of communication failures that
block data transmission. To improve the reliability of data transmission, they
improved a Greedy Perimeter Stateless Routing (GPSR) scheme based on
perimeter positioning. The work described in [2] proposed a dynamic method
of reconfiguration to solve the problem of instability and high resource occu-
pancy of traditional approaches. The LSTM neural network was trained using a
web service QoS dataset and service summoner information collected from sen-
sors. The candidate service datasets from the cloud and edge service were used
as input and predicted variables.

In [7], several papers present virtual machine migration approaches with
advantages such as load balancing, fault tolerance and also energy savings.

None of these works addresses a limitation of virtualised environments, which
makes it possible, with the use of parallel computing, to degrade the quality of
large services by using a simple tool, based on the Erlang language, that uses
the processing power of a low-cost machine, such as an IoT device.

3 Tsung Tool

Tsung is an open-source multi-protocol distributed load testing tool [11]. Cur-
rently, the application can be used to stress servers with the following protocols:
HTTP, WebDAV, SOAP, PostgreSQL, MySQL, LDAP, MQTT and XMPP.
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It has been developed for the purpose of simulating users in order to test the
scalability and performance of IP-based client-server-type applications. More-
over, existing protocols can be extended by changing the code and adapting to
the new reality.

The choice of using Tsung was mainly based on its capacity to simulate a
large number of simultaneous users from a single machine. Also, because of the
possibility of distributing the load in a cluster of several client machines in order
to simulate hundreds of thousands of virtual users in the same test.

The programming language Erlang [14] was chosen to implement Tsung for
being a concurrency-oriented language and for its ability to create real-time,
lightweight and massively scalable systems. The tool was created with 3 main
features in mind: performance – capable of supporting hundreds of thousands of
lightweight processes in a single virtual machine; scalability – with a naturally
distributed runtime environment, promoting an idea of process location trans-
parency; and fault tolerance – built to develop robust and fault-tolerant systems,
e.g. bad responses received by the server do not interrupt the measurement dur-
ing test execution.

Besides complete documentation for its use, this application has several fea-
tures, such as a configuration system based on XML, the possibility of creating
dynamic sessions with the storage of answers from the server in runtime for later
use, monitoring of the Operating System, processing, memory and network traf-
fic through agents in remote servers, the ability to generate realistic traffic and
the creation of detailed reports of the tests performed.

To set up the tests, an XML file is used with tags that determine all the
necessary aspects for its realization. All the scenarios are described between
the labels Tsung where the registered degree is determined, which stands out:
emergency, critical, errors, warnings and debugging. The higher the registered
degree, the higher the impact on the test performance.

The first configuration to be done is the determination of the IP address of
the client machine and the server to be tested. The server is the entry point to
the cluster, in case several servers are added weight is defined for each one (by
default it’s 1) and each session will choose a server randomly.

Besides, the port number and a protocol type are configured for the server,
which may be TCP, UDP, SSL (IPv4 and IPv6) or WebSocket (Listing 1.1).

1<clients >
2<client host="localhost" use_controller_vm="true"/>
3</clients >
4<servers >
5<server host="server1" port="80" type="tcp" weight="4"/>
6<server host="server2" port="80" type="udp" weight="4"/>
7</servers >

Listing 1.1. Server and client configuration.

After that, the progression of the test is defined through phases. Each phase
has a duration and the number of users to be created. The test ends when all
the users finish their sessions. In the following example (Listing 1.2) there are
3 phases with 2min duration each. In the first, 2 new users are created every
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second, in the second 10 new users are created every second and, finally, in the
last, 1000 new users are created per second.

1<load>
2<arrivalphase phase="1" duration="2" unit="minute">
3<users interarrival="0.001" unit="second"/>
4</arrivalphase >
5<arrivalphase phase="2" duration="2" unit="minute">
6<users interarrival="0.00001" unit="second"/>
7</arrivalphase >
8<arrivalphase phase="3" duration="2" unit="minute">
9<users interarrival="0.000001" unit="second"/>
10</arrivalphase >
11</load>

Listing 1.2. Configuration of test phases.

Finally, the user sessions are defined where the requests to be executed are
described (Listing 1.3). Each session can receive a probability or a weight that is
used to determine which session will be chosen for the user to be created. There
is the possibility to set an exponentially distributed wait time between requests
to better simulate a legitimate request. Another option is to read variables in
files and use them at runtime in the created requests.

1<sessions >
2<session name="session -1" probability="50" type="ts_http">
3<request >
4<http url="/" method="GET" version="1.1"></http> </

request >
5<request > <http url="/images/logo.gif" method="GET"

version="1.1" if_modified_since="Tue , 14 Jun 2022 02 :43:31 GMT">
6</http>
7</request >
8<thinktime value="20" random="true"></thinktime >
9<transaction name="req -index">
10<request > <http url="/index.en.html" method="GET"

version="1.1" >
11</http> </request >
12<request ><http url="/images/header.gif" method="GET"

version="1.1">
13</http> </request >
14</transaction >
15<thinktime value="60" random="true"></thinktime >
16<request >
17<http url="/" method="POST" version="1.1"

contents="search=test">
18</http>
19</request >
20</session >
21<session name ="next -session" probability="50" type="

ts_psql" > . . .
22</session >
23</sessions >

Listing 1.3. Configuration of sessions.

In Listing 1.3 there is an example with two sessions, the first with the name
“session-1” will occur half the time, because it has a probability of 50%, being of
type HTTP. Initially, two GET requests are made, one from the root home page
and another from the “logo” image if it was modified after June 14, 2022. After
that, a random pause of exponential distribution with an average of 20 s is made
and then a transaction named “index request” is created, which is composed of
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two GET requests. There is another pause centred in 60 s, and, finally, a POST
request passing the value “test” to the parameter search. The other session, of
type PostgreSQL, will occur the other half of the time, and its requests have
been omitted.

4 System Model

In order to perform denial of service tests, the following structure was set up: 4
VMs with 4 GB RAM, 4 Core Processor – similar to a Raspberry Pi 4 specs –
and 128 GB Storage each, acting as hosts; 1 virtual switch with 1 Gbps ports
interconnecting these hosts.

In one of the hosts, the Xen project hypervisor was installed and created an
internal VM with a web server, thus simulating a service provider environment.
The other 3 hosts have the Debian Linux operating system installed and were
used either to simulate traffic or to perform a denial of service attack.

When creating the environment to perform the tests, the first step was to
verify the limits within which the application could work. That is, to verify the
level of depletion that the attacker host could support in order to mark the work
to be developed. Therefore, as the first tests aimed to monitor and set limits,
tests were performed with a high load of generation users.

After that, the web server was stressed with a large number of requests for a
long time in order to follow its behaviour. Random times between requests were
introduced in order to resemble real requests.

Finally, a traditional attack and the performed attack were compared, high-
lighting their differences and similarities having as reference 3 factors: consumed
bandwidth, processing load and amount of free memory. With the overload of
any of these 3, it is possible to generate a denial of service or, at least, the
degradation of the user experience, delaying the response time for a legitimate
request.

5 Results

Through first test, the set of parameters that limit the usage of the attack-
ing machine through maximum user generation, at maximum performance, was
sought. The test was divided into 3 phases, where in the initial 30 s, 1.000 users
per second were generated; in the following 120 s, 10.000 users per second were
generated; and in the last 30 s, 100.000 users per second were generated.

Thus, each user made a connection to the web server and performed an HTTP
GET request of the file index.html. After receiving any response from the server,
the client ceased to exist.

Analyzing the results (Fig. 1), one can observe that after a certain time
(approximately 180 s), there was no more generation of users. Besides, it was
noticed that the web application stops handling the requests because the growth
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(a) Simultaneous. (b) Arrival rate.

Fig. 1. Amount of users – 1st Test.

of concurrent users is constant. It can also be verified that the application sup-
ported the creation of up to 12.500 users per second, but for values above that
there was no response.

Next, the more extensive second test, where in the initial 30min, 100 users
per second were generated; in the following 273min (4,56 h), 1.000 users per
second were generated; and, in the last 30min, 10.000 users per second were
generated.

It can be seen that the second phase of the test (after 1.800 s) demands the
entire processing load from its beginning until almost 20.000 s (Figs. 2a and 2b).
Considering that the second phase lasted until 18.180 s, it is safe to say that the
application, under these conditions, has a limit to the creation of 1.000 users per
second (Fig. 2c).

The application behaved well when treating 100 users per second in the first
phase – until 1.800 s (Fig. 2c). However, in the following phase, there was an
instability where, in spite of the first requests having been handled, as more
requests arrived, there was a significant overload, maintaining an average of 500
requests per second being served, following this way until the end of the test.
This information is confirmed by the processor graphic showing that there was
no alteration with the beginning of the third phase, from 8.000 s on (Fig. 2b).

Analyzing the report of this test in Table 1, it could note that from the total
of users created, only 8.45 million users were treated, that is, they received as a
response the requested page. It is worth pointing out that the average request
waiting time was 426 s. Another observation was that the connection with the
longest wait was 1.034 s.

After these initial tests to determine the setup parameters of the application,
the behaviour of a denial of service (DoS) attack using the flooding technique
was studied and verified, as it is one of the most common types of DoS.

Traffic flooding occurs in connections using the Transmission Control Proto-
col (TCP), utilised in services that require reliable data delivery, by exploiting
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(a) CPU usage (%). (b) CPU load.

(c) Sessions per second rate.

Fig. 2. 2nd Test.

the connection opening process of this protocol, which begins with the negotia-
tion of certain parameters between the client and the server.

TCP was designed specifically to provide a reliable end-to-end data stream
on an untrusted inter-network. An inter-network differs from a single network
because its various parts may have completely different topologies, bandwidths,
delays, packet sizes, and other parameters [13].

In a standard TCP connection, the client sends a synchronisation packet
(SYN) to the server, requesting to open the connection. Upon receipt of the SYN
packet, the server processes the connection request and allocates memory to store
client information. Next, a synchronisation/confirmation packet (SYN/ACK) is
sent as a reply to the client, notifying it that its connection request has been
accepted. The client then sends an ACK packet to complete the connection
opening. This procedure is known as a three-way handshake (Fig. 3c).

The flood attack consists of sending several SYN packets to the target, caus-
ing it to reserve a space in memory for the connection it will open. Following
the flow, the target returns an SYN/ACK and waits for an ACK to close the
connection, but the attacker sends another SYN request forcing the target to
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Table 1. Report table – 2nd Test.

Name Highest rate (users/s) Average rate (users/s) Total sessions

Connection 1.034,6 426,8 8.445.969

Page 1.034,6 426,79 8.445.969

Request 1.034.,6 426,79 8.445.969

Session 1.063,4 555,17 10.987.007

reserve another area of memory for a new connection. By performing this action
on a large scale the attacker is able to exhaust the target’s memory.

To analyze in more detail how each resource is exploited, some parameters
related to the target and the attacker machines are set. Let ta be the time interval
between each TCP SYN segment sent by the attacker, tp be the time required
for the target to process a TCP connection request and send a response, and tm
be the time a given memory resource is allocated for a TCP connection.

An attack of CPU overload on the target machine can be performed when
the attacker can generate segments at a faster rate than the target machine can
process them, that is when ta < tp, as shown in Fig. 3a. In this case, the target
machine cannot process connection requests in a timely manner, which causes
the request queue to fill up and many of them to be dropped.

Thus, should a legitimate user attempt to access the service under attack, it
is very likely that their connection request will be dropped along with the attack
traffic. This is because the legitimate user’s traffic must compete for the same
resource with the numerous segments sent by the attacker.

Importantly, to remain anonymous, the attacker does not need to use your
real IP address to carry out the attack. In fact, any IP address can be used as
the source address in attack packets. Using forged source addresses does nothing
to change the effect suffered by the target machine. However, the response to the
connection request does not return to the attacker, but rather to the IP address
used in his packets. In this way, the attacker is able not only to deny the target
service but also to remain anonymous.

Another resource that can be exploited during TCP SYN segment flood
attacks is the target machine’s memory. When the server receives a request to
open a TCP connection, it allocates a small amount of memory to store certain
information about the state of the connection, such as the initial sequence num-
bers, the IP addresses, and the TCP ports used for this connection. Figure 3b
illustrates the case where the attacked resource is the memory of the target
machine. It is important to note that, even with memory limits controlled by
the operating system, denial of service occurs when the memory allocated for
connections is exhausted, without the complete exhaustion of the victim’s entire
memory needed.

Next, a TCP SYN/ACK segment is sent back to the client in order to finalize
the three-way agreement. At this point, the TCP connection is said to be half
open. The initially reserved resources are then allocated until the connection
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(a) CPU overload attack. (b) Memory overload attack.

(c) 3-way handshake model [13].

Fig. 3. TCP big picture.

is terminated by conventional means, or until a timer bursts indicating that
the expected TCP ACK segment was not received. In this case, the allocated
memory is finally freed to be used for future connections.

Note, by definition, that the inequality tm > tp is always valid. Thus, 3 pos-
sibilities can happen. The first possibility occurs when ta < tp < tm, that is, the
interval between sending attack packets is less than the victim’s processing time.
This is the case discussed earlier where the victim’s processing is overloaded. It
is also worth noting that in addition to processing, the victim’s memory is also
overloaded. This occurs because the connection requests that the victim man-
ages to fulfil in time, allocate a memory space that is only released when the
timer bursts, since packets with forged source addresses are used.

The second possibility occurs when tp ≤ ta < tm. In this case, the victim
is able to process requests, but memory spaces are consumed by each new con-
nection and are not freed up in time to service all connections. Therefore, new
connections are not accepted due to a lack of memory.

The final case occurs when the attacker cannot generate attack packets at a
rate sufficient even to overflow memory, i.e., ta ≥ tm. In this case, the victim’s
resources are not attacked directly and other forms of attacks are required to
deny the offered service.
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(a) Data traffic.

(b) CPU usage.

(c) Memory usage.

Fig. 4. Flood attack, Hping3 tool as a reference – 3rd Test.

After that, let’s move on to the DoS attack configuration, in which the Hping3
[12] tool was used with the following configuration:

1# hping3 -c 1000000 -d 120 -S -w 64 -p 80 --flood <IP>

where −c refers to the number of packets to be sent; −d refers to the size of each
packet to be sent; −S defines the sending of only SYN packets; −w defines the
size of the TCP window; −p defines the TCP port to be attacked; and, −−flood
parameter that makes the application send the packets as fast as possible, not
caring about the response.

Next, the attack on the web server – third test – was performed using the
nmon monitoring tool to collect data, through which large data traffic (sent/re-
ceived), high processing load and CPU usage could be verified during the whole
testing slot. And finally, RAM exhaustion of the target machine (Fig. 4).
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These results were employed as a reference to be used in a comparison of the
tests performed with the Tsung application.

With the intention of verifying the target’s behaviour, comparing the attack
with Tsung and Hping3, the fourth test was prepared in which each user makes
a TCP connection with the target machine and sends a 380 kB file, in 3 distinct
moments, interspersed with a request of the root web page (index.html), the
request of another web page with 2 MB and a random amount of time paused
modelled by an exponential distribution with the average equal to 4 s (Listing
1.4).

1<http url="/" method="POST" contents_from_file="<path >/ fake_data"
/> <http url="/" method="GET"/>

2<http url="/" method="POST" contents_from_file="<path >/ fake_data"
/> <thinktime value="4" random="true"></thinktime >

3<http url="/great_tsung.html" method="GET"/>
4<http url="/" method="POST" contents_from_file="<path >/ fake_data"

/>

Listing 1.4. DoS attack configuration.

In this fourth test, Fig. 5, in the initial 10 s, 200 users per second were gen-
erated; in the following 40 s, 335 users per second were generated; in the next
40 s, approximately 500 users per second were generated; and in the last 20 s,
660 users per second were generated.

(a) Data traffic (kBps).

(b) CPU usage.

Fig. 5. Flood attack, Tsung tool – 4th Test.
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It is possible to notice that all the available network bandwidth was occu-
pied by the requests, generating some periods of high processing in the target
machine. After all these checks, it was possible to create a test that resembles
the flood test with the Hping3 tool, which, besides occupying all the available
bandwidth is capable of generating a high processing power in the chosen target
machine.

With an infinite number of possibilities, both the memory, processing and
network bandwidth of the target can be exhausted by changing the parameters
in the Tsung tool, leaving it up to the attacker to configure the behaviour of his
attack to approximate that of legitimate requests.

6 Conclusions

The Tsung tool has great flexibility in terms of configuration, allowing a high
range of ways of use. As it is an application created in Erlang, a concurrency-
oriented language, this tool has the characteristic of being light and massively
scalable. It was created to be a stress testing tool for other applications, this
work explored its use to perform denial of service (DoS) attacks.

As demonstrated, it is possible to perform a massive amount of requests using
a piece of a low-cost device (for instance, a Raspberry Pi) in the totality of its
processing, consuming in great part the resources of the attacked machine and
degrading the experience of the legitimate user, effectively causing the denial of
service to a server.

Finally, it was possible to create a large number of users, each performing
different types of requests, sending and receiving data from the target. Besides
the possibility of making random pauses which can be used to hinder the detec-
tion and blocking of requests, besides keeping the connections open for a longer
time, approaching legitimate requests.
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