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Welcome

This document presents the proceedings of the 5th Symposium of Applied Science
for Young Researchers — SASYR 2025. This scientific event welcomed scientific works
on the topics covered by the following four research centers:

— CeDRI (from IPB, Instituto Politécnico de Braganga)

— 2Ai (from IPCA, Instituto Politécnico do Cavado e do Ave)

— GECAD (from IPP, Instituto Politécnico do Porto)

— ADiT-lab (from IPVC, Instituto Politécnico de Viana do Castelo)

The primary objective of SASYR 2025 is to create a welcoming and relaxed
environment for young researchers to present their work, discuss recent findings, and
explore new ideas. In this way, this event offers an opportunity for the CeDRI, 2Ai,
GECAD, and ADiT-lab research communities to leverage synergies and promote
collaborations, thereby enhancing the quality of their research.

The SASYR 2025 took place at Instituto Politécnico de Viana do Castelo, Viana do
Castelo, Portugal, on 2 July 2025.

The SASYR 2025 Organizing Committee,

Florbela P. Fernandes, Helena Torres, Pedro Pinto, and Silvestre Malta
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Exploiting Trust: How Artificial Intelligence and Deepfakes
Shape Social Engineering Attacks

Sérgio Serral ®, Kely Gonzaga! ©, and Silvestre Maltal?

! Instituto Politécnico de Viana do Castelo, IPVC, Portugal
{sergioserra, kelygonzaga}@ipvc.pt
2 ADiT-Lab, Instituto Politécnico de Viana do Castelo, 4900-347 Viana do Castelo, Portugal
smalta@estg.ipvc.pt

Abstract. The advancement of Artificial Intelligence (AI) has significantly transformed the
field of cybersecurity, particularly in the domain of Social Engineering (SE). This paper
presents a comprehensive analysis of how generative Al, Large Language Models (LLMs), and
deepfake technologies are reshaping SE attacks, allowing unusual levels of personalization,
automation, and deception. Through a systematic review of the literature, the study
categorizes the main Al-powered attack strategies and examines the psychological,
technological, and ethical implications of their use. The research identifies key vulnerabilities
exploited by malicious actors and explores current and proposed mitigation strategies,
including defenses driven by Al and regulatory initiatives.

Keywords: Al-powered social engineering - Generative Al - Large language models LLMs -
Deepfake technology - Cybersecurity.

1 Introduction

The rapid escalation of Al in recent years has profoundly transformed the digital
environment, exponentially increasing the risks associated with cybersecurity, especially
in the area of SE. As technological innovation advances, so do the tools employed by
cybercriminals, who exploit AI — broadly defined as a machine or system’s ability to
mimic human behavior [8] — to manipulate, infiltrate, control and compromise personal
and institutional security [12].

Traditionally grounded in psychological manipulation, exploiting trust, urgency
and fear, SE, which was easier to detect by human eyes, has evolved with the
integration of generative AI, LLM, and deepfakes.These technologies automate and
scale attacks, allowing highly personalized human-like communications that bypass
conventional filters [10] [9]. The widespread use of social media amplifies the surface of
the attack, facilitating the extraction of personal data for customized deception [§].
Modern generative tools Al can create adaptive narratives in real time, while deepfake
technologies can simulate superrealistic individuals, improving frauds based on
impersonation and phishing campaigns [10]. In addition, "in conjunction with
techniques such as jailbreaking, prompt injection, and reverse psychology, these
models pose a notable threat to the cybersecurity landscape" [10]. This potent
combination challenges traditional detection systems and raises urgent concerns
regarding privacy, ethics, and proactive security posture.

Despite growing interest in this topic, significant research gaps remain, particularly
in relation to the evolving nature of Al powered SE, its societal implications, and the


https://orcid.org/0009-0003-9410-2808
https://orcid.org/0009-0003-8740-2386
https://orcid.org/0000-0002-5274-3733

need for successful mitigation strategies [12]. Addressing these gaps, this study
reviews the current literature, maps technological advances, and examines
forward-looking frameworks for detection and defense. The paper is structured as
follows: Section 2 details the methodology; Section 3 explores the technological
foundations of AI in SE; Section 4 examines key empirical and technical models;
Section 5 addresses ethical and regulatory issues; and Section 6 summarizes the
findings and outlines future directions.

2 Methodology

To understand how Al has been used to improve SE attacks, a systematic review
of the literature was carried out. The review was conducted in the major academic
databases IEEE Xplore!, SpringerLink?, and ScienceDirect® - focusing on publications
from 2021 to 2025. The search strategy used specific keywords related to Al and SE (e.g.
"Artificial intelligence’ AND ’social engineering’, 'deepfake’ AND ’cybersecurity’). The
initial screening identified 38 relevant documents. Applying topic relevance, empirical
rigor, and focus criteria to the intersection of Al and SE, the final sample was narrowed
to 12 high-quality publications for in-depth analysis.

To provide a clear overview of the selected articles before delving into thematic and
analytical discussions in subsequent sections, a summary table 1 is presented below,
which synthesizes key characteristics of each article, including publication year, Al
technologies employed, attack types addressed, main findings, and proposed mitigation
strategies.

3 Technological Foundations of AI in SE

3.1 Historical and Current Applications of ML in SE

Although the use of Al in SE dates back to early tools like CyberLover (2007), a
chatbot that uses Natural Language Processing (NLP) to mimic conversations and
extract personal data, its impact has grown significantly with ML advancements [4].
The rise of social media bots that utilize computer scripts to emulate human
behaviors and manipulate discussions marked a shift toward ‘'spreading
misinformation, opinion manipulation, and coordinated inauthentic campaigns' [12].
For example, a sophisticated tool like DeepLocker, a malware that uses a Deep Neural
Network (DNN) AI model to hide its attack payload and activates only when the
intended target is reached, demonstrates the precision of modern Al driven
attacks [12].

Currently, recent advances in machine learning have increased the sophistication of
SE attacks, which leverage supervised and unsupervised techniques to increase the
capabilities, effectiveness, and scalability of malicious attacks. These models can
generate convincing phishing emails and fake social media profiles by identifying

! https://ieeexplore.ieee.org/Xplore/home. jsp
2 https://link.springer.com
3 https://www.sciencedirect.com
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Table 1. Summary of Selected Articles from Systematic Review

. . Al Technologies|Attack Types|Key Findings or|Mitigation
Citation| Year Used Analyzed Conclusions Strategies Proposed
Al-generated  content|Detection via
Generative Phishing, onhamces . xcaliom | tassiters T user
(1] 2024 gi’e fakESChatbots, (SII;;Z};;?)g’ SE and personalization in|awareness campaigns
P g SE attacks, increasing|tailored to different
success rates. professional groups.
Emphasis on
i?llcreaie acd\{)aerllrzzzrllli?tts transparency,
Various Al SE, f{isks \ Y érlablirlz explainability, and
. . s . K
B e Nintermation P Reaed sl AL we
’ g disinformation, and o £
hacking. corégeptb or broader
audiences.
Phishing, Deepfakes enhance
. Business Email|SE by creating ultra-|Regulatory oversight;
[3] 2025 ]f:')i(?al‘)lf%keth ‘('\fg)lce, Compromise realistic audiovisual|detection systems;
aclal synthesis (BEC), Identity|content that exploits|public education.
Theft human trust.
Intesrity attacks Classifies malicious|Governance
General Al |, . sty . ’luses of Al, highlighting|mechanisms;
R . Misinformation, . . O
(4] 2022 |Machine Learning SE.  Autonomaus|€Xpansion of |interdisciplinary
(ML) s ',tems “|vulnerabilities and [responses; ongoing
yS new threats. threat assessment.
ChatGPT, . LLMs enable| Al-Pased  detection
Phishing, . tools; Multi-Factor
FraudGPT, Pretexting personalized SE Authentication (MFA);
) 5
[6] 2023 Worm_GrPT, Deepfake SE, atFacks at scale, phishing  simulations;
DALL-E 2, Stable . . using manipulation and R
Diffusion. VALL-E Voice Cloning synthetic content zero trust; continuous
’ - i updates.
Criminalization of
Deepfakf), Misinformation, Deepfakes are powe}rful malicious use; Al
[7] 2025 Generative Fraud Political tools  of deception, watermarking; ublic
Adversarial L lati undermining trust in ) . & P 1ti
Networks (GANSs) Manipulation digital media awal‘(r(;nelzs, multi-
i stakeholder governance.
Phishing, Al  tools automate
LLMs ML Al CAPTCHA and enhance malicious ﬁ%é?&iif ear;lolrgai}é
[8] 2024 ) ? bypass, Voice|activities, making L ’ ploy:
malware . training; MFA; verbal
Cloning, attacks faster and verification techniaues
Ransomware harder to detect. ques.
ML classifiers, | Phishing, Al-enabled SE is|AI for pattern
Artificial Neural |Smishing, widespread; hybrid [recognition; blockchain
[9] 2025 |Networks (ANN),|Vishing, systems improve |for URL storage; MFA;
Blockchain (IPFS,|Piggybacking, detection and data|encryption; behavior
Smart Contracts) |Quid Pro Quo integrity. monitoring.
s GenAl enhances SE AI—bas.ed deception
. Phishing, . detection,;
[10] 2024 Generative Al Impersonation through realism, watermarking; privacy
) ; ;
(LLMs, GANs) Vishing automat}on,. and tools; media literacy;
personalization. rate limiting
ChatGPT, LLMs can be i(rjliznrtae;irr?easu;ezholo
1] 2023 Bard, Llama2,|Persuasion-based |manipulated via subtle andg & P gcchnicg;i
Claude; Prompt |SE prompts to  bypass
Engineerin rotections safeguards; human-
g g p : in-the-loop validation.
Markov Decision
LLMs, Diffusion|Multi-phase SE Process (MDP)-based
. Proposes 3E model for| . . .
(12] 2024 Models, (3E: Enlarging, ALSE ovolution: calls risk quantification;
Reinforcement Enriching, Vot ’ . |adaptive defenses;
. . for robust risk analysis. )
Learning Emerging) content filtering;
anonymization.
AI/ML, AT improves traditional Barly det'ect}onﬁ
Reinforcement Spam, Malware, attacks and lowers cloud monitoring;
[5] 2020 Learnin (RL) Phishing,  Voice entry barriers via AL CAPTCHA filter
g ’| Cloning Y ‘ detection; poisoning

GANSs, Neural Nets

as-a-Service.

dataset defense.




patterns in legitimate and fraudulent data, such as linguistic cues, sender metadata,
or account behaviors like posting frequency and writing style [10] [1]. Furthermore,
their "analysis can identify potential targets, assess their vulnerabilities, and predict
their behavior based on patterns" [10], amplifying the effectiveness and reach of
Al-driven SE operations.

As highlighted by [10], "attackers can leverage Al algorithms to analyze large
datasets and create highly targeted phishing campaigns on-scale. This automation
and personalization significantly increase the effectiveness of spear phishing
campaigns, posing a greater threat to individuals and organizations'.

3.2 Large Language Models and Prompt Exploitation

Another critical facet of Al-driven SE is the manipulation of large language models
LLM through prompt engineering. Models such as ChatGPT*, Claude® and Gemini®
demonstrated vulnerability to prompt injection attacks, particularly “Jail-breaking
Prompt” [11]. These attacks "can manipulate the model’s responses and bypass
content filters, raising ethical and security concerns' [11]. Research shows that
prompts grounded in psychological principles such as authority, scarcity, urgency, and
reciprocity can override ethical safeguards and elicit harmful results from LLMs [11].
Furthermore, prompt injection attacks exploit ambiguous or hidden instructions
within inputs to bypass model constraints, allowing the creation of disinformation,
impersonation content, or unintended behaviors [12] [10].

The LLMs specifically designed for offensive purposes, such as FraudGPT 7,
promises to amplify the sophistication of these attacks [11]. As the authors report,
these models are promoted as versatile tools that operate without limitations or
boundaries. They are distributed on the dark Web and include features designed for
criminal operations, such as malware generation, phishing email automation, and
unrestricted content formatting [11] [6]. “These tools democratize cybercrime by
lowering the technical barrier for malicious actors” note [6].

Another purpose for which LLMs can be used by criminals is to integrate it into
interactive chatbots that allow attackers to conduct real-time conversations with
victims, increasing engagement and reducing suspicion [10]. Additionally, these bots
can be distributed on a large scale and repeatedly, which is further amplified when
considering their success rate. This ability represents a significant shift from
traditional static phishing, as it "can supercharge deceptive campaigns, making them
highly sophisticated and more challenging to identify and counter" [10].

3.3 The Rise of Generative AI and Synthetic Media: Deepfakes and Voice Cloning

Generative Al - a subfield of Al focused on producing synthetic content with
characteristics similar to humans - has significantly amplified the capabilities of SE.
Its algorithms can generate text, images, audio and video that are nearly

4 https://chat.openai.com

® https://claude.ai

S https://deepmind.google/technologies/gemini

" See: https://netenrich.com/blog/fraudgpt-the-villain-avatar-of-chatgpt
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indistinguishable from real media, fueling the rise of synthetic content such as
deepfakes - videos produced using GANs - and voice cloning [6].

Deepfakes, for instance, have achieved a level of realism capable of reproducing facial
expressions, lip movements, and gestures of known individuals with extreme precision.
GANSs operate through two competing neural modules: a generator, which creates fake
images, and a discriminator, which attempts to distinguish synthetic from real content,
resulting in a constant refinement cycle [5] [12] [3]. Platforms like DALL - E 28, Stable
Diffusion®, and Synthesia'® further extend these capabilities, allowing the generation of
convincing fake images and unique digital faces, often used in the creation of fictitious
social media profiles, romance scams, and corporate fraud schemes [6]. The accessibility
of these tools, including mobile apps, has facilitated their use by malicious actors with
little or no technical experience [12]. For example, [10] highlights a case in which an
employee was deceived into transferring $25 million after deepfake technology was used
to mimic the voice and appearance of the chief financial officer. Interestingly, all the
other people present at the video conference were also deepfakes.

In parallel, voice cloning uses DNNs trained on short audio samples to replicate a
person’s tone, rhythm and inflection. Advanced tools like Microsoft’s Neural Codec
Language Model for Text-to-Speech (VALL-E)! can generate convincing voice
simulations from just a few seconds of input, enabling attacks such as business fraud
and audio-based virtual kidnappings [6]. Another notable case involved a UK-based
energy firm that lost £220,000 after a worker, fooled by a cloned voice impersonating
the CEO of its parent company, authorized a fraudulent fund transfer demonstrating
how voice synthesis can bypass trust-based verification mechanisms [1].

As can be seen, the growing sophistication of these tools presents an urgent
challenge in developing technical, educational, and regulatory mechanisms that ensure
the authenticity of the content, the verification of the source, and the protection
against manipulation.

3.4 Real-world Illustration

As a real-world example of the power of AI in social engineering attacks, we
highlight the case reported by Schmitt and Fléchais [10], which occurred in 2024. In
this incident, cybercriminals used advanced deepfake technology to simulate a
videoconference involving the CFO of a multinational company. The attackers created
synthetic personas of several executives by cloning their voices and generating
deepfake video avatars. In a seemingly authentic and authoritative virtual meeting,
they exploited classic social engineering principles such as urgency and hierarchical
trust to convince an employee to authorize a $25 million bank transfer 2. This case
demonstrates that generative artificial intelligence is no longer a hypothetical threat;
it has become an operational tool for large-scale deception, capable of bypassing
traditional verification mechanisms in high-stakes environments.

8 https://openai.com/dall-e-2
9 https://stability.ai/stable-diffusion
0 https://www.synthesia.io

" https://www.microsoft.com/en-us/research/project/vall-e-x/vall-e/
12 https://edition.cnn.com/2024/02/04 /asia,/deepfake-cfo-scam-hong-kong-intl-hnk /index.html
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4 Modeling AI-Driven SE: Comparative Frameworks

The following subsections explore three different frameworks proposed in the recent
literature, highlighting their structure, methodology, and contributions to the ongoing
discourse on digital deception.

4.1 Generative AI Social Engineering Framework

The Generative Al Social Engineering Framework (GenAl-SE), proposed by [10],
is a multidimensional technical model designed to analyze the influence of generative
artificial intelligence capabilities on SE attacks. Structured around three axes, it enables
the decomposition and evaluation of how Al increases the effectiveness and reduces the
operational cost of these attacks at scale.

In the dimension of realistic content generation, the authors emphasize the use of
deepfakes and other synthetic media, which significantly increase the difficulty of
detection. The advanced targeting and personalization layer highlights the use of large
datasets (e.g., social media, public leaks) to tailor attacks. Finally, the automated
attack infrastructure layer, how Al services can accelerate large-scale deployment and
power social engineering attacks. Services such as Software as a Service (SaaS)
platforms and the gig economy'® enable non-experts to easily access, configure, and
execute Al-powered attacks without requiring advanced technical skills.

The framework also presents five analytical dimensions of Al-enabled social
engineering attacks, which guide its practical application in the cybersecurity context.
The first dimension, SE Attack Lifecycle allows examination of all stages in the life
cycle of an attack; the second, SE Attack Type, assesses the impact of Al on different
types of attacks; the third, Generative AI Models compares the capabilities and
weaknesses of Al models in the context of SE; the Countermeasures dimension
supports the identification and development of defensive strategies; and finally,
Implications address the social, legal, and ethical consequences of integrating Al into
SE.

To measure these effects, the authors introduce two core indicators: Threat
Amplification, referring to the increased reach and success of attacks, and
Cost-Effectiveness, concerning the reduced operational costs. They argue that Al
enhances not only the effectiveness but also the accessibility of attacks, calling into
question the adequacy of awareness-based defenses. Recommended countermeasures
span technical (e.g., digital watermarking, Al-based detection) and human-centric
approaches (e.g., media literacy, regulatory measures).

4.2 Generative Al Social Engineering Framework

The study conducted by [1] adopts a user-centered analytical approach that focuses
on the experiences of victims with Al-generated SE content. Data were collected
through semi-structured interviews with 40 victims SE and chatbot usability tests
13 The gig economy is a labor market characterized by the prevalence of short-term contracts or freelance work.

See: Sundararajan, A. (2016). The gig economy is coming. Harvard Business Review. https://hbr.org/20
16/02/a-sharing-economy-needs-a-sharing-government
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with 40 additional participants. The results highlight that emotional personalization
and detection difficulty were decisive in the success of the attack. Recommendations
include Al-driven defenses, continuous user education, and mitigation strategies
aligned with user behaviors and vulnerabilities.

4.3 The 3E Phases Framework and AI Risk Quantification Model

The study conducted by [12] proposes a categorization that evolves the nature of
Al-powered SE attacks. This model is structured into three phases: (i) Enlarging:
Scaling traditional attacks through automation (e.g., mass phishing, data scraping);
(ii) Enriching: Personalizing messages using deep-learning techniques; and (iii)
Emerging: Empowering attacks by LLMs, enabling adaptive real-time strategies and
large-scale campaigns.

Furthermore, the authors propose a quantitative risk assessment framework for
Al-powered SE attacks, based on MDP, "as a foundation for comparative impact
evaluations, forensic traceability of sociotechnical factors, and prioritization of
mitigation measures'. According the authors '"The framework could augment SE
attack propagation dynamics and causally influence downstream social impacts over
time. This involves leveraging big data to track changes in key risk metrics like
spreading capability and penetration efficiency under different conditions".

4.4 Analytical Discussion: Impacts of AI on Social Engineering

The joint analysis of the three studies reveals a significant methodological
convergence in how Al is integrated into SE attack models. Despite formal differences
in the proposed frameworks, we can observe that attacks powered by AI can be
decomposed into three fundamental elements: realistic content generation, contextual
message personalization, and automated or scalable attack execution.

These models highlight a consolidated trend in the literature: SE attacks mediated
by Al are frequently understood as complex systems that combine technical and
human elements, which means that their effectiveness is based not only on technology,
but on the balance between persuasive language, personalized targeting, and the
ability to coordinate large-scale attacks. Each study confirms that advances in Al not
only increase the manipulative power of malicious content, but also reduce technical
and operational barriers for attackers at different skill levels. The boundary between
human interaction and automated action is increasingly blurred, increasing the overall
complexity of defensive strategies.

Moreover, all three studies underscore that traditional mitigation approaches —
such as user training and signature-based filtering — are insufficient in the face of
highly personalized and contextually relevant attacks. The need for integrated
countermeasures that combine behavior-based automated detection, restrictions on
personal data exposure, and explainable algorithmic defenses is consistently
emphasized in the reviewed literature. Finally, the impact of Al extends beyond
technical considerations, touching on ethical, cognitive, and regulatory domains. It
demands a repositioning of cybersecurity policies, with particular emphasis on
developer accountability, AI model governance, and algorithmic transparency.



5 Challenges and Ethical Implications

The growing use of Al in digital contexts also brings to light ethical and legal
concerns. Recent literature identifies that these risks come from the opacity of Al
systems - which often operate as "black boxes", making it difficult to understand how
they function and how decisions are made — and the lack of accountability, the
large-scale capability to manipulate human perception, and the difficulty in detecting
and defending against SE attacks instrumentalized by Al [5]. This issue is emphasized
by [4], who identify algorithmic opacity as a first-order ethical challenge, as it
obstructs audits of system errors, biases, or embedded abuse. According to the
authors, this lack of transparency can be deliberately exploited by malicious actors
who manipulate decision-making systems or embed harmful instructions in ways that
are practically undetectable.

The ethics of authenticity is also deeply affected by deepfakes, which damage the
reputations of individuals and institutions. The situation is further exacerbated by the
high false-negative rates of current deepfake detection systems, fueling a vicious cycle in
which the malicious use of Al advances faster than available countermeasures. Another
critical concern involves the misuse of personal data for offensive purposes. As noted
in [2], Al algorithms have been used to collect and process large amounts of data without
the knowledge or consent of individuals, to build highly accurate psychosocial profiles.

In conclusion, it is observed that the ethical challenges associated with Al are based
on its facilitation of opaque, abusive, and unaccountable practices. What emerges is a
digital ecosystem in which automated decisions, hyperrealistic simulations, and hidden
inferences become a frequent part of everyday life, undermining fundamental guarantees
such as privacy, information authenticity, and individual autonomy. Addressing these
challenges requires more than technical fixes; it requires the development of a set of
regulatory measures and best practices capable of responding to the complex moral
and legal dilemmas posed by Al in high-risk environments.

6 Conclusion

Generative Al has significantly amplified the sophistication, scale, and accessibility
of SE campaigns. Our review of recent studies reveals that Al-mediated attacks enhance
effectiveness and reach while reducing operational costs, democratizing these tactics for
less skilled actors.

The case studies analyzed converge on key pillars that allow highly persuasive and
customized messages to be distributed on a large scale, using technologies such as
LLMs, GANs and neural voice cloning. As observed, emotional personalization and
communicative realism are critical success factors explored by Al, with overall
effectiveness further amplified by a substantial decrease in execution costs. However,
despite the technical advances in countermeasures, the authors unanimously caution
that a purely technical approach is insufficient. The ethical and regulatory challenges
require a reorientation of cybersecurity policies towards responsible governance
models with accountability, transparency, and social oversight.



Our review identifies critical research gaps that underscore the urgent need for
further investigation. There is a lack of empirical validation across diverse
sociocultural and occupational groups, which limits the broader applicability of the
current findings. Integrated analyses of the computational, psychological and
linguistic dimensions of Al-generated suggestion mechanisms are scarce, hindering our
understanding of vulnerability factors. Concrete proposals for automated detection of
synthetic persuasion patterns, especially in real-time, are also lacking. Finally,
stronger connections between technical measures and normative frameworks are
needed to inform ethical Al governance in offensive applications.

Given these points, it can be considered that addressing the emerging threats
posed by Al-based SE requires an interdisciplinary response that combines
technological innovation, a deep understanding of human factors, and ethical
foresight. Only through this integration will it be possible to develop defense
strategies that are not only effective but also fair and sustainable in the face of
increasingly sophisticated digital threats.
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Abstract. Bias and accountability are critical ethical challenges in the application of artificial
intelligence (AI) for cancer diagnosis. Al-powered computer-aided diagnosis systems have the
potential to enhance diagnostic accuracy and reduce clinician workload, but their effectiveness
is contingent on how well they address these ethical concerns. Bias in Al models, often caused
by unrepresentative data, can lead to misdiagnoses that disproportionately harm certain
groups, deepening existing health inequalities. Considering the literature, we believe that it’s
not enough to simply create these technologies but also to think about their risks and the
people they will affect. In academia, the rush for innovation can sometimes push transparency
and thorough testing to the back burner. On the political side, regulations often come too late,
and funding priorities favour speed over ethical responsibility, leaving a gap in accountability.
Socially, when AI systems fail and no one takes responsibility, it weakens public trust and can
worsen disparities in healthcare. Addressing both bias and accountability requires inclusive
data practices, transparent research, and clear governance, ensuring Al systems serve all
patients equitably and safely.

Keywords: Accountability - Artificial Intelligence - Bias - Cancer Diagnosis + Ethics.

1 Introduction

Artificial Intelligence (Al) is increasingly demonstrating its capabilities across various
domains, including healthcare [4]. Its ability to process vast amounts of data, recognize
complex patterns, and assist in decision-making has made it a valuable tool in medical
diagnostics. In cancer diagnosis, Al-powered computer-aided diagnosis (CAD) systems
have the potential to improve diagnostic accuracy and assist clinicians in identifying
tumour tissues and reducing their workload [5, 18, 20].

As Al continues to evolve in cancer diagnosis, academic institutions have been crucial
in developing and integrating AI models into clinical practice [9]. Beyond building
theoretical models, their role also includes rigorous testing, validation, and refinement in
order to ensure that the developed Al models are safe and suitable for clinical use [9,24].
The cooperation between researchers, clinicians, and regulatory bodies facilitates the
implementation of theoretical advancements into practical diagnostic systems that align
with clinical workflows and patient needs, while adhering to ethical and methodological
standards [12,14, 21].

Moreover, academia is committed to thorough and unbiased research that
prioritizes patient welfare, scientific integrity, and long-term societal impact [8].
Although external pressures, such as the imperative to publish and secure funding,
may affect these ideals, it remains essential that academic research follows these
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standards [10]. Therefore, scrutinizing newly developed AI models through
peer-reviewed publications and academic conferences is a key responsibility [10, 13].
These venues are examples of opportunities to evaluate the quality, scale, and
representativeness of the used datasets, and to verify that the reported results are
meaningful, trustworthy, and reproducible [1, 16]. This process of rigorous review
addresses concerns such as fairness, transparency, and effectiveness before clinical
implementation [16]. Through this oversight, academia strengthens the reliability of
Al tools in cancer diagnosis and contributes to responsible innovation.

This paper aims to identify and critically reflect on the ethical challenges
surrounding Al-powered cancer diagnosis systems. The reflection will address how
these issues intersect with personal, academic, political, and social lenses, emphasising
the responsibilities of researchers, institutions, and regulatory bodies in ensuring that
Al tools are developed and implemented in ways that are equitable, transparent, and
safe.

2 Ethical Issues of Artificial Intelligence in Cancer Diagnosis

The continuous integration of AI models into cancer diagnosis arose ethical issues,
particularly concerning bias and accountability [6]. Since these models will be applied in
healthcare systems, it is essential to examine their behaviour when analysing patterns
across diverse patient populations and how the responsibility is distributed when an
error occurs [1,6].

The models’ bias generally comes from training them with datasets that lack
diversity in terms of ethnicity, gender, age, or disease representation, leading to
models that may perform satisfactorily on average but poorly when presented with
data of minority groups or underrepresented disease subtypes [6]. In cancer diagnosis,
errors like false positives or negatives and misclassification of the cancer subtype
significantly impact the well-being and quality of life of the patients, making them
undergo unnecessary treatments or delaying the correct diagnosis and the
postponement of necessary medical interventions [5,19]. [3,7,19] are some examples of
studies that provide evidence of the bias that AI models can suffer when trained with
datasets that do not represent the full spectrum of patients. In [19], the authors
demonstrated that Al algorithms applied to chest radiographs exhibit underdiagnosis
biases, particularly affecting intersectional underserved subpopulations. The authors
of [3] evaluated the generalizability of a deep learning system for screening
mammography on a local dataset and found that they could not fully replicate the
algorithm’s originally reported performance. More recently, in [7], Huang et al.
investigated fairness in deep learning models for breast cancer diagnosis and found
biases linked directly to the racial and ethnic composition of training datasets.
Collectively, these studies indicate that bias is a prevalent challenge in Al-driven
cancer diagnosis and underscore the urgent need for improvements in dataset diversity
and model validation.

At the same time, the increasing complexity and autonomy of Al-powered CAD
systems raise significant accountability concerns. When these tools contribute to
diagnostic errors, the consequences directly affect treatment plans and patient
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outcomes. However, determining who is responsible in such cases remains unclear. The
fault may lie with the developers, researchers, clinicians, or institutions that deployed
the systems. This ambiguity can hinder proper accountability and undermine public
confidence in the safety and reliability of Al in healthcare [2,6,17]. For instance, [2,17]
demonstrate that the multifaceted nature of Al systems complicates the assignment of
liability because the origin of the errors may come from different stages. Similarly, [14]
highlights that current accountability frameworks struggle to keep pace with the
autonomous capabilities of modern Al, leaving significant gaps in determining
responsibility.

3 Critical Reflection on Bias in Artificial Intelligence for Cancer Diagnosis

3.1 Personal Lens

Bias is a complex topic to address, especially in the healthcare domain. In the
context of cancer diagnosis, biased outcomes represent a serious concern, as diagnostic
errors can profoundly affect a patient’s trajectory, both medically and emotionally [5].
Bias is further exacerbated when Al-powered CAD systems are involved, whose
advertised objectivity and increasing influence on clinical decision-making may
obscure underlying errors. To mitigate this, Al models used in these systems must be
as unbiased as possible, and achieving this requires diverse and representative datasets
that include a wide range of variables, such as age, gender, ethnicity, and cancer
subtypes. Having a model trained on a dataset composed of the full spectrum of cases
enables it to acquire better knowledge of clinical variability and produce more
accurate outcomes. When this level of inclusivity is not met, it can significantly
impact a person’s life. In the case of a false positive or misdiagnosis of the cancer
subtype, the patient will undergo unnecessary invasive treatments, face avoidable
health expenses, and may take the place of someone who really needs it. On the other
hand, if a diagnosis is missed or delayed, cancer will progress untreated and may even
turn a potentially manageable condition into a fatal one, causing the loss of a human
life. Additionally, the model can be considered discriminatory due to the exclusion of
segments of the population. This not only exacerbates existing inequalities in
healthcare access and outcomes but also can lead to a global loss of confidence in
Al-powered CAD systems, making people question whether these systems should be
accepted and call into doubt the credibility of scientific research and technological
innovation, leading to feelings of frustration and despair. In more critical scenarios, a
lack of trust can threaten the adoption and continuity of these systems, resulting in
wasted resources, loss of prior research efforts, and job displacement.

As researchers in this field, the challenge of bias in AlI-powered CAD systems directly
impacts our values and actions. Transparency, fairness, effectiveness, and dignity are
some of the key principles that we consider essential for researchers when building these
AT models, especially since these systems are being designed to support decisions that
can extend or preserve human life. With this in mind, the worth of a human life is
paramount, and every design choice should reflect that priority. The development of
these models shouldn’t only focus on being faster and more innovative but also on
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serving a wide range of patients reliably. At the same time, we acknowledge that it may
be difficult, if not impossible, to cover the full spectrum of human variability in training
datasets, mainly due to legal, ethical, and logistical constraints. Still, these adversities
do not diminish the researchers’ responsibility to strive for equitable representation and
anticipate the risks of exclusion. This search for inclusiveness comes with trade-offs and
risks, such as slowing down progress and falling behind competitors, creating friction
in fast-paced innovative environments, or going against institutional pressures focused
on rapid publication or commercialization. Nonetheless, the integrity of research and
respect for the value of human lives must take precedence over these concerns. As a
result, thinking about this issue has deepened our sense of responsibility, and addressing
bias is not just a technical objective but a moral imperative, one that compels us
to advocate for inclusive data practices and greater transparency in reporting model
limitations.

3.2 Academic Lens

Academia can be seen as both a contributor to the problem of bias in Al and a
potential place for its resolution. The constant pressure to publish quickly, secure
funding, and produce innovative and marketable technologies often leads researchers
to prioritize faster development and novelty over inclusivity and ethical rigour [10].
While these choices are rarely made with malicious intent, they end up reinforcing a
culture where addressing bias is deprioritised. Additionally, systemic barriers such as
limited access to representative datasets and a lack of interdisciplinary collaboration
can significantly shape the direction of the research being conducted [6,22]. These
constraints can limit researchers’ ability to fully understand how their work connects
to its real-world impact on human lives. At the same time, academia frequently sets
the research agenda and influences which questions are asked and funded. For these
reasons, academia is the right space to meaningfully change processes, promoting
equitable Al, encouraging critical reflection, and emphasizing the importance of
fairness and transparency in scientific reporting [2,6, 14].

3.3 Political Lens

One of the main sources of research funding in academia is government or
politically influenced institutions [15]. These entities often shape the direction and
priorities of research projects, favouring those that promise innovation, field
leadership, and economic return [6, 15]. However, these criteria do not always align
with most ethical principles and can perpetuate bias in Al models. Furthermore,
policy-making and regulatory bodies normally set ethical boundaries only after
technological advancements have already been made. This delay allows researchers to
progress more “freely” without adequate consideration of ethical implications,
potentially worsening health outcomes of already underserved patients as biased tools
are adopted prematurely [1, 23]. Thus, political institutions and regulatory
interventions are essential to valuing fairness over innovation.
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3.4 Social Lens

The premature adoption of Al-powered CAD systems can have societal
consequences, particularly when their Al models are trained on datasets that
underrepresent certain populations or cancer subtypes. Patients belonging to these
groups face a greater risk of having a false outcome or a delayed diagnosis. As already
mentioned, the health disparities will exacerbate, and this will erode public trust in
these systems. When systems consistently fail minority groups, both patients and
clinicians will be sceptical about adopting other scientific advances that claim to be
objective but do not equitably serve everyone. However, resolving these issues requires
engagement with affected communities, transparency about model limitations, and
the application of techniques like synthetic data generation or fairness-aware
augmentation to develop a broader range of cancer subtype cases in scenarios where
representative data is unavailable [1,6,14].

3.5 Summary

Addressing bias in Al-powered CAD systems is not just a technical challenge but
also an ethical responsibility. From a personal lens, we believe that the value of human
life must always take precedence over the pressures of innovation. The consequences
of biased outcomes can deeply affect patients and entire communities, exacerbating
existing disparities in healthcare. While achieving fully representative datasets may
be difficult, attempting to obtain inclusiveness in Al development is essential, even if
it means slowing down progress or confronting institutional pressures. The principles
of research integrity, transparency regarding model limitations, and a commitment to
fairness must guide the development of these systems to ensure they serve all patients
equitably, regardless of their characteristics, background, or circumstances.

4 Critical Reflection on Accountability in Artificial Intelligence for
Cancer Diagnosis

4.1 Personal Lens

The AI models in CAD systems are extremely useful to help clinicians with cancer
diagnosis, improving the accuracy of the diagnosis and reducing the workload [5, 20].
However, when these systems fail by giving a false outcome, it might influence
whether a person gets a life-saving diagnosis or not, and blame can shift between
developers, researchers, clinicians, or institutions [2,17]. From our perspective, we do
not think accountability should be a game of deflection. If we are contributing to
building these tools, then we should also be thinking about how they will be used,
what their risks are, and who could be affected. Developers must clearly document
model behaviour and limitations; clinicians need to consider Al-powered CAD systems
as an assistant instead of relying 100% on them and have protocols for
double-checking Al output; institutions should establish incident-response procedures;
and researchers must design systems with built-in audit trails and error-logging. From
our point of view, only by clearly defining roles, maintaining transparency of decision
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logs, and anticipating failures can we guarantee accountability, security, and that
these technologies truly serve the patients who rely on them.

4.2 Academic Lens

Research institutions often lead technological advancements, measuring their
success through metrics such as novelty, publication volume, and grant acquisition.
Yet, long-term safety and responsibility for their downstream effects are factors that
tend to be poorly defined or deprioritised [9,24]. Publications regarding Al models for
cancer diagnosis are no exception and they may be published and promoted with
limited transparency about limitations, testing conditions, or intended use [6].
Therefore, when errors occur later in clinical practice, the accountability often shifts
to clinicians. This attitude challenges the credibility of academic research and raises
concerns about research integrity [17]. To address this gap, academia must look
beyond innovation and take responsibility for how their AI models are developed,
trained, validated, and distributed, including offering support in case of failure in
their algorithms. Explainable AI tools can support accountability by making model
predictions and reasoning processes more transparent to clinicians, enabling better
error detection and model trustworthiness.

4.3 Political Lens

Additionally, Al-powered CAD systems may be integrated into clinical workflows
before adequate governance frameworks are in place, exposing patients to unvetted
risks and with no clear policies outlining who is ultimately accountable. Moreover,
there is a tendency where regulatory bodies only act after failures occur and funding
institutions prioritize innovation and economic growth over ethical standards. These
factors contribute to a diffusion of responsibility, which leaves patients and frontline
clinicians bearing the risks. As a result, there is an urgent need to implement clear
accountability mandates, promote patient-centred regulations, and fund research that
values ethical oversight as much as performance [17].

4.4 Social Lens

From a social perspective, accountability is an important factor in protecting
patients when an Al model fails in a cancer diagnosis. Underrepresented groups may
be more likely to be misdiagnosed or excluded from training data, leading to
diagnostic errors that go unrecognized and unaddressed. These failures reinforce
existing inequalities in healthcare access, quality, and outcomes [1,6,21]. Furthermore,
ensuring that someone will take responsibility in case of a misdiagnosis improves
public trust in medical technologies. When patients know that someone is responsible
and that there are processes to respond to failures, they are more likely to feel safe
using and accepting Al-supported care [2,6,11,21].
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4.5 Summary

Accountability is an important ethical factor in Al-driven cancer diagnosis. When
these systems make mistakes, someone must be clearly responsible to protect patients
and maintain trust. This means defining roles, creating regulations, and ensuring
transparency throughout the research and deployment process. Without clear
accountability, the risks of harm, inequality, and public mistrust grow. If no one is
held accountable when AI fails, then the systems meant to save lives may end up
putting them at risk.

5 Final Remarks

AT holds transformative potential for cancer diagnosis, but its integration into
healthcare systems raises significant ethical concerns, particularly regarding bias and
accountability. This study has reflected how these issues intersect with different
lenses, such as personal values, academic responsibilities, political institutions, and
social consequences. While AI can support earlier and more accurate diagnosis, these
benefits are not guaranteed for all populations unless equity, transparency, and
responsibility are prioritized throughout the development of the AI models.

Academia acts both as a contributor to ethical risks when pressured by
innovation-driven incentives, and as a key site to promote critical scrutiny, fair data
practices, and interdisciplinary collaboration. Politically and socially, delayed
regulation, innovation-centric funding priorities, biased outcomes, and the lack of clear
accountability allow gaps in oversight that can harm underrepresented patient groups,
deepen health disparities, and erode public trust in medical technologies.

To ensure that AI tools genuinely serve all patients, ethical principles must be
embedded not only in the models but in the institutions and systems that create and
govern them. The future of Al in cancer diagnosis will be shaped not just by technical
breakthroughs but by the willingness of all stakeholders to take responsibility for its
impact.
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Abstract. The rapid deployment of 5th Generation (5G) networks across Europe presents
significant cybersecurity challenges that must be addressed to ensure the integrity of critical
digital infrastructures. The European Union (EU) 5G Toolbox provides strategic and technical
recommendations to mitigate risks and strengthen the resilience of 5G networks. This article is
based on an ongoing master’s thesis project that aims to investigate the implementation of the
Toolbox across EU Member States. Although the research is still in progress and does not yet
present final results, this paper outlines the objectives and initial scope of the study. The
analysis draws on strategic and technical measures described in official documents and
academic studies to support the thesis framework and to identify key implementation
challenges and future research directions.

Keywords: 5G networks - cybersecurity challenges - EU 5G Toolbox - resilience.

1 Introduction

The deployment of 5G networks across Europe has introduced unprecedented
opportunities for digital innovation, but it has also brought significant cybersecurity
challenges. In response, the EU launched the 5G Toolbox—a strategic framework
designed to assist member states in enhancing the security and resilience of their
national networks. However, the practical implementation of the Toolbox has
encountered various obstacles, including economic disparities, dependence on high-risk
suppliers, and misalignment between national and EU-level policies.

Despite previous studies addressing specific aspects of 5G infrastructure, there
remains a notable research gap regarding the analysis of regional barriers and the
identification of best practices to support a harmonized adoption of the Toolbox’s
recommendations. The rapid expansion of 5G services across the EU has amplified the
urgency of addressing these gaps to ensure secure and cohesive network deployment.

This article seeks to fill that gap by analyzing the current state of implementation
of the EU 5G Toolbox across Member States. It identifies the key challenges hindering
uniform adoption, such as economic and technological asymmetries, and offers
strategic and technical recommendations to strengthen Europe’s digital infrastructure.
These themes also define the core objectives of an ongoing master’s thesis, which uses
this article as a foundation to explore in depth the barriers to harmonization and the
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cybersecurity implications of fragmented implementation. Although final results are
not yet available, the article outlines the scope and relevance of the thesis project,
serving as an exploratory basis for future academic research and policymaking.

2 State of the Art

This section reviews the existing literature on cybersecurity in the context of 5G
networks and the implementation of the EU 5G Toolbox. The analysis aims to identify
the main approaches and challenges discussed in previous studies, offering an overview
of research addressing 5G network security, the policies adopted by the member states
of the EU, and the measures proposed to mitigate cybersecurity risks. By presenting
relevant works, this section establishes the theoretical foundation and necessary context
to understand the evolution and advancements in the implementation of the EU 5G
Toolbox.

2.1 Key Documents

In [9], the authors present a fundamental document published by the Network and
Information Systems (NIS) Cooperation Group in 2020. It describes strategic and
technical measures aimed at mitigating risks in 5G networks, emphasizing supplier
diversification, strengthening national cybersecurity capabilities, and ensuring
resilience through technical standards.

The document [2], released by European Union Agency for Cybersecurity (ENISA)
in 2021, complements the Toolbox by providing detailed security requirements and
implementation guidelines under the framework of the FEuropean Electronic
Communications Code (EECC). This document highlights practical steps for member
states to adopt measures such as supplier risk assessments and secure network
virtualization protocols. The following figure illustrates the overall Toolbox structure
along with its corresponding mitigation measures.

MITIGATING MEASURES

Contribute Enable, assist
to the Strategic Technical and improve
mitigation measures measures effectiveness of
of :
* Regulatory » Baseline network
powers security
* Third party + 5G specific
May be suppliers network security Enabled,
mitigated by - o o supported or
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of suppliers and certification effective with
* 5G supﬁly and * Resilience and support of
value chain continuity

Fig. 1. 5G Toolbox Structure and Mitigation Measures (source: [2, p. 10]).
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The document [4], presented at the ENISA Telecom Security Forum in 2024, focuses
on the harmonization of policies among Member States. It underscores the importance
of collaborative approaches to mitigate risks and protect critical infrastructures against
emerging threats.

2.2 Related Work

Several academic studies have addressed 5G cybersecurity from different
perspectives. Rogalski emphasizes the importance of defining clear criteria for
evaluating supplier security, advocating for comprehensive and rigorous risk
assessment processes to strengthen the reliability and resilience of 5G networks [7].

D’Alterio et al. analyze the evolving cybersecurity landscape of 5G networks,
offering valuable insights into risk mitigation strategies designed to address emerging
and increasingly complex threats [5].

Kadena et al. analyze the technical vulnerabilities inherent in 5G networks in Europe
and propose regulatory solutions to close security gaps. Their study highlights the need
for rigorous compliance frameworks to ensure the resilience of national infrastructures
3].

Soldani discusses the transformative impact of 5G on security paradigms in ICT,
focusing on emerging challenges in the protection and resilience of critical
infrastructures. He emphasizes the importance of collaborative approaches among
stakeholders to effectively address the cybersecurity threats associated with 5G [1].

Géabris and Hamulak explore the relationship between digital sovereignty and
cybersecurity, using Slovakia as a case study to illustrate national approaches to 5G
security. They argue that digital sovereignty must be understood as the power to
control services critical to the state’s interests and stress the importance of aligning
national strategies with EU legal and technical frameworks such as the 5G
Toolbox [13].

Tang et al. conduct a systematic analysis of 5G networks, focusing on core network
security. Their study identifies significant architectural challenges and proposes
technical solutions to reinforce the protection of 5G core infrastructure, which is
essential for the defense of critical systems [10].

Radu and Amon examine risk-based approaches to 5G governance, highlighting the
value of effective policy frameworks. They argue that adopting flexible, risk-based
strategies can enhance network resilience and support the harmonization of
cybersecurity policies across EU member states [11].

Qose and Zoltan also investigate global supply chain challenges in the 5G context,
addressing both legal and technical aspects. They emphasize the importance of clear
regulation and proactive risk mitigation strategies to reduce dependence on high-risk
suppliers [12].

Husi¢ and Barakovié¢ provide a practical perspective from telecom operators on the
key threats facing 5G networks and countermeasures adopted to mitigate them. The
paper discusses actionable security measures to improve the resilience of telecom
infrastructure from an operational standpoint [6].
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Robles-Carrillo provides a critical examination of EU policy frameworks for
establishing secure and resilient 5G infrastructure, identifying significant challenges
and shortcomings in their practical implementation across Member States [8].

In summary, the existing literature covers key dimensions of 5G security, including
technical vulnerabilities, digital sovereignty, governance models, and supply chain risks.
These studies form a foundational basis for understanding the obstacles to harmonized
implementation of the EU 5G Toolbox and contribute to the development of future
strategies for securing Europe’s digital infrastructure.

3 Overview of the EU 5G Toolbox

The EU 5G Toolbox, introduced in 2020, comprises a comprehensive set of measures
aimed at enhancing the security and resilience of 5G networks [9]. These measures are
categorized into two main groups:

3.1 Strategic Measures

The implementation of strategic measures is essential to strengthen the security and
resilience of 5G networks across the EU. One critical approach is supplier diversification,
aimed at reducing dependency on single suppliers, particularly those considered high-
risk, to enhance supply chain security. Promoting a balanced market not only fosters
competition and innovation but also mitigates potential geopolitical risks.

Another key strategic measure involves rigorous supplier risk assessments. Member
states are encouraged to implement thorough assessment protocols to identify both
technical and non-technical risks presented by suppliers. These assessments should take
into account factors such as the legal obligations that suppliers may have in their country
of origin, which could influence their trustworthiness and operational independence.

Additionally, developing national resilience strategies is vital. Member states
should create comprehensive contingency plans and ensure the protection of critical
network assets. These resilience strategies must be aligned with EU objectives to
ensure consistency, interoperability, and overall effectiveness of the cybersecurity
framework of the Union.

Together, these strategic measures contribute to a more robust, secure, and resilient
European digital infrastructure.

3.2 Technical Measures

The adoption of technical measures is fundamental to ensuring the security and
resilience of 5G infrastructures across the EU. A primary focus is the definition of
minimum security requirements for 5G equipment and networks, encompassing
aspects such as software integrity verification and the secure management of Network
Function Virtualization (NFV) systems. Establishing these baseline standards is
crucial to maintaining consistent levels of protection across all member states.

In addition to security standards, the implementation of standardized certification
schemes is proposed. These certification protocols are intended to validate compliance
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with EU cybersecurity standards, thus creating a reliable framework to assess and
ensure the security of 5G components and systems.

In addition, continuity and resilience planning play a vital role in protecting network
operations. Member states are encouraged to develop robust contingency mechanisms
and disaster recovery plans to ensure uninterrupted service in the face of disruptions or
cyber incidents.

Together, these technical measures aim to establish a harmonized yet adaptable
framework capable of protecting 5G infrastructures throughout the EU.

4 Challenges in Implementation

This section addresses the main obstacles faced in the implementation of the EU
5G Toolbox by the Member States of the EU. Although the Toolbox provides
comprehensive guidelines for strengthening cybersecurity in 5G networks, its
application faces a series of economic, political, and technical difficulties that vary
significantly between countries. This analysis forms part of a master’s thesis currently
in progress, and while it does not yet present results, it aims to support the ongoing
development of the research.

Among the challenges analyzed, economic disparities are particularly significant.
Differences in financial and technical resources between member states hinder the
uniform implementation of Toolbox, with smaller economies facing challenges in
diversifying suppliers due to cost constraints [3]. In addition to these economic factors,
dependence on high-risk suppliers remains a major issue. Some member states are
heavily dependent on specific vendors, thus increasing their exposure to supply chain
vulnerabilities and geopolitical risks [9].

Coordination challenges also arise when attempting to align national cybersecurity
policies with EU strategies. The European Commission report [4] highlights the
complexity of reaching consensus on priorities and resource allocation between
different stakeholders, illustrating the logistical and political barriers that impede a
harmonized approach.

Furthermore, the emergence of sophisticated cyber threats compounds the existing
challenges. Recent studies [12], [6] identify new risks such as Al-driven attacks and an
increased reliance on international suppliers, emphasizing the urgent need for continuous
updates to existing security frameworks.

5 Discussion and Future Directions

This section presents a critical analysis of the results and proposes pathways to
strengthen the implementation of the EU 5G Toolbox. Based on identified best
practices, it highlights effective strategies adopted by Member States and offers
recommendations to address ongoing challenges.

Several Member States have successfully implemented the Toolbox by diversifying
suppliers and establishing robust regulatory frameworks. Countries such as Germany
and France have adopted policies to reduce dependence on high-risk vendors [4], [3],

23



while the United Kingdom’s rigorous security assessments serve as a reference for
aligning national practices with EU recommendations [1].

To enhance integration and consistency among Member States, measures such as
the creation of centralized platforms for knowledge sharing, joint procurement
initiatives to support smaller economies, and targeted financial and technical
assistance are suggested. Additionally, continuous adaptation of the Toolbox remains
essential to address emerging threats like Al-driven cyberattacks and quantum
computing vulnerabilities. These reflections are part of an ongoing master’s thesis and
are based on publicly available data, with final results still pending.

In this context, further research will focus on developing document-based compliance
indicators derived from the analysis of official reports by EU institutions and Member
States, enabling comparative assessments of Toolbox implementation. Complementary
qualitative and quantitative analyses of national progress reports will help identify
gaps, best practices, and recurring patterns. Finally, the construction of a comparative
matrix, using information from sources such as the European Commission, ENISA, and
the NIS Cooperation Group, will support a broader evaluation of strategic and technical
measure adoption across Member States.

It is expected that these approaches will contribute to a more accurate diagnosis of
Toolbox implementation and support the development of recommendations to enhance
public policies and strengthen the resilience of critical 5G infrastructures within the
European Union. Future work will aim to consolidate the collected data, validate the
proposed indicators, and advance the comparative analysis.

6 Conclusion

This study highlighted the crucial role of the EU 5G Toolbox as a strategic tool to
mitigate cybersecurity risks and strengthen the security of 5G networks within the
EU. Although it has proven to be a comprehensive and robust framework, its
implementation has been marked by significant challenges, particularly due to
economic differences between member states and the persistent dependence on
high-risk suppliers. This inequality in adoption highlights the need for more
coordinated policies and technical and financial support mechanisms that would
enable a more uniform application of the proposed guidelines.

The analysis also showed that, in addition to economic disparities, the difficulty of
aligning national strategies with EU recommendations hinders a harmonized approach
to cybersecurity. Logistical and political challenges still obstruct the building of
consensus on security priorities and resource allocation. These difficulties could
undermine the resilience of 5G networks across the bloc, especially in light of the
growing use of critical technologies that require secure and reliable infrastructures.
Therefore, it is recommended to create centralized platforms for sharing best practices
and to carry out joint initiatives that could benefit smaller economies.

However, the rapid evolution of cyber threats represents an ongoing risk that
necessitates the constant updating of Toolbox’s guidelines. With the emergence of
more sophisticated attacks driven by artificial intelligence and the looming challenges
related to quantum computing, it is imperative to invest in the research and
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development of new protection technologies. Future research should focus on
promoting greater integration among member states, harmonizing policies and
practices, and fostering international partnerships and the adoption of essential
technological innovations. In doing so, it will be possible to ensure a secure, resilient
digital infrastructure aligned with emerging technological advancements, safeguarding
the competitiveness and security of the EU in an increasingly challenging global
landscape.
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Abstract. The aging global population presents challenges in the management of
neurodegenerative diseases such as dementia. This paper describes the development of a
wearable system that aims to monitor and support elderly individuals with dementia. Key
functional requirements were identified, leading to the creation of an initial functional
prototype. The system integrates specific sensors such as BMI270, MAX30101, and
SAM-M10Q), as well as the use of artificial intelligence to continuously and accurately monitor
health indicators such as heart rate, blood oxygen levels, and daily activities. Focused on
comfort and usability, the device is non-intrusive and suitable for continuous wear. Machine
learning algorithms process the collected data to enable reliable activity recognition and health
monitoring. Although user-based usability tests have not yet been performed, ergonomic and
design studies have guided prototype development. The preliminary results of internal technical
tests indicate stable sensor data acquisition and successful wireless communication using
Bluetooth Low Energy (BLE). These results support the feasibility of the system and prepare
the next development phase, which focuses on optimizing the hardware for a compact PCB
(Printed Circuit Board) together with the redesign of the three-dimensional model, prioritizing
its usability according to the ergonomic studies carried out.

Keywords: Wearable Devices - Dementia - Artificial Intelligence - Inclusive Design .

1 Introduction

The evolution of wearable technology is increasingly supporting the diagnosis and
monitoring of neurodegenerative diseases such as dementia [8]. Dementia causes
progressive cognitive decline and early dependence on caregivers, who often face
significant physical and emotional challenges [2]. With an aging global population, the
prevalence of dementia continues to rise. Therefore, monitoring systems that provide
real-time data can help caregivers deliver more responsive and personalized care [10].
The project "Platform for Routine Measurement and Monitoring of Activity in
Elderly People with Dementia" aims to develop and validate a new system for
monitoring location and daily activities among elderly individuals with dementia,
combining technological innovation with a user-centered design approach. This paper
is organized into four sections. Section 2 “Methodology”, outlines the approach used
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to achieve the stated goals, Section 3 “Development” presents the the progress made
in hardware, software, artificial intelligence (Al), and design. Finally, Section 4
“Future Work” describes the next steps planned to advance the system based on the
defined methodologies.

2 Related work

Recent studies have demonstrated the increasing relevance of wearable technologies
in enabling non-invasive, real-time monitoring of vulnerable populations, particularly
those at risk for neurodegerative diseases. For example, accelerometer-based devices
have been used to assess the impact of moderate physical activity on cognitive
performance in individuals with Parkinson’s disease, revealing improvements in
visuospatial skills, memory, and executive function [6]. Additionally, multi-modal
wearable systems have been developed to detect behavioral symptoms of dementia,
such as agitation and aggression, with personalized sensor configurations significantly
enhancing model performance for activity classification [7]. A recent systematic review
titled “Advancing Remote Monitoring for Patients With Alzheimer Disease and
Related Dementias” offers a comprehensive evaluation of remote monitoring
technologies for dementia care. The review highlights promising developments in
wearable devices, home-based sensors, and telehealth platforms, but also emphasizes
key challenges such as digital literacy barriers, sensory impairments, and technological
accessibility. The authors show the importance of adapting user interfaces and
involving caregivers and clinicians early in the design process to ensure adoption,
usability, and equity [11].

3 Methodology

As part of a wider system represented in Fig. 1 under development, two wearable
devices are being developed: and In-ear Wearable Device (HowMI) [5], and a Wrist
Wearable Device [9]. This paper focuses on the Wrist Device, which has functional
requirements aimed at continuously monitoring heart rate, blood oxygen saturation,
step count, sleep patterns, real-time location, falls, and emergency situations. Its
development is also guided by four domains of non-functional requirements: physical,
emotional, cognitive, and implementation success. Various sensors are used to obtain
these monitoring parameters, such as the BMI270 for motion tracking [3], the
MAX30101 for heart rate and blood oxygen saturation measurements [1], and the
SAM-M10Q for outdoor geolocation via Global Navigation Satellite System
(GNSS) [12]. Indoor localization is done through Bluetooth Low Energy (BLE)
communication with devices previously placed in known rooms of a building. Data
acquisition is managed by embedded software running on a microcontroller, with
real-time encrypted data transmission enabled via Bluetooth Low Energy (BLE). The
collected data are sent to a nearby base station and then transmitted to a central
Al-based processing platform, where machine learning algorithms analyze the data to
recognize activity patterns and detect anomalies. Processed information is made
available through a secure web portal, allowing caregivers and healthcare professionals
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to monitor users remotely and in real time. Fig. 1 illustrates the intended operation of
the system, showing the flow of information from the wearable devices to the central
Al engine and the interface used by caregivers. The system is designed for deployment
in diverse care environments, including senior residences and private homes.
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Fig. 1. Overview of the project system

4 Development

This section outlines ongoing improvements to a wearable device designed for
monitoring elderly people with dementia. The development focuses on refining both
hardware and software to enhance system performance, user comfort, and sensor
integration. Key updates include ergonomic redesigns to improve wearability,
expanded data acquisition to support more robust AI model training, upgraded
communication protocols for secure and efficient data transmission, and optimized
power management to extend device autonomy.

4.1 Hardware and Software

A functional prototype of the wearable device was developed using development
boards for the selected sensors, organized into three main modules. Each sensor was
individually programmed and tested: the BM270 [3] for recording steps, distance, and
inertial data; the SAM-M10Q [12] for acquiring geolocation outdoor and time
information; and the MAX30101 [1] for high accuracy heart rate and blood oxygen
saturation measurement. Indoor location was tested by sending and receiving
location-relevant information via BLE protocol. A real-time operating system (RTOS)
was used to manage sequential data acquisition, and the BLE protocol was
implemented and evaluated for encrypted wireless transmission to external devices.
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4.2 Usability and Ergonomic Design

Several 3D models and test prototypes were developed to optimize the sensor layout
and overall device dimensions, addressing constraints such as mechanical tolerances
and space allocation for connectors. After approximately thirty iterations, a functional
model was achieved, as shown in Fig. 2. A square or rectangular form factor was initially
selected, as it proved more suitable in terms of component arrangement and usability,
although special attention was required to ensure comfort during daily use. A smaller
screen size was also chosen to match the anatomy of the adult wrist, contributing to
a more compact and comfortable device. Final validation will be carried out through

usability testing with elderly and their caregivers to gather more accurate and practical
feedback.

55 mm

Fig. 2. 3D representation of the final functional model with general dimensions

4.3 Activities Recognition

Al techniques were developed to support real-time activity recognition and
anomaly detection [4]. Machine learning models, such as Support Vector Machines
(SVM), Random Forest (RF), K-Nearest Neighbors (KNN), Logistic Regression,
Gradient Boosting (XGBoost, Light GBM), were trained on publicly available datasets
of wearable sensors to classify activities including walking, sleeping, eating, and
hygiene-related tasks. A total of 30 datasets were analyzed, varying in sensor types,
activity coverage, participant demographics, and recording duration. Most datasets
featured healthy adults, with only a few including elderly individuals or long-term
recordings.

Deep learning, including Convolutional Neural Networks (CNNs), Long Short-Term
Memory (LSTM), and Gated Recurrent Units (GRU), were also explored to improve
the recognition of more complex behaviors. Training was conducted using an 80/10/10
split for training, validation, and testing and standard metrics including precision, recall,
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F1-score, accuracy, and confusion matrices were used for performance evaluation, with
macro and weighted-averages reported to account for class imbalance.

Tree-based models, namely XGBoost and Light GBM performed well for common
activities and imbalanced datasets, achieving average Fl-scores of 0.91 and 0.90,
respectively. Deep learning models, particularly GRUs, showed superior accuracy in
capturing temporal dependencies and recognizing transitions between complex
activities, reaching an F1-score of 0.94 and the highest recall among all models tested.

In addition to activity recognition,this study also explored the application of
unsupervised learning approaches to detect deviations from users’ typical daily
routines. These methods do not rely on labeled anomaly data, making them
particularly suitable for healthcare contexts where anomalous events, such as changes
in sleep patterns, skipped meals, or irregular mobility, are rare, variable, and difficult
to annotate.

Models were trained exclusively on synthetic data representing normal behavior,
allowing them to learn baseline routine patterns. Subsequently, deviations were
identified based on reconstruction errors or prediction discrepancies, which may reflect
early signs of health deterioration, such as increased inactivity, agitation, or disrupted
sleep. These Al capabilities enhance the system’s ability to monitor daily activities
continuously and to provide early alerts to caregivers and healthcare professionals.

Two main strategies were evaluated. The first was a GRU-based autoencoder where
anomalies were detected based on reconstruction error, with a threshold defined at
the 95th percentile of errors on the training set. A day was flagged as anomalous if
more than 10% of its time steps were incorrectly reconstructed. This model achieved an
overall accuracy of 92%, a recall of 99% for anomalies, but lower precision (39%), due
to a significant number of false positives, especially when the proportion of anomalous
intervals per day was low (5%).

The second approach used a GRU-based sequence-to-sequence model with
temporal embeddings and an attention mechanism to predict the next activity in a
30-step sequence. Anomalies were identified as mismatches between predicted and
actual activity codes, using an error threshold defined as the mean plus two standard
deviations of training errors. This method achieved near-perfect precision (99%) in
identifying normal routines and high anomaly recall, but also suffered from false
positives when anomaly presence was subtle.

While the results are promising, one key limitation remains, the lack of real-world
datasets involving individuals with dementia.

5 Future Work

The work next step involves analyzing the device’s current model to align its
technology and design, considering wrist anthropometry to create a final model
suitable for the elderly. Key elements like buttons and straps will be studied for
usability, with textures and colors differentiating button functions, and a safety
system added to the strap to prevent accidental removal. Development will also focus
on creating an extensive dataset for monitoring dementia, integrating advanced Al
techniques to improve real-time monitoring. Data will be structured and stored via
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BLE on smartphones. Efforts will prioritize optimizing data acquisition algorithms,
reducing power con-sumption, and enhancing communication protocols, including
testing LoRa (Long Range) with AES-CTR (Advanced Encryption Standard -
Counter) encryption for security. A hardware redesign will integrate sensors on a
compact PCB (Printed Circuit Board). Software improvements will add features,
optimize data processing, and enhance energy efficiency, aiming to deliver a
cost-effective, user-beneficial product. Although the project is still in development
stages, future work will also include usability testing with real users to assess
interaction and integration into daily routines. Ethical and regulatory aspects such as
informed consent, data privacy, and compliance with relevant standards will also be
addressed in collaboration with partner institutions.
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Abstract. HowMI is a modular in-ear wearable device in early development, designed to
enable continuous health monitoring for individuals living with dementia. The device aims to
non-invasively measure key vital signs, including heart rate and body temperature, using
integrated photoplethysmography and infrared sensors. Design requirements were defined
through a systematic literature review and organized into physical, emotional, and cognitive
domains, guided by user-centered and inclusive design principles. Based on these requirements,
a compact hardware architecture was established, featuring an ESP32 microcontroller and
Bluetooth communication for real-time data transmission. A physical prototype is currently
under development to test sensor integration and evaluate potential configurations for optimal
placement within the ear canal. The HowMI device is conceived as part of a broader modular
system, which includes a wrist-worn unit and an Al-based platform for data processing and
caregiver support. These initial developments lay the groundwork for future ergonomic studies,
sensor performance analysis, and user validation.

Keywords: Wearable Device - Dementia - Vital Signs - Inclusive Design

1 Introduction

Globally, more than 55 million people live with dementia [7], and an even greater
number of caregivers are also affected by the disease. As the condition progresses, the
caregiver’s role becomes increasingly complex, with physical and emotional
exhaustion, isolation, and depression being common [5]. Wearable technology can offer
valuable support in monitoring this health condition. This research continues the
development of a wearable device called “HowMI - Home Wearables and Monitors
Integrated”, designed to enhance end-user confidence by providing healthcare
professionals with an innovative and more accurate care management tool, enabling
faster responses in emergency situations [2]. This short paper presents the
technological approach, the preliminary studies, and the future directions of the
device in the context of dementia care.

2 Methodology

As part of a broader system under development, two types of wearable devices are
being created: an In-Ear Wearable Device (HowMI) [2] and a Wrist Wearable Device
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[8,9], each is designed to monitor specific physiological and behavioral parameters.
While the overall system integrates both devices, this paper focuses specifically on the
preliminary development of the HowMI. To support this system-level approach, the
overall architecture is illustrated in Fig. 1.
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Fig. 1. Overview of the project system.

It highlights the integration between the wearable devices and the supporting
technological infrastructure. Data collected by the devices is transmitted wirelessly to
base stations or beacons, then relayed to a central artificial intelligence (Al)
engine [1]. This engine performs real-time data analysis, enabling anomaly detection
and generating alerts. Processed information is securely made available through a web
portal accessible to caregivers and healthcare professionals. The modular nature of the
system ensures that each device can operate independently or in combination,
allowing flexible deployment in different care settings, such as private homes or senior
residential facilities.

The development of HowMI followed an iterative process guided by user-centered
and inclusive design principles, with an emphasis on safety, usability, and efficiency for
elderly individuals with dementia. Given the early stage of development, direct
involvement of end users was deferred. Instead, initial design requirements were
derived from a systematic literature review [3], which synthesized the common needs,
preferences, and challenges faced by individuals with dementia and their caregivers.
Hardware and software development proceeded in parallel. The current prototype of
HowMI integrates temperature and heart rate sensors, selected for their relevance in
early detection of physiological changes and their suitability for continuous,
non-invasive monitoring in dementia care contexts.
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3 Preliminary Studies

In this section, we present the preliminary studies that served as the foundation for
our project development.

3.1 Product Design

To support this research, a systematic literature review was undertaken to explore
current trends and challenges in the use of wearable technology for dementia care.
The review underscored the emerging potential of ear-based devices such as smart
earphones and hearing aids in monitoring key physiological indicators, including heart
rate, oxygen saturation, and body temperature. In response to identified limitations in
existing solutions, a conceptual design framework was developed, based on user-centered
and universal design principles. The resulting requirements were organized into three
core domains: physical, emotional, and cognitive. Furthermore, the specific requirements
for the HowMi device emphasize the importance of a user-friendly interface, broad
adaptability across users, and continuous real-time health data monitoring to enable
timely intervention [3].

3.2 Hardware

As a first objective in validating the HowMi device, the development and
optimisation of the previously designed in-ear device were carried out, with particular
emphasis on the hardware. The aim was to reduce the physical dimensions of the
device and address any potential limitations without compromising the accuracy of
essential biometric data measurements, such as body temperature and oxygen
saturation.

As a result of this optimisation, it was possible to reduce the overall length by
approximately 1.84 mm, the maximum width by 1.25 mm, and the thickness by 0.6 mm.
Two sensors were used, arranged perpendicularly: one infrared sensor, MLX90632 [6],
positioned to face the eardrum in order to measure body temperature, and a second
photoplethysmography (PPG) sensor, MAX30102 [4], placed in contact with the ear
canal to measure heart rate and oxygen saturation.

At this stage, a state-of-the-art review was also conducted to identify the most
recent sensory technologies applied in wearable devices, with a particular focus on in-ear
solutions. To ensure both relevance and up-to-date information, only articles published
from 2019 onwards were selected, written in English and with full free access. The
inclusion criteria targeted studies addressing technologies related to the measurement
of body temperature, blood oxygen saturation, or heart rate.

This review enabled the exploration of the currently available sensory technologies
and a better understanding of their limitations. Two technologies were identified for
measuring body temperature in the ear canal: infrared and contact-based. Infrared
sensors are limited in that incorrect alignment with the ear canal may lead to inaccurate
readings, while contact-based technology requires larger devices that fully occupy the
ear canal.

36



For heart rate and oxygen saturation, photoplethysmography (PPG) technology was
observed, which requires contact with the skin for measurement. A notable limitation
of this method is that minor movements may interfere with the readings, leading to
measurement errors.

The sensors communicate with an ESP32 microcontroller via the I?C protocol, and
the device transmits the data via Bluetooth to a mobile phone.

4 Future Work

Future work will focus on advancing the development of the HowMI in-ear
wearable device through a series of targeted technical and usability enhancements. A
key next step involves conducting a detailed anatomical study of the human ear using
3D models reconstructed from computed tomography (CT) scan data. This analysis
will provide critical measurements to optimize the ergonomic fit of the device and
ensure user comfort, particularly for long-term use by individuals with dementia. In
parallel, a prototype is being developed to support initial testing of the integrated
sensors. This prototype will allow the evaluation of sensor performance in an in-ear
environment, with particular attention to accuracy, signal stability, and sensitivity to
movement. Comparative testing of different sensing technologies and configurations
will be conducted to identify the most suitable solutions in terms of precision, energy
efficiency, and mechanical compatibility with the ear canal. Further efforts will also
address the integration of the in-ear device within the broader HowMI system
architecture. This includes refining data transmission protocols, enhancing
interoperability with the wrist-worn device, and ensuring seamless communication
with the central Al-based data processing platform.
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Abstract. This paper presents an interactive web-based platform for industrial predictive
maintenance leveraging machine learning techniques. The system integrates real-time sensor
data from manufacturing equipment to provide accurate failure predictions, significantly
minimizing unplanned downtime. The technical architecture combines React/Next.js frontend
with PostgreSQL database storage and Supabase authentication. Five supervised learning
algorithms — Logistic Regression, K-Nearest Neighbors, Support Vector Machines, Random
Forest, and XGBoost — were evaluated using the AI4I 2020 Predictive Maintenance dataset,
with particular attention to class imbalance addressed through SMOTE resampling techniques.
Model performance was comprehensively assessed using metrics as accuracy, Area Under Curve
(AUC), F1 score, with hyperparameters tuned via Grid Search to prioritize recall and minimize
critical false negatives. The resulting interactive dashboard delivers continuous monitoring of
machine health through dynamic charts, visualization tools, and automated alerts. Preliminary
results demonstrate this solution’s can significantly reduce operational costs, extend equipment
lifespan, and improve overall manufacturing efficiency within Industry 4.0 environments.

Keywords: Predictive Maintenance - Machine Learning - Industry 4.0 - Web Dashboard -
IoT

1 Introduction

Predictive maintenance is becoming increasingly important in the industrial sector,
especially within the context of Industry 4.0. With the help of digital technologies
and continuous equipment monitoring, companies can optimize processes and reduce
operational costs. Unlike traditional maintenance strategies that typically fall into two
categories: (a) corrective (or reactive) maintenance — often referred to as "fail-and-fix" —
where equipment is repaired only after a failure occurs and (b) preventive maintenance,
which schedules interventions based on predefined intervals or the expected lifespan of
components. While commonly used, these methods can be inefficient, as they may lead
to unnecessary part replacements, resulting in wasted resources, or worse, unexpected
equipment failures that disrupt production [2], [1].

Predictive Maintenance (PdM) analyzes operational machinery data to determine
optimal maintenance windows. Through condition-based monitoring and failure
forecasting, PAM enables just-in-time interventions that minimize disruptions while
maximizing equipment availability [3].

In this context, the present work introduces a digital platform that predicts
industrial machine failures using user-selectable machine learning models and a
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web-based dashboard that allows real-time monitoring of sensor data, machine status,
and prediction outcomes, enabling proactive maintenance scheduling before
breakdowns occur, supporting efficient maintenance planning aligned with Industry
4.0 principles.

2 Architecture

Dashboard
Machines
KPI's:
Sensors: 12 I\OAF;?-nriet‘;Irci}rTaI; ff|t<3|ency Information:
1. Air Temperature ’ g system 1. Operational metrics;
Performance

2. Process Temperature .
3. Rotational Speed 3. Machine Health Status

— 4. Impact on Operations

2. Failure predictions;

3. Real-time alerts.
4. Torque

5. Tool Wear

1 Users:

1. Admin: Access to everything

2. Manager: Access to project and machines
3. Member: Visualization

Anomaly Detection
using Al

Advantages:
1. Reduction of unplanned downtime;
2. Efficient planning of proactive maintenance;
3. Optimized utilization of available resources;
4. Data-driven decision support, contributing to more sustainable and effective long-term
operations.

Fig. 1. Overview of the predictive maintenance platform, showing sensor data acquisition, Al-based anomaly
detection, dashboard features, and operational advantages.

The system, illustrated in Fig. 1, presents a predictive maintenance architecture
designed to monitor industrial machines and enable data-driven decisions. Sensor data
variables such as air temperature, process temperature, and tool wear are collected in
real-time, and then is analyzed using Al-based anomaly detection methods to identify
early failure signs. This information feeds into a web-based dashboard displaying
real-time KPIs such as operational efficiency and machine health per sector or
machine. Developed with modern web technologies, the frontend uses React.js with
Next.js App Router and Tailwind CSS, while the backend employs Next.js API
Routes. Supabase manages authentication and PostgreSQL database operations via
Prisma ORM. Highcharts powers dynamic data visualizations. Model training and
validation and testing used the AI4I 2020 dataset from the UCI Repository with a
split of 80/10/10, respectively. The ML pipeline includes data analysis and
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preprocessing with Pandas, NumPy, Matplotlib, and Seaborn, while Scikit-Learn and
Imbalanced-Learn (with SMOTE) handled modeling and class imbalance. Evaluated
models included Logistic Regression, K-Nearest Neighbors (KNN), Support Vector
Machine (SVM), Random Forest, and XGBoost.

3 Results
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Fig. 2. Example of the dashboard presented to the user, showing model predictions, machines health, and risk
of eminent failure.

The implemented predictive maintenance dashboard, shown in Fig. 2, offers an
intuitive interface for monitoring machine health and predicting potential failures.
The system tracks multiple machines and forecasts failures across all units. Four
charts like Failure Trends, most common failure, mahcine Health and Model Failure
Comparison display key information, such as failure trends and historical data,
allowing users to monitor machine conditions over time. These trends help detect
early signs of potential failures if certain metrics deviate from normal patterns,
enabling proactive interventions.

The dashboard also includes a section that visualizes the distribution of common
failure types, providing an overview of the most frequent failure points. This allows
maintenance teams to anticipate and prioritize issues effectively.

The machine health status section delivers real-time risk assessments, accompanied
by actionable recommendations. This feature supports proactive maintenance planning
by forecasting failures and suggesting maintenance actions up to several days in advance.

As shown in Table 1, the results demonstrate strong performance across all models,
with XGBoost consistently achieving the highest scores (ACC: 0.982-0.985, AUC:
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Table 1. Model Performance Comparison

Metrics KNN SVC RFC XGB
ACC 0.956 0.968 0.978 0.982
Validation AUC 0.956 0.993 0.998 0.999
F1 0.957 0.969 0.978 0.982
F2 0.957 0.968 0.978 0.982
Neighboors 1 - - -
Parameters C - 100 - -
Gamma - 1 - -
Learning Rate - - - 0.1
N¢ Estimators - - 700 500
Max Depth - - 10 5

0.999). Random Forest closely follows as the second-best performer. While KNN and
Logistic Regression show lower metrics, they still maintain respectable accuracy above
0.92. All models demonstrate good generalization with minimal differences between
validation and test scores. XGBoost emerges as the optimal choice for this
classification task, offering the best performance across all evaluation metrics.
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Abstract. The increasing complexity and frequency of cyber threats require innovative and
adaptive approaches to Incident Response. Traditional methods often fail to address the speed
and sophistication of modern cyberattacks. Intelligent and autonomous defence mechanisms are
critical as adversaries employ more dynamic and evasive techniques. This paper explores the
Autonomous Cyber Defense Agents concept, focusing on those that utilise Reinforcement
Learning (RL) to facilitate Dynamic Incident Response. RL enables agents to learn optimal
strategies through continuous interaction with their environments, allowing them to adapt
quickly to emerging threats. By designing and using realistic, simulated cyber environments for
training, organisations can equip RL agents with the capabilities required for proactive threat
detection, decision-making, and response execution. The proposed approach aims to bridge the
gap between current reactive security practices and the future of self-learning autonomous
cyber defence.

Keywords: Incident Response - Reinforcement learning - Autonomous Defense Agents
Cybersecurity

1 Introduction

The increasing sophistication and frequency of cyberattacks have highlighted the
need for more adaptive and intelligent approaches to Incident Response. Traditional
methods, which rely on predefined procedures and manual interventions, are
increasingly inadequate against modern threats such as Advanced Persistent Threats
(APTs) and zero-day exploits [4]. These evolving challenges require faster, more
flexible, and automated response mechanisms.

Artificial Intelligence (AI) is increasingly being leveraged in Incident Response to
improve threat detection, accelerate reaction times, and automate routine tasks [6].
Machine learning techniques assist in identifying anomalies, classifying threats, and
triaging alerts, while Al-driven analysis supports root cause identification and
post-incident learning. Despite these advancements, many Al methods rely on static
models or predefined labels, limiting their ability to adapt to rapidly evolving cyber
threats [1].To address these limitations, tools like Cyborg integrate Al with defensive
capabilities such as automated detection, adaptive threat response, and behavioral
analysis, offering a more dynamic and resilient approach to Incident Response [5].

However, Cyborg presents several notable limitations. It does not support the creation
of diverse network topologies at scale and lacks sufficient red agent diversity and
specificity, which reduces the realism of attack scenarios. Additionally, it lacks
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visualization tools necessary to observe agent behavior—an essential feature for
explainability and for assessing and diagnosing potential issues in agent
performance [12]. In contrast, CyberWheel offers a more complex and flexible
environment that addresses these shortcomings, enabling the training of more robust
and adaptable defensive agents.

Recent advances in Artificial Intelligence, particularly Reinforcement Learning
(RL), offer promising new directions to enhance cyber defence capabilities [13].
It addresses the gap by enabling agents to learn optimal response strategies through
continuous interaction with dynamic environments. Unlike traditional models, RL
allows systems to autonomously adapt to new attack patterns, making it a promising
approach for real-time, intelligent Incident Response.

The paper is organised as follows: Section 2 provides background on Incident
Response and Reinforcement Learning. Section 3 introduces the structure of the
CyberWheel environment. Section 4 outlines our future work.

2 Background

The traditional Incident Response (IR) cycle, according to the National Institute of
Standards and Technology (NIST), follows a linear, predefined process consisting of
three major phases as shown in the Fig. 1: Detect, Respond, and Recover [10].

”’—N?{A>""—“ﬂ

Detect Respond Recover

Fig. 1. Cyber Incident Response Cycle

While this structured approach has long provided a foundation for managing cyber
incidents, it increasingly shows its limitations in today’s rapidly evolving threat
landscape. This cycle heavily depends on human analysts and predefined playbooks,
which often lack the agility needed to respond to novel, fast-moving threats [15]. As
threats become more dynamic and adaptive, the rigidity of this cycle, combined with
the reliance on tools like signature-based intrusion detection systems (e.g., Snort,
Suricata), renders many IR processes too slow or outdated to be effective in real
time [14]. As highlighted in [8], such static, rule-based systems fail to detect zero-day
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attacks or advanced multi-stage intrusions, thereby exposing organisations to
prolonged dwell times and increased damage before threats are fully neutralised.

These challenges highlight the need for a more adaptive and intelligent
Cybersecurity approach. As threats grow more complex and digital environments
become more dynamic, traditional methods fall short. This motivates the use of
Reinforcement Learning to develop autonomous agents capable of learning from and
responding to threats in real time, offering a scalable and proactive alternative to
manual Incident Response [14].

Reinforcement learning (RL), a branch of Machine Learning, offers a powerful
framework for building intelligent agents capable of making sequential decisions in
dynamic and uncertain environments [9]. Unlike traditional supervised learning
methods, RL does not rely on labelled datasets; instead, it allows agents to learn
through interaction with their environment by taking actions and receiving feedback
in the form of rewards. This trial-and-error process enables the agent to gradually
learn an optimal policy — a mapping from observed states to actions — that maximises
long-term rewards [9].

In Cybersecurity contexts, RL presents unique advantages. As attack surfaces
expand and threats evolve, defenders often operate with limited prior knowledge
about the environment or attacker behaviour [11]. RL addresses this challenge by
allowing autonomous agents to adaptively explore and exploit their surroundings,
enabling real-time decision-making in unfamiliar scenarios. RL agents can also operate
in high-dimensional state spaces and manage both discrete and continuous actions,
making them suitable for complex tasks such as threat detection, intrusion prevention,
and response automation [16].

The feedback mechanism central to RL, where agents receive positive or negative
reinforcement based on their actions, supports continuous adaptation. In security
applications, this enables agents to improve performance over time by learning which
actions effectively counter threats, even when the optimal response is not explicitly
known. This continuous learning process enhances the agent’s ability to cope with
evolving attack techniques [3].

3 RL-based agent for Incident Response

CyberWheel [12] is a training environment that provides simulation capabilities. It
enables flexible customisation of training scenarios, allowing users to easily redefine
key components such as the agent’s reward function, observation space, and action
space. This adaptability supports rapid experimentation with new agent designs.
Additionally, the platform offers valuable insights into agent behaviour for effective
evaluation and includes comprehensive documentation and examples to facilitate
adoption by researchers and practitioners [12].

Cyberwheel’s simulation environment is built on a robust network definition code
and configuration files that enable rapid experimentation across topology sizes and
configurations. Its network is comprised of routers, subnets, and hosts, each of which is
represented, in Fig. 2 below, as a node on a networkx graph [12]. The figure describes
a network topology of 3 subnets: hosts, servers and DMZ. It indicates that the node

45



colours correspond to the red agent’s actions: yellow represents reconnaissance, green
indicates discovery, and grey signifies the absence of any action [12].

OceeOee o 0@ @ ®@e0@®@O00 @ @] © @] (@]

Episode 3, Step 21

Fig. 2. Cyberwheel Network Architecture

CyberWheel is relatively recent and its full capabilities have not yet been extensively
evaluated. To address this gap, we propose a systematic evaluation of CyberWheel by
testing all its available defensive actions across various simulated environments and
under different Reinforcement Learning algorithms, CyberWheel is relatively recent,
and its full capabilities have not yet been extensively evaluated. To address this gap,
we propose a systematic evaluation of CyberWheel by testing all its available
defensive actions across various simulated environments and under different
Reinforcement Learning algorithms. Specifically, we compare the performance of three
widely used RL algorithms — Proximal Policy Optimization (PPO) [7], Q-Learning [2],
and Deep Q-Networks (DQN) [7] — to assess their effectiveness in training
CyberWheel agents. This approach aims to assess the simulator’s flexibility,
effectiveness, and suitability for training adaptive Incident Response agents in realistic
threat scenarios, leveraging Reinforcement Learning’s ability to learn optimal defense
strategies through trial and error based on feedback from reward signals.

4 Future work

As future work, we plan to benchmark the CyberWheel simulator to assess its
feasibility as a reliable environment for training and evaluating Reinforcement
Learning-based Cybersecurity agents. This includes a comparative analysis of three
RL algorithms—PPO, Q-Learning, and DQN-—focusing on key performance
indicators such as training time and cumulative rewards obtained across different
scenarios. The goal is to determine CyberWheel’s practicality and effectiveness for
broader research use in Autonomous Incident Response,as well as to identify which
type of Reinforcement Learning algorithm is best suited for this specific use case.
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Abstract. Penetration testing, also referred to as Ethical Hacking, is a fundamental practice
in Cybersecurity that involves evaluating the security of systems, networks, and applications to
identify vulnerabilities and potential attacks. Traditional approaches to Penetration testing are
often time-consuming, rely on manual processes, and require advanced technical expertise. This
paper presents LLM-PentestBot, a Chatbot assistant that uses Large Language Models (LLMs)
integrated with a Retrieval-Augmented Generation (RAG) pipeline to support and automate
various Penetration testing tasks. The assistant facilitates tasks such as vulnerability
enumeration, command generation by dynamically retrieving relevant domain-specific
knowledge from different sources, and results interpretation. This approach enhances the
efficiency and effectiveness of Penetration testing for both professionals and beginners.

Keywords: Penetration testing - Large-Language-Models - Retrieval-Augmented-generation
- Cybersecurity

1 Introduction

With the increasing adoption of digital technologies, the explosion in data
touchpoints has increased vulnerabilities. The National Vulnerability Database (NVD)
recorded over 30,000 new Common Vulnerabilities and Exposures (CVEs), half
classified as high or critical severity. In connection with this rise in vulnerabilities, the
NVD has also reported that the global average cost of a data breach in 2024 reached
$4.88 million, a 10% increase from the previous year [7]. Artificial Intelligence (AI)
has been adopted across various domains and is now incorporated into Cybersecurity
practices such as Penetration testing [8]. Recent works like PentestGPT [3] and
AutoPentest [5] explore the use of LLMs in Penetration testing. PentestGPT, based
on GPT-4, assists in CTF and web scenarios using modular agents but lacks retrieval
capabilities, making it prone to hallucinations [2] and context loss over long task
sequences. On the other hand, AutoPentest integrates GPT-40 within a
LangChain-based multi-agent framework featuring RAG capabilities which enhances
context awareness and accuracy during testing. However, it only partially automates
tasks (completing about 15-25% of tests autonomously) and relies on costly API
usage ( $96 per run), limiting scalability and requiring human oversight for complex
decisions.

In this context, we propose the development of LLM-PentestBot, an open-source
Al-driven assistant with no API costs that combines LLMs with an RAG pipeline to
support Penetration testing tasks.
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This paper is structured as follows: Section 1 is an introduction to the study of the
existence of Penetration testing and artificial intelligence in today’s world. Section 2
provides the necessary background information to support the understanding of the
topic. Section 3 presents an overview of the system, explaining its architecture and
outlining the expected outcomes. Finally, Section 4 discusses directions for future work.

2 Background

Penetration tests are security tests that imitate real attacks to identify methods and
ways of bypassing the security measures of a system or a network. This often involves
running real attacks on real systems and data using specialized tools and techniques
commonly used by attackers. It follows a structured process composed of several key
phases [10] as presented in Fig. 1.

*—Additional Discovery“

Planning - Discovery - Attack

—» Reporting -

Fig. 1. Penetration testing methodology diagram

Planning: In this phase, the test scope is defined, and necessary approvals and legal
agreements are obtained. The team gathers key information about the organization’s
operations and security policies to prepare for the test.

Discovery: Also called information gathering, this phase involves identifying
systems, services, and potential vulnerabilities using both non-intrusive and intrusive
methods.

Exploitation: Using the data from discovery, the team attempts to exploit
vulnerabilities to assess the impact of real-world attacks. This phase may loop back to
discovery as new information emerges.

Reporting: Throughout the test, findings are documented. At the end, a detailed
report is delivered, outlining vulnerabilities, risk levels, and recommendations for
remediation.

The attack phase in Penetration testing involves four main steps: gaining access to
the target system, escalating privileges to obtain deeper control, browsing the system

to explore resources, and installing additional tools to maintain access or extract data.
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Effective Penetration testing traditionally requires the use of various specialized tools,
each designed for specific tasks such as network scanning, vulnerability assessment,
and exploitation. This tool-based approach requires significant technical expertise and
manual effort, creating a high barrier to entry, making traditional pentesting resource-
intensive and highly dependent on the expertise of the tester.

To address these challenges, Artificial Intelligence and particularly Large Language
Models (LLMs) is increasingly being integrated into the Penetration testing process.
LLMs, a form of generative Al, are foundation models trained on vast amounts of
data, enabling them to understand and generate natural language and other content to
support a wide range of tasks [6].

Retrieval-Augmented Generation (RAG) is a recent approach designed optimize LLM
outputs by incorporating information from an external, authoritative knowledge base
at query time, rather than relying solely on the model’s pre-trained data. [1].

The combination of LLMs with RAG allows us to build Al systems capable of
generating and interpreting human-like text. By setting a knowledge base of
Penetration testing-related content, we can aim for the development of a Penetration
testing assistant, increasing its performance.

3 System Proposal

In this project, we propose the development of a Chatbot assistant designed to
help penetration testers throughout the entire testing process. The assistant uses
LLMs enhanced with an RAG pipeline [1] to provide contextual real-time guidance.
By combining dynamic access to a Cybersecurity knowledge database with natural
language interaction, this assistant aims to simplify complex tasks, reduce the
learning curve for newcomers, and improve efficiency and consistency in ethical
hacking operations.

3.1 System Architecture

RAG is an advanced architectural framework that enhances the performance of
LLMs by integrating them with external dynamic knowledge sources. Unlike
traditional LLMs limited by static training data, RAG enables real-time retrieval of
relevant information during inference, thus improving the contextual relevance of
responses. This design significantly reduces the risk of model hallucinations and
supports more reliable outputs. Furthermore, by separating the knowledge base from
the model itself, RAG allows continuous updates without the need for retraining,
ensuring scalability and long-term adaptability. Fig. 2 illustrates the general
architecture of the proposed LLM-based chatbot assistant.

The RAG pipeline offers strong flexibility by integrating diverse data types from
various sources. Our system is designed to extract textual content from PDF files
while also handling images embedded within them. When images such as
command-line screenshots contain relevant textual information, our system applies
Optical Character Recognition (OCR) techniques [9] to extract text, use the LLM
model to only keep the relevant extracted content and integrate it into the retrieval
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Fig. 2. Chatbot architecture

index. This multimodal input enables the system to provide accurate, context-aware
guidance based on real-time, comprehensive knowledge.

Moreover, our system applies a layered prompt engineering strategy [4] to define
instruction for the LLM to behave as an ethical hacking assistant and to provide clear
and structured answers to user queries, ranging from general questions and vulnerability
analysis to summarized report generation. Some of the defined prompts were fed with
examples or pairs of input/output to guide the LLM for the desired output format.

3.2 Expected Results

The proposed Chatbot delivers a range of outputs to support pentest activities and
facilitate comprehensive evaluation, as outlined in Table 1.

Table 1. Expected Outputs of the LLM-Based Chatbot Assistant

Output Type Description

General Cybersecurity Answers|Responses to common questions in the Cybersecurity and ethical hacking
domains.

Command Suggestions Provides relevant CLI commands for each phase of the penetration test.

Output Analysis Interprets and explains the results from various pentesting tools.

Mitigation Recommendations |Suggests actions to remediate identified vulnerabilities.

Report Generation Produces structured summaries of findings, including exploited issues and
fixes.

4 Future Work

As future work, we plan to implement the proposed system based on an RAG
architecture, incorporating textual and visual data sources. Our objective is to
develop a Chatbot capable of providing accurate and up-to-date responses to
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pentest-related queries. Additionally, we intend to compare the performance of
different LLM models to identify the most effective configuration for the system.

References

10.

AWS: What is rag (retrieval-augmented generation)? (2025), https://aws.amazon.com/what-is/retrie
val-augmented-generation/

Bang, Y., Cahyawijaya, S., Lee, N., Dai, W., Su, D., Wilie, B., Lovenia, H., Ji, Z., Yu, T., Chung, W.,
Do, Q.V., Xu, Y., Fung, P.: A multitask, multilingual, multimodal evaluation of chatgpt on reasoning,
hallucination, and interactivity. Centre for Artificial Intelligence Research (CAiRE) The Hong Kong
University of Science and Technology 80(45), 2 (2023). https://doi.org/https://arxiv.org/pdf/2302.04023
Deng, G., Liu, Y., Mayoral-Vilches, V., Liu, P., Li, Y., Xu, Y., Zhang, T., Liu, Y., Pinzger, M., Rass, S.:
PentestGPT: Evaluating and harnessing large language models for automated penetration testing. In: 33rd
USENIX Security Symposium (USENIX Security 24). pp. 847-864. USENIX Association, Philadelphia, PA
(Aug 2024), https://www.usenix.org/conference/usenixsecurity24/presentation/deng

Ekin, S.: Prompt engineering for chatgpt: A quick guide to techniques, tips, and best practices (05 2023).
https://doi.org/10.36227 /techrxiv.22683919

Henke, J.: Autopentest: Enhancing vulnerability management with autonomous llm agents (2025), https:
//arxiv.org/abs/2505.10321

. IBM: What are large language models (1lms)? 5 (2023), https://www.ibm.com/think/topics/large-lan

guage-models

(NVD), N.V.D.: Key cyber security statistics for 2025 (2025), https://www.sentinelone.com/cybersec
urity-101/cybersecurity/cyber-security-statistics/

Pecan: The role of llms in ai innovation, https://www.pecan.ai/blog/role-of-1lm-ai-innovation/
Saoji, S., Egbal, A., Vidyapeeth, B.: Text recognition and detection from images using pytesseract. J
Interdiscip Cycle Res 13, 1674-1679 (2021)

Scarfone, K., Souppaya, M., Cody, A., Orebaugh, A.: Technical guide to information security testing and
assessment. NIST Special Publication 800(115), 2-25 (2008)

52


https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://doi.org/https://arxiv.org/pdf/2302.04023
https://www.usenix.org/conference/usenixsecurity24/presentation/deng
https://doi.org/10.36227/techrxiv.22683919
https://arxiv.org/abs/2505.10321
https://arxiv.org/abs/2505.10321
https://www.ibm.com/think/topics/large-language-models
https://www.ibm.com/think/topics/large-language-models
https://www.sentinelone.com/cybersecurity-101/cybersecurity/cyber-security-statistics/
https://www.sentinelone.com/cybersecurity-101/cybersecurity/cyber-security-statistics/
https://www.pecan.ai/blog/role-of-llm-ai-innovation/

Thermal Monitoring of Aluminum Forging for Process
Optimization

Joaquin Dillen'®, Luis Vilas Boas'®, N. Simoes!®, Joao M. Faria! ®, Rafael
Fernandes! ®, Bruno Silva!®, Inés Caetano®®, Joao Borges!®, and Anténio H. J.
Moreira!

1 92Ai - School of Technology, IPCA, Barcelos, Portugal
{jdillen, 1lvilasboas, nsimoes, jfaria, rmfernandes, brsilva, jpbsilva, amoreiral}@ipca.pt
2 Sistrade, Software Consulting, SA, Porto, Portugal
ines.caetano@sistrade.pt

Abstract. Achieving consistent product quality in forged aluminum components remains a
challenge due to thermal variability introduced during the quenching phase, which can lead to
residual stress and surface defects. This paper presents a thermal imaging-based monitoring
system designed to capture real-time surface temperature data during cooling, enabling early
detection of thermal inconsistencies. A prototype system was implemented and evaluated in a
production environment, successfully capturing over 4,000 thermal images across four
consecutive manufacturing days. Analysis revealed that the quenching fluid maintained a stable
thermal profile with temperature variation below 1.2°C, while the aluminium components
exhibited fluctuations exceeding +6°C, particularly during periods of process instability. A
documented production halt on day 2 corresponded with a 15-20% drop in recorded thermal
intensity, highlighting the system’s sensitivity to operational events. Although the system was
not yet integrated with defect-tracking records, it effectively distinguished stable from unstable
cooling conditions and identified temperature patterns indicative of potential quality issues.
These results validate the system’s potential as a diagnostic tool for monitoring thermal
consistency and detecting anomalies in aluminium heat-treatment processes.

Keywords: Thermal Imaging - Quenching Process - Aluminum components - Real Time
Monitoring - Manufacturing Efficiency - Heat Treatment.

1 Introduction

The production of high-quality aluminium components is essential in modern
manufacturing, particularly in applications requiring precision, durability, and
mechanical reliability. One such component is the machined aluminum piece, which
significantly affects the performance and safety of the final product [3]. These
components are typically produced by shaping aluminum bars through machining or
forming, followed by quenching—a rapid cooling process critical for achieving
strength, hardness, and wear resistance. However, consistent quality remains a
challenge due to variability in the quenching process [2].

Quenching variability due to temperature swings, uneven cooling, or handling errors
can cause defects like stress, distortion, or weakened properties [5,7,8|. Traditional
quality checks, such as visual inspection and batch testing, are often imprecise, delayed,
and subjective. To improve quality assurance, manufacturers are turning to advanced
technologies that enable earlier, more objective detection of defects.

Advances in thermal imaging offer promising solutions for quality control in high-
temperature manufacturing. Thermal cameras capture real-time surface temperature
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changes, revealing key thermal dynamics during quenching [1]. Though established in
other sectors, their real-time use in aluminum production remains limited. Studies show
success in processes like casting and heat treatment [7,8], with applications in steel and
automotive industries demonstrating thermal imaging’s broader potential for detecting
anomalies and improving material consistency [6].

Despite the advantages, several practical challenges remain in implementing
thermal imaging technologies, particularly regarding system integration, real-time
data processing, and accurate interpretation of thermal patterns. Additionally, linking
temperature variations captured through thermal imaging with actual product quality
requires advanced analytical approaches, such as deep neural network-based anomaly
detection [4]. As a result, there is a clear need for a comprehensive thermal
monitoring system that not only captures high-resolution temperature data but also
analyzes it effectively to generate actionable insights for optimizing thermal treatment
processes such as quenching.

This paper proposes such a system, utilizing thermal imaging to continuously
monitor real-time temperature variations during the quenching of aluminum
components. By delivering immediate feedback on thermal dynamics, the system
enables proactive identification of potential issues and supports timely corrective
actions. The paper outlines the system’s design, implementation, and its implications
for improving quality control, optimizing thermal processes, and enhancing overall
production efficiency.

2 System Design and Architecture

The proposed thermal monitoring system enhances quality control in aluminum
component production by continuously analyzing temperature distribution during the
quenching process. Integrated into the existing manufacturing workflow, the system
provides real-time feedback, enabling operators to detect and address potential defects
before they impact product quality.

The system employs a FLIR, ADK2.0 thermal camera with a 60 Hz frame rate and a
75° horizontal field of view to capture infrared radiation from the aluminum components
and the quenching tank. This thermal data is transmitted to a processing unit via a
data acquisition system, where it is stored and analyzed in real time. By comparing
the recorded thermal profiles against predefined benchmarks, the system can identify
temperature inconsistencies and cooling irregularities. When anomalies are detected,
alerts are sent to operators through an interactive user interface that displays both live
and recorded thermal data.

Fig. 1 illustrates the aluminum component production process, where manual
inspection is performed at key stages such as shaping, heat treatment, surface
finishing, and coating. Although these visual checks are important, they typically
occur later in the workflow. As a result, defects introduced during earlier stages,
particularly quenching, may go unnoticed until much later. By implementing direct
thermal monitoring during quenching, it becomes possible to detect issues earlier.
This real-time data, when linked with batch quality records, can significantly improve
defect traceability and support overall process optimization.
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Fig.1. Aluminum component production process, including forging, quenching with thermal monitoring,
conification or shaping, heat treatment, surface finishing, quality inspection, and shipment.

Integrating thermal monitoring with production data creates a comprehensive
dataset that links thermal signatures to documented defects. This enables the
development of machine learning algorithms capable of evaluating component quality
in real time. The system provides continuous, early detection of thermal
inconsistencies during quenching, helping to maintain manufacturing standards,
reduce waste, and improve overall efficiency.

3 System Overview

The monitoring system is designed to capture and analyze thermal data during
the quenching stage of aluminum component production. Its goal is to detect thermal
inconsistencies in real time, ensuring uniform cooling and minimizing defect propagation
throughout the manufacturing process. The system consists of two primary hardware
components:

— FLIR ADK Thermal Camera — Captures long-wave infrared (LWIR) radiation
emitted from the aluminum surface, producing high-resolution temperature maps
suitable for industrial monitoring. Key specifications are provided in Table 1.

— ASUS Mini PC PN62S — Acts as the local processing unit, receiving image
data from the camera and handling data processing, anomaly detection, and
communication with a central quality control server.

A Python-based algorithm was developed to process the incoming thermal images
in real time. The algorithm segments the image into predefined regions of interest
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Table 1. Key Specifications of the FLIR ADK Thermal Camera

Specification Value

Resolution 640 x 512 pixels

Frame Rate 30 Hz or 60 Hz
Thermal Sensitivity (NEAT) |< 50 mK

Spectral Band 8-14 pm (LWIR)
Interface USB 2.0, GMSL
Ingress Protection IP67 (weather-resistant)
Operating Temperature Range|-40°C to +85°C

and computes the thermal differential between these sections. This approach enables
detection of localized cooling irregularities that might indicate process deviations or
emerging defects. Each thermal frame is processed to extract temperature data, and
these values are analyzed and stored for traceability.

The processed frames are also saved in a structured dataset along with metadata
such as timestamp, region statistics, and process parameters. This growing dataset
provides a foundation for training and validating machine learning models that can
classify component quality, predict defect patterns, or recommend process adjustments.
By automating the detection of thermal anomalies and systematically logging each
instance, the system supports both short-term decision-making and long-term process
optimization.

Initially, the system operates in a data acquisition mode, building a library of
thermal signatures from components under varying conditions. For example,
temperature deviations greater than +5°C from a reference cooling curve within the
first 10 seconds post-quench have been found to correlate with surface integrity issues.
As operational knowledge accumulates, the system transitions toward real-time
evaluation and automated alerting.

In its integrated form, the system provides immediate feedback during production.
It enhances the consistency of quality control by supplementing visual inspections with
precise thermal data. Fig. 2 illustrates the data flow and thermal monitoring integration
points across the production process.

4 Prototype Implementation

The prototype implementation of the thermal monitoring system marked an initial
step in assessing its effectiveness in improving quality control during aluminum
component production. This phase involved the installation, calibration, and testing
of the thermal camera to evaluate its ability to detect surface temperature
inconsistencies and provide actionable feedback for process optimization.

The camera was positioned to capture real-time thermal variations during the
transition from forming to quenching, with its angle optimized to fully cover the
cooling phase (Fig. 3). Calibration accounted for emissivity, ambient reflections, and
nearby heat sources to ensure temperature accuracy.
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Fig. 3. Prototype composition and implementation.

A mini-PC continuously processed thermal frames, segmented regions of interest,
and applied basic noise filtering. Tests under standard conditions confirmed stable frame
rates, clear imaging, and proper synchronization with process timing—ensuring reliable
data for analysis.

5 Experimental Results

The prototype thermal monitoring system successfully captured a large dataset of
thermal images during the quenching process. It recorded surface temperature
distributions of critical areas, including the alluminum produced component, the
quenching fluid, and the entry plate that guides the piece into the tank. This dataset
enables evaluation of thermal behavior across multiple production days and provides
insight into cooling consistency.

Although not yet integrated with the factory’s defect-logging system, the
monitoring setup operated reliably and consistently detected temperature
fluctuations. A structured dataset containing thousands of thermal frames was
created, annotated with timestamps and segmented thermal regions. Preliminary
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analysis was conducted to explore thermal consistency in relation to component
positioning and production variability.

5.1 Thermal Distribution Across Production Days

Thermal data collected over four consecutive production days was analyzed to
compare the distribution of temperatures in the monitored regions. Fig. 4 presents box
plots summarizing the relative thermal distributions for the piece, fluid, and plate.

Thermal Distribution Across Selected Days

Day 1 Day 2 Day 3 Day 4
2000

—2000 i

(]

—4000
(]

+ s o

—6000

Piece Fluid Plate Piece Fluid Plate Piece Fluid Plate Piece Fluid Plate

Fig. 4. Thermal distribution of Piece, Fluid, and Plate across four production days.

The fluid maintained stable thermal behavior across all days, reflecting its regulated
role in the process. In contrast, the piece showed higher variability, particularly on days
2 and 3, while the plate exhibited increasing fluctuations on days 3 and 4. This suggests
that the piece and plate are more affected by changes in process conditions.

5.2 Temporal Trends in Thermal Intensity

To investigate how temperature evolved during active production, thermal intensities
were plotted over time for each monitored element. Fig. 5 displays time-series plots with
mean-removed values across the four-day observation window.

Day 1 showed stable thermal signals with low fluctuation across all monitored
areas. On day 2, increased variability in the piece’s thermal profile was observed,
particularly following a period of halted production. Days 3 and 4 exhibited
higher-frequency fluctuations in both the piece and plate, with more pronounced
spikes and dips. These shifts suggest the presence of non-uniform cooling behavior or
possible disturbances in process stability.

Overall, the collected data confirmed that the thermal monitoring system is capable
of capturing detailed temperature patterns that reflect real-time process dynamics. The
distinction between stable elements (like the fluid) and variable ones (such as the piece
and plate) reinforces the potential for further analysis and system refinement in later
stages.
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Fig.5. Thermal intensity trends of Piece, Fluid, and Plate over four days. Values are relative and mean-
normalized.

6 Analysis and Interpretation

The thermal monitoring system revealed distinct temperature behaviors across the
component, quenching fluid, and entry plate. Although not yet linked to defect data,
the system proved sensitive to process variations.

Box plots (Fig. 4) showed the fluid was consistently stable (SD < 1.2°C), while the
component exhibited the highest variability (up to 4.8°C on Day 3, with outliers beyond
+7°C). The entry plate showed intermediate stability. These patterns highlight stronger
thermal fluctuations at the component and quenching interface.

Time-series data (Fig. 5) supported these results. Day 1 showed stable behavior
(£1.5°C), while Days 3 and 4 had larger swings (>6°C), indicating process instability.
On Day 2, a production halt (4:00-11:00 AM) caused a thermal drop and gradual
post-restart recovery, confirming system responsiveness.

Overall, the component’s wide variability and frequent outliers make it a strong
indicator of cooling behavior. Even without defect integration, the system effectively
distinguished stable from unstable conditions, supporting its role in monitoring
quenching consistency.
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7 Conclusion and Future Work

This study presented a thermal monitoring system for evaluating aluminum
quenching. It provided continuous, non-contact thermal data, capturing temperature
dynamics across components, entry plates, and fluid. While the fluid remained stable,
significant surface variation on components demonstrated the system’s ability to
detect process inconsistencies.

Even without defect integration, the system identified operational shifts such as
equipment changes and production halts, reinforcing its diagnostic value for thermal
consistency and quality control.

Future work should focus on integrating thermal data with defect-tracking systems
and conducting statistical validation against quality control outcomes. This
advancement would enable a more robust assessment of the relationship between
thermal behavior and final component integrity. These insights will also support
ML-based defect prediction. Further work will enhance image robustness and expand
camera coverage.

The system could be adapted to other industries for real-time feedback and improved
process consistency.
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Abstract. Digital forensic analysis of mobile devices is a growing field in criminal investigations
due to the volume and significance of stored data. In this context, this paper reviews the recent
advances in digital forensics of mobile devices within the current regulations and highlights the
associated gaps and challenges. This research is expected to contribute to assessing the current
status and fostering the development of procedures for mobile device forensic analysis, aligned
with national and European legal frameworks, including the Cybercrime Law and the General
Data Protection Regulation (GDPR).
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1 Introduction

Mobile devices, such as smartphones and tablets, have become central to daily life,
serving as large-scale data repositories for personal, professional, and criminal
activities. Due to this capacity, they are considered critical sources of evidence in
forensic investigations across various case types, including financial fraud,
interpersonal violence, terrorism, and cybercrime [14]. A recent study® reports that
92.8% of the population uses mobile phones, with 99% of Portuguese users accessing
the internet through such devices, averaging 3 hours and 35 minutes of daily use. This
reinforces the relevance of mobile devices in the context of digital evidence collection.

However, mobile forensics presents significant challenges. Devices differ in
architecture and security mechanisms, requiring diverse forensic techniques. Operating
systems such as Android and iOS undergo frequent updates, complicating consistent
data extraction. Additional barriers include encryption, biometric authentication, and
PIN protection, which require continuous updates to forensic tools such as Cellebrite
and Magnet AXIOM [1]. Legal and ethical challenges also emerge, particularly
concerning the protection of personal data. The General Data Protection Regulation
(GDPR) [5] mandates transparent and secure handling of personal information.

This study reviews the recent advances in digital forensics of mobile devices aligned
with legal and regulatory standards, and highlights the associated gaps and challenges.

This effort intends to assess current and fragmented practices to propose a forensic
procedure for mobile data acquisition.

! https://invoicexpress.com/relatorio-digital-portugal-2024/
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2 Literature review

Digital forensics of mobile devices is an emerging and interdisciplinary field that
integrates aspects of technology, law, ethics, and cybersecurity [3]. Thus, it is important
to review the theories and technical advances related to this area, supporting theories
that underpin the research and the legal and ethical implications in the context of
digital forensics.

2.1 Digital Forensic Analysis Methodology

The methodologies associated with digital forensics aim to ensure the proper
collection and interpretation of digital evidence, ensuring its validity in investigations
and legal proceedings, as indicated by INTERPOL [7]. The specialized literature
highlights an approach structured in three main stages: collection, preservation, and
analysis, as recommended by NIST [11]. These stages were designed to minimize
interference and protect the integrity of the evidence throughout the process.

The digital forensic process for mobile devices comprises three interdependent
stages: data collection, preservation, and analysis. Data collection refers to the
physical or logical extraction of information from mobile devices, using tools and
techniques compatible with the specific hardware and operating system involved [2].
Preservation aims to maintain the integrity of the extracted data through the creation
of forensic copies, the use of cryptographic hash functions, and the implementation of
chain of custody protocols [6]. These practices seek to prevent data alteration and
ensure legal admissibility. The analysis phase focuses on interpreting the preserved
data to identify events relevant to an investigation. This stage includes tasks such as
decrypting content, selecting pertinent information, and establishing relationships
among data elements [7]. The integration of these three stages constitutes a
procedural framework that supports the consistency and legal reliability of digital
evidence throughout forensic investigations.

2.2 Digital Forensics of Mobile Devices

Digital forensics is a branch of forensic science that involves the recovery,
preservation, and analysis of data from digital devices to use it as evidence in legal
investigations. With the exponential increase in the use of mobile devices such as
smartphones and tablets, these tools have become primary sources of digital evidence,
containing critical data related to communications, locations, photos, videos, emails,
and social media interactions. According to Kiran [10], the popularity of mobile
devices and the growing dependence on them for everyday activities have turned them
into essential elements in criminal investigations. A review of the literature on digital
forensic analysis on mobile devices reveals a challenging scenario, characterized by
rapid technological evolution, advanced security mechanisms, and the constant need
to adapt forensic tools to changes in operating systems, such as Android and iOS [1].
The analysis of digital data stored on mobile devices requires the use of specialized
techniques for data extraction and preservation, in addition to considering issues
related to the integrity and admissibility of evidence in court.
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Digital forensics of mobile devices faces significant technical challenges due to the
dynamic and fragmented nature of mobile operating systems and the constant
advances in security measures implemented by manufacturers. Data encryption,
biometric authentication methods (such as fingerprints and facial recognition), the use
of passwords and PINs, and the lack of a standardized methodology make the analysis
more complex and prone to errors or failures in evidence collection [13]. According to
Ramalho [15], the legal challenges are also notable. In many cases, breaches of mobile
device security can be seen as a violation of user privacy, raising questions about the
limits of digital investigation and the application of data protection legislation, such
as the GDPR. Encryption and invasive analysis methods represent significant
technical and legal challenges. For evidence to be admissible in court, the collection
and analysis must respect the principles of legality, proportionality, and chain of
custody, ensuring compliance with current standards.

3 Forensic Analysis - Legislation and Standardization

In this context, two interconnected theoretical areas can be devised: the theory of
digital forensics and the theory of law, which deals with the admissibility and
integrity of evidence. Digital forensics is based on a set of scientific methods and tools
for the extraction, preservation, and analysis of digital data. The main theory in this
review is the application of good practices and international standards, such as NIST
publications [11], ISO/IEC 27043:2015 [6], and INTERPOL guidelines [7], which
provide essential frameworks to ensure that the collection and analysis of digital
evidence is carried out securely and reliably. The chain of custody model is a
fundamental part of this theory, as it ensures the integrity of digital evidence,
avoiding any contamination or manipulation that could compromise its admissibility
in court [9]. Another essential theory is the theory of criminal procedural law, which
deals with the admissibility and legal treatment of evidence. According to Portuguese
legislation, such as the Code of Criminal Procedure [16] and the Cybercrime Law [12],
digital evidence must be obtained legitimately, preserving the fundamental rights of
individuals, such as the right to privacy. The GDPR also applies to the processing of
personal data during forensic investigations. Establishes limits and principles that
must be followed to ensure the legality, necessity, and proportionality of the
processing of data; that is, the GDPR does not prohibit forensic investigations but
imposes rules to ensure that the fundamental rights are respected during the process.
The application of these legal standards in the context of digital forensics will be a
central focus in this work, as there is an urgent need to align forensic analysis
practices with legal requirements to ensure that the evidence extracted can be used
effectively in court.

The literature discusses international standards that regulate digital forensic
practices, including documents published by the National Institute of Standards and
Technology (NIST), such as NIST Special Publication 800-101 [8]. This publication
outlines specific procedures for conducting forensic analysis on mobile devices. These
standards, widely adopted in jurisdictions such as the United States, influence forensic
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methodologies and support the consistent collection and preservation of digital
evidence following internationally recognized protocols.

In the Portuguese context, the literature identifies the absence of a unified national
methodology for digital forensics. Although international guidelines exist, forensic
practices in Portugal differ among investigative institutions, such as the Policia
Judiciaria and the Public Prosecutor’s Office. The lack of procedural standardization
is presented as a significant challenge, highlighting the need for a consistent national
framework to ensure the legal validity and uniform treatment of digital evidence.

4 Contributions and Gaps in Research

In the context of digital forensic analysis, it is crucial to ensure that digital
evidence is both reliable and admissible in court, meeting all the necessary legal
requirements. Without proper handling, even the most detailed investigation may fail
if the evidence is deemed inadmissible. Therefore, the processes of accessing,
collecting, preserving, and analyzing such evidence must follow established protocols
that safeguard its authenticity, integrity, and legal compliance. This task requires
professionals with the appropriate technical and scientific expertise to prevent any
contamination that could undermine the credibility of the evidence [4]. The main gap
is the lack of a standardized methodology for digital forensic analysis of mobile devices
in Portugal. This lack of uniformity compromises the consistency of investigations.

5 Conclusions

This study examined the current state of digital forensic practices for mobile devices,
identifying technical, legal, and procedural challenges. The analysis highlighted the
fragmented nature of forensic procedures in Portugal and the absence of a standardized
national framework. International guidelines, such as those from NIST and INTERPOL,
were reviewed as references for best practices. Legal requirements, including those from
the GDPR, the Portuguese Cybercrime Law, and the Code of Criminal Procedure,
were considered to assess compliance in evidence handling. The findings underscore the
necessity of developing a unified forensic methodology that aligns with legal standards
and supports admissibility in court. Future efforts will focus on creating and testing a
structured forensic procedure and a supporting digital tool to address these gaps.

Future work will focus on the development and validation of a structured forensic
procedure for mobile device analysis. This procedure will include defined methods for
data collection and preservation, such as the use of cryptographic hashes and chain of
custody protocols, and data analysis, with attention to the reconstruction of
investigative events and preservation of evidence integrity. In parallel, a digital tool
will be designed to support the implementation of the procedure
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Abstract. Industry 5.0 introduces a new approach to industrial operations, emphasizing closer
collaboration between humans and intelligent machines, promoting more resilient and
sustainable production processes. This paper presents an Intelligent Virtual Assistant
specifically designed for industrial environments, integrating advanced Natural Language
Processing and machine learning techniques. The developed system features three main modes:
maintenance, information, and prediction. Results from qualitative assessments with textile
industry professionals revealed high usability and strong acceptance, highlighting the potential
of IVAs to significantly enhance operational efficiency and intuitive human-machine
interactions in line with Industry 5.0 objectives.

Keywords: Industry 5.0 - Intelligent Virtual Assistant - Machine Learning - Predictive
Maintenance - Human-Machine Interaction

1 Introduction

1.1 Motivation

Industry 5.0 proposes a human-machine symbiosis in which skilled operators and
data-driven systems work side-by-side to achieve resilient, sustainable and
mass-customised production [11]. In high-mix textile manufacturing, for example,
operators must juggle frequent product change-overs, stringent quality targets and
tight delivery deadlines. While advanced automation hardware is commonplace,
frontline personnel still spend a significant portion of their day searching for relevant
knowledge (machine manuals, process parameters, historical alarms) or escalating
issues to experts who are not always on-site. These frictions translate into longer
mean-time-to-repair, higher scrap rates and, ultimately, reduced flexibility.

Intelligent Virtual Assistants (IVAs) promise to close that gap by providing a
conversational layer — voice or chat — over heterogeneous plant data sources. Thanks
to recent breakthroughs in Natural Language Processing (NLP) and large-scale
representation learning, IVAs can now understand domain-specific jargon [4],
contextualise follow-up questions [2], and generate actionable answers in real time.
Our goal is therefore to investigate whether a single IVA, equipped with maintenance,
information and prediction modes, can boost operator effectiveness while honouring
the human-centric ethos of Industry 5.0.

1.2 Related Work

Al-enabled virtual assistants have delivered measurable benefits in consumer
domains — e.g. retail chat-bots improve user experience and streamline logistics [17].
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Transferring that success to industrial settings raises unique challenges: harsh acoustic
conditions, proprietary terminology and the need to interface with Operational
Technology (OT).

Early industrial prototypes relied on rule bases or FAQ retrieval. [1] coupled a rule-
based chatbot with a digital twin to anticipate failures, reporting a 15 % reduction in
unplanned downtime. The arrival of commercial Large-Language-Model (LLM) APIs
has since sparked a new wave of assistants. Colabianchi et al. showed that an LLM-
powered Digital Intelligent Assistant improved assembly quality and reduced operator
workload in a controlled study [3]. At system level, Xia et al. integrated LLM agents
with a modular production line, demonstrating autonomous task planning in a flexible
cell [20]. Mazzei and colleagues focused on the 15.0 scenario, presenting an LLM-based
assistant that bridges IoT data and managerial queries [5].

Surveys that take a broader view confirm the momentum: Li et al. catalogue more
than forty GenAl use-cases across the manufacturing value-chain, yet identify a dearth
of solutions that simultaneously cover maintenance support, live information access and
predictive analytics [6]. Industrial suppliers echo that need; Siemens’ Industrial Copilot
positions generative Al as a shop-floor decision aid, although its current scope remains
limited to single-asset diagnostics [18].

This paper addresses the above gap by introducing an IVA that unifies three
capabilities within one architecture:

— Maintenance Mode:conversational troubleshooting grounded on equipment manuals;

— Information Mode: real-time querying of sensor and MES data;

— Prediction Mode:statistical forecasting of loom downtime to support proactive
scheduling.

The system has been instantiated in a full-scale textile plant and evaluated through a
mixed-methods usability study with expert operators. To the best of our knowledge, this
is the first LLM-based assistant that concurrently addresses maintenance, information
access and predictive analytics in a live production environment, thus advancing the
Industry 5.0 agenda of collaborative, sustainable and human-centric manufacturing.

In contrast to existing approaches, our IVA uniquely integrates maintenance support,
real-time information retrieval, and predictive analytics into a single conversational
interface validated in a real industrial textile environment, directly addressing practical
Industry 5.0 operational challenges.

2 Development of the IVA

The Intelligent Virtual Assistant (IVA) was developed with a modular architecture
clearly divided into three main modes: Maintenance, Information, and Prediction. The
system integrates Natural Language Processing (NLP), machine learning algorithms,
and intuitive interfaces to effectively support operational needs in industrial contexts.
Figure 1 presents a simplified diagram illustrating the architecture and the interaction
between its modules and technologies.

In the Maintenance Mode, the IVA leverages technical documentation, extracting
relevant information from industrial equipment manuals using the pdfplumber library
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Fig. 1. General architecture diagram of the Intelligent Virtual Assistant (IVA)

[10]. This structured extraction allows operators to quickly solve maintenance issues.
Additionally, this mode enables voice communication by integrating libraries such as
SpeechRecognition [21] for voice recognition, ¢gT'TS [14] for speech synthesis, and Pydub
[15] for audio processing.

The Prediction Mode incorporates predictive analytics through statistical
modeling provided by the Statsmodels library [16], specifically utilizing the SARIMAX
model to anticipate equipment malfunctions, enabling preventive measures and
reducing downtime. Operational data management and preprocessing tasks are
performed using the Pandas library [7].

In the Information Mode, the system communicates seamlessly with industrial
APIs, employing the OpenAI GPT-/o-mini model [12] to interpret natural language
queries from users. This ensures the provision of accurate, contextualized responses in
real-time, enhancing decision-making processes in dynamic production environments.

The IVA’s backend was implemented using Flask [13], coupled with
SQLAlchemy [19] for robust database interactions and session management. This
setup allows efficient asynchronous communication with the frontend interface,
developed in React [9], selected for its modular architecture and performance
efficiency suited to industrial operational contexts.

3 Results

The evaluation of the IVA prototype was conducted with 10 textile industry
professionals, including operators and maintenance technicians, each with a minimum
of five years of relevant experience. The methodology combined quantitative and
qualitative approaches. The quantitative evaluation utilized the System Usability
Scale (SUS) [8], resulting in an excellent score of 85 points, indicating very high
usability:.

Qualitative data were gathered through semi-structured interviews to provide
deeper insights into the user experience. Participants unanimously described the IVA
as intuitive, practical, and easily integrated into their daily operational routines,
particularly praising the Maintenance Mode for its simplicity and effectiveness.

Participants also suggested several specific enhancements:

— Improve usability across the different operational modes.
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— Provide detailed comparative data visualization.
— Optimize the database structure to facilitate faster access to operational
information.

Regarding the Information Mode, participants noted that NLP integration
effectively provided accurate and contextualized real-time responses. The responses
were largely satisfactory, with minor suggestions for further refinement to enhance
contextual awareness.

4 Conclusion

This paper presents the development of an Intelligent Virtual Assistant designed to
meet the operational and technical challenges of Industry 5.0. The proposed solution
combines advanced Natural Language Processing technologies, machine learning and
voice-text interaction to offer intelligent and contextualized support to maintenance and
operation technicians. The modular architecture, made up of a backend, frontend and
intelligent core, enabled effective integration with real industrial systems, guaranteeing
scalability, adaptability and usability.

The practical validation carried out in a textile factory demonstrated the concrete
applicability of the solution, with high acceptance from end users. The ease of use,
the clarity of the responses and the effectiveness of the operating modes - maintenance,
prediction and information - in solving technical problems and anticipating faults stood
out. The qualitative analysis also revealed a short learning curve, good integration with
the industrial context and a highly satisfactory user experience, with a SUS score of 85
points.

However, opportunities for improvement were also identified, particularly in the
predictability of the data and the structuring of the information presented. Based on
these observations, the following vectors for future development of the AVI are
outlined:

— Improving Interaction with AI: Making conversation more natural and proactive,
allowing the assistant to recognize intentions implicit in commands and anticipate
user needs with contextual suggestions.

— Knowledge Base Enrichment: Expand the range of technical data available
(detailed manuals, historical logs, advanced specifications), enabling more
comprehensive and analytical responses, including equipment comparisons and
optimization recommendations.

— Prediction of Future Faults: Integrate analysis of technical reports and
maintenance history with real-time data to detect fault patterns and issue early
warnings, increasing the system’s proactivity.

— Voice recording of maintenance tasks: Allow technicians to record interventions by
dictation, with automatic transcription and intelligent data validation, reducing
administrative effort and improving the traceability of operations.

These advances aim to strengthen the role of AVI as a strategic tool in supporting
the operation of smart factories, promoting closer collaboration between humans and
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intelligent systems, and consolidating the Industry 5.0 paradigm. The future
implementation of these functionalities will not only increase the assistant’s
effectiveness but also expand its contribution to increasingly demanding, dynamic and
human-centered industrial environments.
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Abstract. Loss of hand movement following a stroke severely compromises the quality of life of
patients, requiring continuous care by professionals and caregivers to provide functional recovery.
However, this process can place pressure on both therapists and patients, mainly due to constant
supervision and attendance at therapeutic sessions. In this context, assistive technologies have
been integrated to enhance the rehabilitation process by enabling functional training, as well
as monitoring patient progress. In this study, we have conducted a literature review to better
understand user requirements for the development of such technologies. The study was carried
out across three distinct databases, encompassing 17 included studies. The study’s findings are
delineated by 45 requirements, subsequently organized into five groups, according to their nature.

Keywords: Stroke - Hand Rehabilitation - User Requirements.

1 Introduction

Stroke is one of the leading causes of death, and a major agent of disability
worldwide. Consequently, even if patients can overcome the condition, numerous
unpredictable complications may still lead to a decrease in quality of life [1].
Considering the essential role played by the hand in daily life, loss of movement after
a stroke severely compromises the patient’s degree of independence, preventing them
from performing different tasks that require precise coordination of the limbs [2].
Despite the apparent incapacity, the patient may experience frustration with their
condition. This frustration can lead to the development of psychological
complications, such as depression and anxiety [3]. Furthermore, the rehabilitation
process is a demanding phase in post-stroke recovery, where continuous and thorough
monitoring by the rehabilitation team, as well as any entities close to the patient
involved in therapy, is crucial [1]. Over the years, specialized assistive technologies
have been developed to provide a more dynamic and interactive answer to traditional
therapy, by reducing the burden on therapists and caregivers, while maintaining
intensive treatment [4]. Building upon previous studies, this paper aims to understand
the most fundamental design requirements expressed by patients and therapists, as
the articulation of user needs is imperative for the conception and long-term
therapeutic viability of novel assistive technologies. To achieve this, a workflow was
designed to ensure proper organization of the research (Fig. 1). Our workflow
encompasses four main milestones, beginning with the definition of the scope of the
study and systematically organizing the breadth of the research, followed by reviewing
the literature and analyzing the findings for thematic commonalities. Future work
outlines further crucial steps to be taken after the review.
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- Eligibility Criteria; - Data Extraction;
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- Database Selection; - Data Categorization;
- Keyword Definition; - Data Organization;
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Fig. 1. Workflow outlining all key milestones within the study.

2 Methods

2.1 Databases

The study was conducted through three different databases, with a time frame
between 2015-2025: TEEE, PubMed, and Web of Science, respectively, by using the
following search string: (1) IEEE: Stroke; Hand Rehabilitation; User Requirements;
(2) PubMed/Web Of Science: Stroke; hand rehabilitation; user needs.

2.2 Inclusion and Exclusion Criteria

This paper only included studies published in peer-reviewed journals and
conference proceedings. Studies that emphasized interviews or other direct
interactions with therapists and/or patients were included. To delimit the focus on
hand rehabilitation, articles highlighting elbow or shoulder rehabilitation were
excluded; Bearing in mind other impairment-inducing pathologies, such as Spinal
Cord Injury (SCI), and other phenomena such as aging and assorted hand injuries,
are distinct from stroke in the way they manifest impairment, only stroke-related
studies were considered. Articles focusing on software and user interfaces were
excluded. Similarly, studies that did not include any discernible requirements were
also excluded.
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3 Results

After carefully analyzing the retrieved records, 17 studies were included in this
study. After the full reading process, the included studies were compiled into a
structured database to extract the most relevant requirements. 45 requirements were
identified from the literature and subsequently grouped into five categories, as
illustrated by Fig. 2, through an inductive thematic analysis. Previous research on
identifying user requirements has exposed various approaches to categorizing findings,
resulting in inconsistent classifications. To address this issue, we have synthesized the
findings of these studies into a comprehensible classification system, enabling a more
cohesive analysis of different requirements and their implications for the overall design
of the device.

Aesthetics Usability
8.9% Affects overall usability from the
Usability perspeF:tlves of both patients and
therapists.
26.7%
Durability Safety

17.8% Related to the user’s wellbeing when
operating the device, whether

accompained or independently.

45

Requirements

Functionality

Focused on the overall function of the

device, with a foundation in
rehabilitation exercises.

Durability

Concerns the device’s lifespan,

Safety
13.3%

primarily its resistance during
therapeutic sessions.

Functionality Aesthetics
33.3% Addresses design options that might
distinguish the device from
competitors.

Fig. 2. Distribution of identified user requirements across the five identified domains.

4 Discussion

The identified requirements underline the need for devices to serve as an effective
link between patients and therapists. Undoubtedly, safety-driven requirements should
be prioritized when developing these devices, as patients will rely on them during
their therapy routine [5]. Lightweight design, comfort when worn, smooth surfaces,
and overall safety in using the device without the help of caregivers constitute the
most frequently identified safety-related requirements. Similarly, requirements such as
ease of donning and doffing the device, ease of setting up, and adaptability to various
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hand dimensions can also contribute to the resulting safety of the device. Regarding
the usability and functionality of the device, it has been identified that the ability to
provide feedback to users, track/measure hand activity, and subsequently provide
such information to caregivers is a highly desirable feature [5, 6]. Regarding
therapeutic goals, the ability of the device to be used to train specific grasp
movements, be compatible with activities of daily living (ADL), and provide
adjustable resistance to better suit the degree of patient impairment has the potential
to leverage rehabilitation progress, especially if the device can be used at home [7].
Other relevant requirements, such as long battery life, resistance to water, easy to
clean, compact dimensions, and implementation of gamification strategies, have also
been identified, and are equally significant for the conception of long-lasting, portable,
and captivating devices [5, 8, 9]. There is a clear recognition that although user
requirements are identifiable, several tend to be subjective to a certain extent. In this
context, some authors emphasize tangible metrics that can be considered to meet
specific requirements. Boser et al. conducted an exploratory study involving six
clinicians and eight stroke patients, expressing a consensus regarding an acceptable
maximum weight of 200g, a maximum volume of 5 x 5 x 3 cm3, and the ability to use
the device ranging from 6 hours to a full day, denoting the need for a long battery life
to meet user demands [10]. Radder et al. identified through their study involving 28
participants, among elderly, stroke patients, and therapists, that a set of movements,
including spherical grasp, palmar grasp, lateral grasp, and key pinch, are among the
most important movements in need of support. Furthermore, the authors define a
quick initialization time between <1 and 2 minutes, as well as a battery that can last
for a full day, intermittently, without charging the device [8]. However, when
considering adapting such findings to one’s own project, these must be subject to
careful discussion alongside therapists and end-users, as the typology of devices, as
well as end-users, can differ significantly.

5 Future Work and Conclusion

As a next step, the implementation of a quality function deployment (QFD) approach
will facilitate the translation of the identified requirements, particularly those of a more
subjective nature, into a comprehensible and organized hierarchy for the development
of a new device. This process will ensure that each requirement is assigned a relative
weight, thereby enhancing decision making during the design process [11]. In our study,
we have identified user requirements through a structured review of the literature for the
development of post-stroke hand rehabilitation devices. Our findings highlight a wide
range of valuable requirements that can be studied and implemented for the conception
of novel devices. In fact, such requirements play a vital role during the design and
development phases of novel devices, as the demand for technological innovations in
the field of rehabilitation increases.
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Abstract. During the production process of rubber components for tyre manufacturing, is
subject to stringent quality standards, particularly during the extrusion stages of the process,
where imperfections have the potential to compromise the integrity of the final product. It is
imperative to implement continuous visual inspection during these stages to ensure product
compliance. The presence of elevated technical requirements often complicates the identification
of non-conformities during the manufacturing process, with these discrepancies often becoming
apparent only at later stages of production. This limitation can result in the discarding of raw
materials, which can compromise operational efficiency and process sustainability.

To address these limitations, this research proposes the development and implementation of an
visual inspection system based on computer vision and artificial intelligence. The model that
was selected was YOLOvS8 due to its efficiency in real-time object detection, combined with its
high accuracy and low computational requirements. The objective of this system is to detect
surface defects in rubber directly on the extrusion line, thereby ensuring immediate action. The
experimental results obtained demonstrate that the system achieved mAP50 of 99% and
mAP50:95 of 70%, along with an average inference rate of 5 milliseconds per image. These
metrics serve to substantiate the viability of the proposed solution.

Keywords: Defect Detection + Computer Vision - Artificial Intelligence + Rubber.

1 Introduction

In the realm of vehicle safety, tires play a critical role as the sole point of contact
between vehicles and the road surface. The World Health Organization reports that
approximately 40% [1] of traffic accidents are related to tires.

The tire industry currently faces challenges in its quality control procedures,
particularly in visual inspection automation. The existing defect assessment methods
are characterized by reduced efficiency and intense workload, falling short of meeting
the demands associated with large-scale production of high-quality products. The
current approach to checking surfaces for nonconformities is inadequately developed,
lacking a dedicated system capable of effectively identifying irregularities.

This late detection is often due to inadequate fusion of components and is
exacerbated by challenging conditions such as continuous production flow and poor
lighting, particularly when dealing with dark-colored components.

This article describes a deep learning methodology for the effective recognition of
irregularities detected directly on the production line. The application in question was
implemented using the YOLOvS8 algorithm, which is widely used in object detection
problems [7], [2]. A data set of grayscale images with defects was created and
annotated with defect detection bounding boxes. The images were initially
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automatically weakly annotated and the annotations were manually corrected using
Label Studio [10]. The aim of the project is to extend current studies on the subject of
object detection, adapting them to the requirements of extrusion lines.

The article is organized into the following sections. In Section 2, a comprehensive
review of the existing literature is provided, with a focus on the rationales that
underpin the methodological framework used in this study. Section 3 provides a
comprehensive overview of the architectural design of the proposed system, which
includes its hardware and software components. In Section 4, the dataset utilized is
characterized, the training parameters adopted are specified, and the results obtained
are presented. These results are based on a rigorous evaluation of the model’s
performance. Finally, Section 5 offers a comprehensive summary of the primary
contributions of the work, together with an in-depth discussion of the impact and
potential of the developed system in the context of its applications.

2 Related work

With advances in deep learning techniques, new methodologies have emerged that
make use of neural networks. On the work of [6] , the study outlines a machine vision
system for inspecting rubber rollers, using both conventional and deep learning
approaches. The classification of defects and the determination of their positions are
carried out using the YOLOv7 methodology, underlining the superior accuracy and
robustness of the proposed method.While the traditional method faces challenges in
categorizing defects, the deep learning approach, despite the need for labeled data and
efficient hardware, reveals extraordinary accuracy in classification. The balanced
combination of these methods promises to optimize classification accuracy and
efficiency. Future improvements are aimed at reducing computational costs to enable
wider application in industry.

A substantial example is the work by [2], which investigates methods for
monitoring cracks in wind turbine blades, integrating classification, detection,
segmentation, and evaluation of the level of failure in a single artificial intelligence
model. This multifaceted approach highlights the potential of neural networks in
complex applications. Using an improved algorithm based on YOLOvVS, called
“Multivariate Information Perception You Look Only Once” (MIP-YOLO), the study
demonstrates how the combination of advanced techniques can improve accuracy and
efficiency in crack detection, contributing to the stability and economic benefits of
wind energy.

TraCon [3], for real-time detection of traffic cones in road environments using deep
learning techniques. Despite substantial progress in the realm of object detection
within road environments, the prevailing focus of research has been on vehicles and
pedestrians, thereby neglecting objects pertinent to road management and
maintenance, such as traffic cones. The present study utilizes the YOLOv5 algorithm,
a well-regarded approach that has demonstrated notable efficiency and speed in object
detection tasks. The proposed method was applied to a set of RGB images of road
works, collected from various sources. The findings indicate a high degree of detection
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accuracy, with an ToU (Intersection over Union) score reaching as high as 91.31%. The
article underscores the significance of traffic cone detection for enhancing road safety
and the efficiency of road construction.

The present article [7] proposes a generalized model for real-time detection of flying
objects using the YOLOvS8 architecture, which is regarded as state-of-the-art in
single-shot object detectors. The work addresses the challenges inherent in detecting
flying objects, such as the wide variation in sizes, speed rates, occlusions, and complex
backgrounds. The generalized model was trained on a dataset comprising 40 classes of
flying objects, thereby enabling the extraction of abstract feature representations.
Subsequently, transfer learning was applied with the parameters learned on a dataset
more representative of real environments, generating a refined model. The generalized
model demonstrated a mAP50 of 79.2% and mAP50-95 of 68.5%, with an average
inference speed of 50 frames per second in 1080p videos. The refined model exhibited
no loss in inference speed and demonstrated a substantial enhancement in accuracy,
attaining mAP50 of 99.1% and mAP50-95 of 83.5%. The article under scrutiny
emphasizes the efficacy of YOLOvS in addressing both small and moving objects,
underscoring its capacity for expeditious and precise real-time applications.

In study [13], a comprehensive dataset was developed that encompasses all categories
of tire defects. We introduced a new framework called DCScNet to perform tire defect
classification. Compared to leading classification algorithms, DCScNet learned features

in a fully unsupervised way, layer by layer, achieving a remarkable classification accuracy
of 96.8%.

Convolutional Neural Network (CNN) [12] with an attention mechanism was
proposed to identify foreign objects in the raw materials on a conveyor belt during
mining production. This approach is based on the concept of an attention mechanism
and the combination of semantic segmentation. Attention modules were integrated
into the CNN to focus on the features of the highlighted region and inhibit irrelevant
background, resulting in an effective improvement in detection accuracy. The
proposed method showed demonstrated improvements in foreign object detection
results in a production context, using the visualization technique. The results showed
that the method correctly identified 97% of foreign objects in 1871 sets of test images.
The Mean Jaccard Index (MIOU) of the optimal model reached 91.24%, and the

inference speed was over 15 fps, meeting real-time requirements.

In addition, the study by [8] proposed an innovative method for detecting defects in
resin films, using a combination of computer vision techniques, and supervised neural
networks. This method makes use of a large field-of-view microscope with 2K resolution
to capture high-quality images. Using an adjusted LeNet-5 network model, the method
locates and predicts defect types based on shape. In addition, deep autoencoders are
used to reconstruct images of normal samples, identifying anomalies by comparing the
original image with the reconstructed one. This approach demonstrated high accuracy
in locating and inspecting defects in resin films. Experimental results indicated that
the method can effectively identify microscopic defects, highlighting the robustness and
accuracy of the model in identifying anomalies. This study underlines the importance
of integrating deep learning techniques with conventional methodologies has led to a
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substantial reduction in the necessity for manual inspections. This development presents
a considerable opportunity for implementation in a variety of industrial contexts.

To resolve the problem presented and the research carried out, the YOLOvV8 model
was selected for implementation of the object detector. This model is based on the
PyTorch framework. The model architecture is made up of three parts: Backbone
employs a sophisticated convolutional neural network (CNN), which has been
designed to extract multi-scale features from input images. This backbone, which may
be an advanced version of CSPDarknet [11] or another efficient architecture, captures
hierarchical feature maps that represent the textures, which are crucial for accurate
object detection. The backbone has been optimized for both speed and accuracy,
incorporating depth-separable convolutions or other efficient layers to minimize
computational overhead while retaining representational power. The neck serves to
refine and merge the multiscale features extracted by the backbone. The model
utilizes an optimized version of the Path Aggregation Network (PANnet) [5] and the
Feature Pyramid Network (FPN) [4], which facilitates enhanced information flow
across various feature levels. This multiscale integration is imperative for the
detection of objects of varying sizes and scales. It is probable that YOLOv8 will
incorporate alterations to the original PANet, in order to further optimize memory
usage and computational efficiency. The head is responsible for generating the final
predictions, which include the coordinates of the bounding boxes, object confidence
scores and class labels. The model introduces an anchor-free method [9] which has
been demonstrated to simplify the prediction process, reduce the number of
hyperparameters, and improve the model’s adaptability.

3 System Architecture

The system presented uses a dataset of images of extrusion lines to identify
imperfections. It is imperative to note that each image captured by an RGB camera is
processed to grayscale and then used in a script that has been developed specifically
to label it accurately. This is done to meet the criteria that have been established to
be considered as an imperfect. The implementation of Label Studio [10] facilitates the
execution of additional adjustments, thus improving the quality of the labeling
process. As imperfections are not a constant occurrence, a script was developed to
expand the image database by rotating the images 180 degrees. It is important to
note that no other data augmentation methods are employed, since, due to the
stability of the detection zone, only rotation is considered relevant. The annotations
are generated in .txt files, which store information about the classes and bounding
boxes annotated. The model was trained using an NVIDIA RTX 4000 ADA with 16
GB of memory. The integration of these images into the YOLOvS algorithm is
seamless, ensuring optimal performance. The efficacy of this system is predicated on
its capacity to categorise and localise objects in accordance with the loss function,
thereby converting the target detection problem into a regression problem [2] [7]. This
algorithm incorporates the most advanced detection technologies available at the time
and optimises its implementation for best practices [6].
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Fig. 1. Annotation image

4 Experiential Development

Dataset and Training The data set under consideration consists of 6,700 images,
which were divided into three distinct sets. The first set, constituting 60% of the data,
was allocated for training purposes. The second set, comprising 20% of the data, was
designated for validation. The third set, which consists of an equal proportion of
images as the validation set, was allocated for testing purposes. It should be noted
that this dataset also includes unlabelled images without defects (empty .txt files).
The model was trained with batches of 16 for 200 epochs. The input images are of
dimensions 4096x2 pixels, which are then reshaped to 640x640x3 pixels when fed to in
the model. To avoid the problem of overfitting, an early stopping strategy with a
patience of 50 was employed. This approach therefore stopped the training process
when the model’s validation loss did not improve.

Evaluation Metrics The performance of the algorithm is evaluated through the
application of several analytical methodologies. The precision (P), recovery (R), mean
average precision (mAP), and F1 methods are utilized to assess the efficacy of the
algorithm.

TP
Precision — — 1 1
recision TP+ FP (1)
TP
= ——"——— 2
Recall = o5 5N (2)
2 Precision - Recall
Fl= 2. 3
<Rec:8dl_1 + Precision_1> Precision + Recall 3)

1 S
mAP = 3" AP()) (4)

True positive (TP) is defined as the number of positive samples that have been
correctly predicted. False positive (FP) is the number of positive samples that have
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been incorrectly predicted and false negative (FN) is the number of negative samples
that have been incorrectly predicted.

Results In Fig. 2, the training parameters and graphs associated with the learning
process employed in the training are represented. The evaluation of the model
performance is based on quantitative metrics extracted during training, such as box,
objectivity, classification, box val, objectivity val and classification val. For these
parameters, lower values are indicative of reduced loss, thus resulting in a more
suitable fit for the data model. Concurrently, metrics such as Precision, Recall,
mAPQ@0.5 and mAP@0.5:0.95 are utilised as direct indicators of the model’s capacity
to recognise and locate objects. In this case, higher values are indicative of superior
performance. Consequently, the synergy of minimal losses in the validation and
training parameters, concomitant with elevated mAP values, engenders an efficient
model, characterised by high discriminative capacity and robustness in the object
detection task.

Table 1. Model performance on validation data.

P | R | F1 [mAP@0.5/mAP@0.5:0.95| PR
0.98[0.99[0.98]  0.99 | 0.70 0.99

The test dataset comprises a total of 1340 images, each of which may contain
multiple defects. See detail in Table 1. Subsequent to the implementation of the
neural network on the test dataset, the model demonstrated an aptitude for
accurately identifying 1096 defects. However, certain instances of defects eluded
detection, a fact that was reflected in the performance results obtained. The
performance indicators for the model’s training and validation iterations must be
considered in order to ensure the validity of the results obtained. A consistent
downward trend is evident in the losses incurred during training and validation, thus
indicating that the model has successfully learned to represent the data and minimise
predictive errors. The loss values have been found to stabilise in recent epochs, thus
avoiding the presence of any obvious signs of overfitting. The decrease in box loss
indicates an improvement in the accuracy of the bounding boxes, while the reduction
in cls loss reflects an increase in the reliability of the classification of detected objects.
With regard to performance metrics, the precision and mAP50 values demonstrate an
upward trend throughout the training process, attaining elevated values. This verifies
the model’s considerable capacity to accurately identify pertinent objects, exhibiting a
minimal false positive rate. The mean average precision (mAP) at multiple IoU
thresholds also demonstrates a progressive enhancement, attaining a value close to
0.70, which signifies a robust capacity to detect objects at varying scales and
positions. A slight decrease in recall has been observed in the final epochs, which may
indicate a tendency towards greater selectivity on the part of the model, favouring
precision over sensitivity, and potentially resulting in the omission of some true
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positives. This behaviour must be considered when adjusting confidence thresholds or
balancing precision and recall. It is important to note that the model has an average
inference time per image of 5 milliseconds, which confirms its high computational
efficiency and reinforces its viability for real-time applications.

In summary, the results obtained demonstrate the effectiveness of the model in terms
of both accuracy and efficiency, validating its applicability in industrial environments
where high levels of performance and real-time response are required.
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Fig. 2. Training graphs

5 Conclusions

The present article focuses on the development of a computer vision system for real
automated inspection of rubber in extrusion lines. The approach based on deep neural
networks, namely through the YOLOvS8 architecture, has proven to be effective in the
simultaneous detection and localization of product faults. The model facilitates the
identification of defects in real time, determining their precise locations and affected
areas, thereby enabling an accurate assessment of the product’s compliance with
quality requirements. The implementation of this methodology signifies a substantial
advancement in the domain of automatic quality control within challenging industrial
environments, thereby fostering enhanced efficiency, reliability and traceability in real
time inspection process.
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Abstract. Managing the storage is becoming increasingly complicated to assess, with rising
costs and more complex inventories in small and medium-size enterprises (SMEs). Effective
storage management necessitates accurate tracking, reduction of excess inventory and rapid
access to materials. Analysis of storage methods is essential for continuous improvement to
increase operational efficiency, cost management and productivity. This paper explains how to
better understand warehouse problems through careful analysis and application of Ishikawa
diagrams. It facilitates the setting of specific improvement objectives by investigating every
issue and determining the source of the problems in the warehouse. The study also talks about
using simple technology to make factories work better. It aims to increase the efficiency of the
work inside the warehouse, using smart objectives to help for drawing up an action plan for
improvements with statistics results and how to integrate the new technologies of industry 4.0
in this methodology.

Keywords: Ishikawa - Storage Management - SMART goals - PDCA.

1 Introduction

The Toyota Productive System (TPS) is one of the most recognized production
systems in the world, serving as a model for many of the successful production
methods in the industry, especially for those who are looking for adequacy in the
practice of real case studies. As a strong competitive advantage, the TPS offers its
customers, through its production process, the full satisfaction of their expectations,
and simultaneously, obtaining economic benefits surpassed only by companies with
similar productive qualities [1].

Storage management analysis is very important. It helps companies make better
use of space, reduce costs, and keep track of inventory efficiently. Good warehouse
management makes it easier to find and use materials quickly. This reduces wastes
and improves the fluidity of operations. Regular review of storage management
enables companies to improve performance and remain competitive. This approach
makes it possible to achieve the key objectives of the optimized production, to ensure
the company’s continued growth and to enable it to respond to the evolution of the
market [2].

The application of push system instead of the pull system led to overproduction,
which in turn ended on a overstocking in the warehouse. It causes difficulties because of
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the small amount of warehouse space, having trouble doing tasks quickly as a result of
it. To adhere to the First In, First Out (FIFO) principle and maintain the warchouse’s
organization, it must constantly move containers around. Not only that, but the lack
of effective systems makes it easy to misidentify and use the wrong materials. This
disrupts the work and may cause mistakes when orders are sent out. To analyse and
identify problems, a methodology based on ishikawa approach is developed where 3
layer approach is presented to analyse environment and measurement, machine and
material and manpower and methods groups of root problems.

The rest of the paper is organized as follows: Section 2 reviews analysis methods
for diagnosing warehouse inefficiency. Section 3 outlines the methodologies and
redesigned tools used in the case study. Section 4 presents the company and the
structure of the warehouse where it based this case study, mentions the problem
description, the application of ishikawa analysis on the anomalies to help for defining
the objective goals, showing the improvement solutions and the results of the analysis
and the objective goals drawn in this case with a statistics results analysis. Section 5
discuss long-term effectiveness the benefits of this methods comparing the existing
ones and how to improve this methodology by implementing the new technologies of
industry 4.0. Finally, section 6 concludes the paper, limitations and identifies areas for
future work.

2 Warehouse inefficiency analysis: A state of the art

Warehouse inefficiencies could be analyzed by different types of problems solving
methods. These methods helps decision maker to well understand the root causes and
to fix solutions for improvement.

2.1 5W2H method

An initial approach to explain the issue (the problem, the failure) is the 5W2H
method (Why, Where, Who, What, When, How and How much). It is used for finding
the underlying cause of a problem or system failure. 5W2H tool were used as
decision-making guidelines. It helps company in the process of creating manufacturing
techniques. This approach is crucial to learning how to solve problems. It is also
included in the first TPS (Toyota Production System) training. Toyota Company’s
scientific approach is based on TPS, according to its originator, Taichii Ohno. In order
to find remedial and preventive measures, the five Why inquiries help identify the root
of the issue. The tool has been expanded outside Toyota and is used now in all the
sectors [3]. Not just determining the cause of an issue, 5W2H aims to assist in
resolving it and preventing it from occurring in the future. A corporation can take
corrective action to prevent recurrence of problems by determining the reasons behind
failures [4].

2.2 Pareto analysis

A Pareto chart is essentially a frequency block diagram in statistics that shows the
relative frequency of several attributes in descending order. Making this classification is
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a necessary first step before implementing the differentiation and allocation correction
procedures. While many researchers have documented instances in which Pareto charts
demonstrate the validity of the 80/20 principle, in actual practice, some classifications
result in Pareto charts that are less helpful for managers because the relative frequency
corresponding to 20% of the attributes is significantly less than 80%, making it difficult
to concentrate on a small number of attributes [5].

2.3 5 Whys

Using a five-question "why" technique, 5-Whys Analysis seeks to systematically
identify the root causes of issues. It has been frequently used in many industrial
contexts to explore issues relating to production, quality, reliability, safety, and
environment. Its origins back to the Toyota Production System. It is easier to develop
and put into action appropriate countermeasures when the technique allows for the
distinction between causal variables and root causes. When included into operational
tools, 5-Whys Analysis can produce measurable and practical results. But doing so
necessitates having a strong understanding of both the issue being looked into and the
system being studied. Effective use of the method can reduce these disadvantages and
make sure it is sufficient for problem solving, even though it might not always indicate
common causes or provide repeatability of results [6].

2.4 PDCA cycle

Four phases are repeated as part of this procedure to control and enhance the
supply chain management process or the company’s habits. To put it another way,
this approach consists of four stages that are used to monitor any deviations and
make necessary adjustments in order to improve business operations. The Planning,
Conducting, Testing, and Implementation steps also referred to as the Deming Phase
mark the conclusion of the PDCA process. The plan do check act cycle was created by
Deming as a four-step methodical approach to issue solving [7]. Several corrective,
temporary, and permanent actions are generated by the PDCA cycle idea. The goal of
continuous and corrective action is to eliminate the root cause. Quick steps to address
and resolve issues [8].

3 A new methodology for warehouse inefficiency analysis

This approach, presented in Fig. 1, aims to have comprehensive analysis by
identifying and categorizing causes of problem, a clear visual representation for the
relation between the causes and effects, a flexible variation of problem, making easy
the brainstorming sessions, finding useful insights and rank causes by importance and
using an easy design that simplify the process.

The approach follows four PDCA-aligned steps—detect anomalies via team input,
identify root causes using Ishikawa diagrams, define SMART improvement objectives,
and implement a targeted action plan—integrating analysis and goal-setting to enhance
efficiency.
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Anomaly Ishikawa Defining SMART Solution for
identification analysis goals improvement

Fig. 1. Methodology developed

4 Application in a small push storage warehouse

4.1 Company delineation

The factory produces cold-formed parts using industrial stamping processes with
modern equipment and technologies, ensuring autonomy and meeting group needs.
After parts are removed from the finished goods area, they are packed in boxes and
prepared for shipping, with loads moved to trucks using forklifts. A larger forklift
operates externally for safety and space reasons, while a smaller one moves boxes
inside. The warehouse is divided into functional areas: the center stores finished parts,
the top side houses compressors, coils, and inspection areas, the right side handles
loading/unloading and low-rotation items, and the bottom side manages packaging
and shipment preparation for efficient dispatch.

4.2 Features for the methodology to address

Anomaly identification This step leads for well understanding and analyzing this
challenges.

The identified challenges are the limited Space Impacts, Organizational Challenges,
Lack of Visual Management, Transport Challenges,Security Considerations.

Ishikawa analysis In Fig. 2 , an Ishikawa diagram that depicts causes and effects of the
problem of limited space anomaly is shown.
Moving for drawing smart goals to effectively address the identified issues.

Defining SMART goals The objectives smart outlined on the Fig. 3.

This objective focuses on improving operational efficiency by reducing container
movements by 20% within six months, leading to cost savings, streamlined processes,
and reduce wastes.
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Fig. 3. SMART goal of limited space

Improvement solutions The previous sections explained how to perform the diagnostic of
the problems encountered using the Ishikawa diagram. During this analysis, it turns out
that all the problems have common points which is the lack of visual management that
impact the organization and the process approach inside the warehouse. This causes
problems like moving containers around and making mistakes in finding and picking
items, the waste of time during this unjustified movement also for finding the container
wished and accidents that may occur due to insufficient awareness signs.

To fix these problems, some solutions for improvement are outlined in the Fig. 4.

The provision of implementing this methodology enabled conducting operations
in a more orderly, effective and error-free way. This in turn built the capacity of
the organisation to find out the key anomalies and their causes. The methodology
was able through broad and systematic approach to achieve significant operating
improvement in five key areas: space constraint, organization problems and absence
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Fig. 4. Suggested solutions for improvement

of visual management, transport challenges and security consideration. However, it
should be noted that these percentages are inclining to qualitative approaches such
as staff feedback, internal benchmarking as well as observational analysis. Because
there is no accurate baseline data, these values are suggestive estimates as opposed
to definite quantitative outcomes. To confirm this finding, structured data collection
and comparison of pre and post-implementation metrics should be made to empirically
determine the size of improvement made.

5 Future Directions and Methodological Advancements

5.1 Assessing long-term effectiveness

Desirable appraisals should be conducted to measure key performance indicators
(KPIs) like container movement frequency, the rate of order accuracy, and stock recovery
times in a bid to maintain the suitability of the applied solutions. For instance, six
months audit can show whether the changes are being maintained by comparing the
baseline data and current performance indicators. Apart from performance monitoring,
gaining routinely feedback from warehouse workers and overcoming new challenges
along the way will make the solutions flexible to altering needs of operation. For
improving the robustness of this methodology, future work will need empirical long-
term follow-up studies. These may involve such systems, as quarterly or biannual
evaluations to track KPI trends and detect a pattern of steady improvement. Having
set in place a continuous feedback mechanism and a clearly defined review timetable,
continuous improvement of performance shall be realized. This approach not only allows
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for alignment of the curriculum with the warehouse’s long-term strategic goals; but also
empowers the operation of continuous improvement by making use of iterative learning.

5.2 Comparative analysis with existing methods

A review against existing warehouse management techniques shows the strengths of
the method being proposed. Traditional methods include Six Sigma and 5S which carry
out business using structured frameworks for optimizing processes and reducing wastes.
They are just relatively expensive and a bit inflexible, especially for smaller operations.
On the contrary, the proposed approach is low cost and flexible, which makes it highly
relevant to Small and Medium-sized Enterprises (SMEs). Concentrating on practical
tools such as Ishikawa diagrams and SMART goals, this approach will be much simpler
and would not require many resources to implement. Though not as comprehensive as
more complicated systems, it is just about quick enough to be implemented, and its
flexibility provides an easy option towards enhancing warehouse efficiency.

6 Conclusion

This paper describes the importance of quality tools, lean manufacturing for
improving factory operations, particularly with respect to small storage environments,
with emphasis on inventory management applied to SMEs. The research is driven
by the growing need to optimize warehouse efficiency, reduce costs, and manage
increasing complexity in inventory systems. By examining past inefficiencies and
critically evaluating current behaviors, the study presents a four-step approach to
achieve these objectives.

It provides practical solutions to eliminate identified anomalies through the Ishikawa
diagram and SMART goals. These solutions offer several key benefits. Economically,
they reduce operational costs by minimizing excess inventory, streamlining processes,
and improving space utilization. Sustainable benefits are achieved by reducing material
waste and energy consumption through more efficient operations.

Maintaining long-term sustainability and continual development requires significant
time and financial investment, which could lead to delays. Other critical challenges
include overcoming resistance to change, ensuring data quality and consistency, and
providing thorough training. Furthermore, because the research was conducted in a
single organization, the methodology’s application is limited by the scope of this work.
To improve the results, more case studies from other businesses should be investigated,
taking into account different types of storage systems and layout configurations.

Future work should focus on implementing this methodology in more complex storage
systems, as well as in push production environments, to analyze how the methodology
behaves in identifying and eliminating problems. Furthermore, the implementation of
emerging technologies.
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Abstract. Liver diseases are currently a major global health problem with millions of deaths
annually. This study applies a Machine Learning algorithm to identify clinical subgroups in the
Indian Liver Patient Dataset. After preprocessing the data, included imputation of missing
values, normalization through logarithmic transformation and feature selection through
Recursive Feature Elimination with Cross-Validation, three main features (Age, Alkphosp and
Sgot) were selected for clustering analysis. The k-means algorithm, combined with Elbow
Method, outlined three distinct groups of patients. Although the groups provided clinically
relevant insights, such as the association between advanced age and elevated liver enzymes, the
overlap between patient groups indicated limitations in disease identification. Future work will
consider implementing another clustering method, Fuzzy c-means, and using larger datasets.

Keywords: Liver Disease - Machine Learning - k-means - Unsupervised Learning - Indian
Liver Patient Dataset

1 Introduction

Liver diseases are causing the death of millions of people every year, due to liver
diseases such as cirrhosis, hepatitis and fatty liver disease [9]. Symptoms often only
appear in advanced stages, such as fatigue and abdominal pain [1]. Additionally, liver
enzyme levels (e.g., alkaline phosphatase and aspartate aminotransferase) vary from
person to person, and an altered value may not always mean a serious illness, which
makes detection of this type of disease a challenge [5].

Machine Learning (ML) has advanced greatly over the years, becoming a useful
tool in healthcare that allows us to analyze large amounts of medical data to
potentially discover patterns and predict clinical outcomes. The k—means algorithm
has been widely used to perform unsupervised clustering that helps us identify groups
of patients based on their clinical characteristics without the need for labels [7]. These
methods are useful in the early stages of analysis, when the goal is to discover
relationships between clinical variables and identify subgroups of patients for further
research.

Several studies have used ML in the analysis of liver diseases, Spann [8] carried out
a comprehensive review on the use of ML in liver diseases and transplants,
highlighting the ability of algorithms such as k-means and Support Vector Machine
(SVM) to identify clinical patterns. Ghosh and Waheed [3] conducted a study where
they applied supervised algorithms, such as k-star, to the Indian Liver Patient
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Dataset (ILPD), where they managed to achieve 100% accuracy in classifying patients
with and without liver disease.

This study aims to identify patterns in clinical data of liver patients, using ML
algorithms to analyze subgroups with similar characteristics, which can help in
understanding the progression of the disease.

The paper is organized as follows. Section 1 provides the paper introduction. Section
2 outlines the methodology used. In Section 3, the main characteristics of the dataset
are described, and Section 4 presents the obtained results. Finally, conclusions and
future work are discussed in the last section.

2 Methodology

The methodological process involved two stages: dataset preprocessing and the
application of the k-means algorithm. The ILPD dataset used contains 583 patient
records with 11 features, as detailed in section 3. The methodology flow can be seen in
the Fig. 1.

Preprocessing data

Missing
values

Outlier
treatment

Elbow method

Dimensional
reduction

Input data

Disease severity
clusters

Fig. 1. Methodology workflow

2.1 Dataset preprocessing

In the initial preprocessing phase, an analysis of the presence of missing values in
the dataset was performed, as the existence of missing data could later compromise
the effectiveness of the k-means algorithm. Four null values were found in the feature
Albumin and Globulin Ratio (A/G Ratio), so it was decided to perform their mean
imputation.

Then, boxplots to identify outliers were made to visualize the extreme values. After
visualizing the outliers, skewness graphs were also created for each feature in order to
evaluate the distribution of the data. Some features were found to have significantly
skewed distributions, so the natural logarithmic transformation was applied as a way to
reduce this skewness and improve data normalization. However, it was decided not to
remove the identified outliers, since, in clinical contexts, these may represent extreme
but relevant cases, whose inclusion could enrich the segmentation carried out by the
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k-means algorithm. Furthermore, excluding an outlier would be equivalent to excluding
a patient.

Later, a dimensionality reduction was performed with the aim of selecting the most
relevant features. For this purpose, a correlation matrix was constructed to evaluate
the relationship between the different features of the dataset, in this phase gender was
coded numerically, 0 for women and 1 for man, once the correlation matrix only works
with numerical variables. Based on the correlation matrix, only one of the features with
a high mutual correlation was selected, prioritizing the one with the highest correlation
with the Selector variable.

To optimize the final set of features from dimensionality reduction, the Recursive
Feature Elimination with Cross-Validation (RFECV) method was applied using
Random Forest to train the model and identify the variables with the greatest impact
on model performance.

Finally, to standardize the features before applying k-means, MinMazScaler function
was used, which transforms the data to a common scale (e.g. [0, 1]) and ensures that
all variables have equal weight in the algorithm.

2.2 K-means clustering algorithm

K-means is a popular unsupervised ML algorithm used for clustering data points
into distinct groups based on their similarity. It aims to separate n data points into
k clusters, where each data point belongs to the cluster with the nearest centroid.
The algorithm starts with random centroids and iteratively relocates the points and
recalculates the centroids until it converges, minimizing the sum of the squares of the
distances between each data point and its centroid, reaching a local minimum [4].

In this study, to find the optimal number of £k for applying the algorithm, the
elbow method was used, which consists of running the clustering algorithm for different
values of k and measuring how far the data points are from the center of their clusters,
which is called the sum of squared error. This value is then plotted on a graph, where
the point at which the curve begins to flatten, forming an "elbow," signifies the optimal
number of clusters. Subsequently, the performance of the clustering was evaluated using
the Silhouette Score, which measures how well each data point fits within its assigned
cluster compared to other clusters. This score ranges from —1 to 1.

3 Dataset

The ILPD contains 583 patient records, of which 441 are men and 142 are women.
The dataset includes 11 features: age, gender, total bilirubin (TB), direct bilirubin
(DB), alkaline phosphatase (Alkphosp), serum glutamic pyruvic transaminase (Sgpt),
serum glutamic oxaloacetic transaminase (Sgot), total protein (TP), albumin (ALB),
albumin/globulin ratio (A/G Ratio) and Selector. The Selector feature indicates the
presence (1) or absence (2) of liver disease, with 416 patients and 167 healthy
individuals. Patients over 89 years of age are recorded as being 90 years old.
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4 Results and discussion

Initially, the k-means algorithm was applied with &k = 3, which was calculated to
be the optimal value based on the Silhouette Score and the Elbow method.

KMeans (k=3) - Alkphosp vs Sgot K-Means (k=3) - Sgot vs Age K-Means (k=3) - Alkphosp vs Age
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Fig. 2. k-means scatter plots (k = 3)

Although k = 3 was considered the most appropriated number of clusters, visual
analysis of the Fig. 2 and the Table 1 indicates that the clusters did not clearly separate
patients with and without liver disease, as verified by the overlap of patients with
different targets values in each cluster. In an attempt to improve separation, the process
was replicated, but with different k values, where no significant improvement in patient
separation was noted.

Table 1. Clusters vs Selector with (k = 3)

Cluster‘ Selector 1 ‘ Selector 2

1 112 56
2 165 66
3 139 45

In order to analyze the patients through the centroids of the clusters, which can be
seen in Table 2, it is crucial to consider the range denoted as healthy for the patients
for each variable considered, as suggested by [2, 6]: Serum Glutamic Oxaloacetic
Transaminase (5 - 40 p/1) and Alkphos (36 - 150 p/1). The specific age range has not
been defined, as there are several factors that can have an impact on this metric.
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Table 2. Features Centroids

Cluster ‘ Age ‘ Alkphosp ‘ Sgot

1 25.26|277.35 129.77
2 |44.17(235.76  |93.06
3 (63.26(371.47 112.94

Based on the ranges considered healthy for Sgot and Alkphos, the clusters can be
qualified as: Cluster 1, with younger patients (mean 25.26 years), Alkphosp of 277.35 /1
and Sgot of 129.77 u/1, is classified as the other cluster, since the values of Alkphosp and
Sgot are significantly above the ranges considered healthy. Cluster 2, including middle-
aged patients (mean 44.17 years), with the lowest values of Alkphosp (235.76 1/1) and
Sgot (93.06 /1), is considered the cluster with healthy people; although the values are
above the healthy ranges, they are the least divergent between the clusters, indicating
a healthier profile. Cluster 3, which includes older patients (mean 63.26 years), has
the highest levels of Alkphosp (371.47 u/1) and Sgot (112.94 p/1), both significantly
above healthy ranges, making the cluster with sickest people and showing serious liver
problems.

5 Conclusion and Future Work

This study was based on the K-means algorithm for the analysis of liver patients in
the ILPD, where it identified 3 subgroups of patients based on Age, Alkphosp and Sgot.
Although the groups do not directly correspond to the identification of liver diseases,
they revealed clinically relevant patterns, such as the association between advanced age
and high levels of liver enzymes. The same procedure was replicated but for different
values of k, where the results were not very different for k& = 3.

Although the results were not very satisfactory, they are relevant to the area of
liver health, as they highlight the usefulness of K-means, allowing the identification
of subgroups that can guide clinical studies on risk factors and disease progression.
However, the study found a number of limitations that might have impacted the
findings, including the use of a relatively small sample, outliers, and some unbalanced
data in the dataset, such as the distribution of genders (441 males vs. 141 females)
and health conditions (416 patients with liver disease vs. 167 without liver disease).
These limitations resulted in the skewing of the representation of clusters towards the
majority classes, which could have had an impact on the clustering results. Given
these characteristics, the ability of the method applied to clearly distinguish between
healthy and sick patients may have been negatively affected.

For future studies, another machine learning algorithm, such as Fuzzy c-Means, will
be applied, since this algorithm allows patients to belong to multiple clusters with
different degrees of membership. Using a dataset with a larger sample could improve
the quality of the clusters and the definition of the centroids, as clustering algorithms
benefit from larger datasets.
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Abstract. The Asset Administration Shell (AAS) is a standardised digital representation that
bridges the physical and digital worlds and is designed to enable data exchange and
interoperability in Cyber-Physical Production Systems (CPPSs). Despite their benefits, the
AAS faces modelling, application, and integration challenges, particularly in implementing the
proactive AAS (Type 3). This preliminary work describes the implementation of an AAS Type
3 in an automotive assembly line, considering the Multi-Agent Systems (MASs) principles to
transform an AAS Type 2 into an AAS Type 3. Preliminary results demonstrate that, using
MAS principles in a Type 3 AAS, it is possible to reduce measurement time and, through agent
intelligence, expand the capacity of the AAS.

Keywords: Asset Administration Shells - Cyber-Physical Production Systems - Industry 4.0
- Multi-Agent System

1 Introduction

The Asset Administration Shell (AAS) emerged as a significant concept in the
Industry 4.0 (I4.0) context, as defined by the Reference Architectural Model Industrie
4.0 (RAMI4.0) [1, 3, 13] to create an interface between the physical and virtual
worlds [2], acting as a single source of truth within the assessment process and
creating interoperability between assets [14].

The AAS concept is a standardised framework designed to represent, manage, and
facilitate the interchange of physical asset-related data in an interoperable and machine-
readable manner [7]. The AAS can be classified into three different types according
to their level of interaction capability and degree of autonomy to make decisions [8],
namely passive AAS (Type 1), which is a file-based data structure that standardises
asset information; reactive AAS (Type 2) acts as an Application Programming Interface
(API) that exchanges information via HTTP/REST protocol; and, finally, proactive
AAS (Type 3) acts as a decision-making enables communication and collaboration
with other AASs (e.g., through negotiation).

Although several AAS Type 1 and Type 2 implementations exist and have been
successfully demonstrated in industrial environments, namely [15-17], developing AAS
Type 3 remains challenging [9,18]. The AAS Type 3 requires further research to address
autonomous decision-making, context awareness, and dynamic coordination between
heterogeneous assets [12].

With this in mind, this preliminary work describes the implementation of an AAS
Type 3 for an automotive assembly line, using the Multi-Agent System (MAS) principles
to solve interoperability issues and enhance the pro-activeness of traditional AAS.
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This article is organised into five sections. After the introductory section, Section 2
provides the agent-based AAS architecture concept. Section 3 describes the automotive
assembly line use case. Section 4 explains how the AAS Type 1, AAS Type 2 and the
agent-based AAS are modelled and provide the tests, the results and their discussion.
Finally, section 5 concludes the paper and presents the potential future work.

2 Agent-based Asset Administration Shell Architecture

As aforementioned, AAS Type 3 represents an advanced and extended form of AAS
but faces a gap in terms of interaction between AAS. In fact, the definition of AAS
Type 3 recalls MAS, where each AAS functions as an autonomous, intelligent, and
cooperative entity capable of interacting with other AASs to exchange information and
make decisions. Currently, AAS Type 3 is still in the early stages of development and
lacks specific guidelines and specifications for its implementation. In this context, this
section addresses this gap by introducing a conceptual architecture that integrates MAS
and AAS to realise AAS Type 3 which forms an agent-based AAS architecture [11], Fig.
1 illustrates the general concept of the proposed agent-based AAS architecture.

Asset Administration Shell Type 3 Asset Administration Shell Type 3
Agent Collaboration Models Agent Collaboration Models
Intelligence Intelligence
1 i
14.0 i 14.0 i
Communication i Communication |
i
1 1
! Data Model | Data Model

lRepresentation iRepresentation

14.0
Asset Administration Communication Asset Administration
Shell

Asset Asset

14.0
Component
14.0
Component

e.g., Fanuc Robot
@)
&
STOEL

Fig. 1. General concept of agent-based AAS architecture.

The agent-based AAS architecture aims to enhance digitisation by embedding
distributed intelligence and autonomy of MASs and collaborative functions supporting
interoperability, flexibility, adaptability, and interoperability requirements of 14.0 [11].
MAS technology is used to realise intelligent AAS, mapping their inherent
characteristics into AAS functionalities and extending them with intelligence and data
analytics capabilities [12].

While AAS developments have focused on information management, there is a
growing need to incorporate intelligence and collaboration to develop 14.0 compliant
solutions. Integrating MAS technology is a step towards addressing this gap, although
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such solutions are still in the early stages of maturity [10, 11]. In conclusion, the
agent-based AAS architecture is a promising approach to advancing the digitisation
and intelligence of industrial assets, enhancing collaboration and adaptability in
manufacturing systems. However, further development and validation are needed to
realise its full potential in 14.0 environments.

3 Description of the Case Study

As shown in Fig. 2, the case study is related to an automotive assembly line,
particularly the final assembly. The measurements of the flush and gap of the
automobile are carried out using an “intelligent” device developed by U.Sense during
the openZDM project, named G3F, which allows for making the measurements using
a laser and storing them automatically.

Manual Manual : : Manual , Manual
Assembly Measurement | ! Assembly |Measurement
Station Station ! i Station ! Station

Fig. 2. Automotive assembly line use case.

However, the proper laser measurements require knowing the car’s colour to adjust
the laser. Additionally, the device needs to know the defined limits for each measurement
to evaluate if the gaps and flushes are within the tolerance and rejection limits. In this
context, it is necessary that the G3F sensor and the cars, modelled as AAS, should
exhibit proactive behaviours (Type 3) and not single reactive ones.

4 Experimental Implementation

This section describes the experimental implementation of agent-based AAS,
demonstrating how AAS Types can be applied to an automotive assembly line.

4.1 Implementation of AAS Type 1 and Type 2

The AAS Type 1 acts as a static file where the asset’s information is stored in a
JSON or XML file and can be exchanged digitally across the network [10]. In this
preliminary work, to implement the G3F sensor and the automotive as AAS Type 1,
the software Eclipse AASX Package can be used, which consists of viewing, creating,
editing and hosting an 14.0 component [6,11].
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An AAS is modular and comprises several submodels, which refer to models that
are technically separate from each other and included in the AAS [6]; it can consist of
data such as identification, technical data, operational data and capabilities. The G3F
sensor has a submodel called OperationalData, which includes the car_id, colour,
and  MeasurementData. Similarly, the Car includes the  submodel
ProductSpecification, responsible for containing specific operational data such as
OperationalDataG3F.

To initialise them as AAS Type 2, the Eclipse AASX Server can be used, which
provides the necessary infrastructure to access real-time data, allowing communication
via HTTP/REST and initiated by the client.

4.2 Implementation of Multi-Agent System Infrastructure

When implementing an AAS Type 3, each AAS must demonstrate collaborative and
intelligent capabilities. To support these capabilities, software agents are introduced
to manage interaction, coordination, and negotiation between AASs. This agent-based
approach enables each AAS to behave proactively and to exchange information with
other AASs autonomously through their respective agents. Fig. 3 illustrates how this
architecture is applied in the automotive assembly line use case, highlighting the role
of agents in facilitating distributed decision-making and cooperation.

G3F Agent Car Agent

FIPA-ACL
¥ -

HTTP/REST

@

HTTP/REST

PR ——
7 SR —

Asset Administration
Shell

Asset Administration
Shell

14.0
Component
14.0
Component

Fig. 3. Agent-based AAS architecture for automotive assembly line use case.

The agents were developed in Java Agent DEvelopment Framework (JADE)
(jade.tilab.com), implementing an efficient agent platform and supporting the
development of MAS [4]. JADE is known for its compliance with the Foundation for
Intelligent Physical Agents (FIPA) (fipa.org) standards [5]; having this in mind, the
agent-based AAS architecture is composed of two principal agents:
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— G3F Agent: is responsible for managing the car_id readings of each Car and the
measurements of each point name.

— Car Agent: is responsible for managing the catalogue of cars by using the available
resources (following a plan containing each car_id, colour, and MeasurementData).

The G3F Agent’s behaviour is to collect real-time data from the G3F sensor. It is
responsible for identifying the car on the assembly line via its car_id, and requesting
the necessary data from the Car Agent. On the other hand, the Car Agent represents
the car and is responsible for managing and making available its technical data and
responding to requests from the G3F Agent.

4.3 Interaction Protocol

The interaction between agents in the JADE platform is based on the Agent
Communication Language (ACL) specified by the FIPA standard [5]. Following Fig. 4,
the sequence starts when the G3F sensor publishes the car_id in MQTT and the
G3F Agent starts the interaction by sending a REQUEST message to the predefined
agent that implements the Yellow Pages [4], the Directory Facilitator (DF), asks
which agents provide the car_id. The DF returns the Agent Identifier (AID) in an
INFORM message.

X X X

G3F AASII G3F Sensor G3F Agent Type DF Car Agent Type Car AASI

MQTT.subcribe

Ia—

- REQUEST

o RENURSL
. INFORM_____
,,,,, FAILURE ____

= REQUEST

Unirest.get

INFORM

MQTT.publish

[] FAILURE

[} MQTT. subcribe []

[]‘ Unirest.put []
[} CONFIRM ‘[]

Unirest.put

I

Fig. 4. Interaction protocols between sensor, agents and AAS.
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After that, when the G3F Agent receives the information, the agent asks the AID
provider for the colour, limits_points and point’s_names; this data is contained in
the Car AAS, so the Car Agent needs to connect to its AAS via HTTP/REST protocol,
execute the get command and then inform the G3F Agent. G3F Agent then publishes
these values in the MQTT, and the human operator with the G3F sensor takes the
gap and flush measurements. When all the point’s_names have been measured, and
the G3F sensor publishes them in the MQTT, and the G3F Agent executes the put
command in its own G3F AAS and confirms the Car Agent of the measurements to do
the same.

4.4 Analysis of Results

This preliminary work was experimentally implemented and features modularity and
scalability, as it demonstrates the integration of MAS principles into AAS, allowing
the transition from AAS Type 2 to AAS Type 3. The agents could autonomously
exchange and act upon information, enhancing the flexibility and responsiveness of
the assembly line operations. The architecture supports interoperability and real-time
decision-making, key requirements for 14.0 environments.

The response time of the interactions between the G3F Agent and the Car Agent
is shown in Fig. 5, which shows the results for 40 experiments with the average time
being 0.0565 seconds and a pattern deviation of 0.0671 seconds. In this case, the pattern
deviation is slightly higher than the average because there are outliers; for example, the
initial value of 0.446 seconds is considerably higher than the others, which increases it
significantly. The increase in response time in trials 27 to 40 is because the DF is being
used as a resource for the G3F Agent, and there was a continuous request, so the DF
took longer to process the data.

—e— Response Time
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Fig. 5. Response time between agents.

5 Conclusion

This preliminary work describes implementing an agent-based AAS approach to
improve interoperability and autonomy in an automotive assembly line by leveraging
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MAS, the proposed architecture transitioned from AAS Type 2 to Type 3, allowing the
real-time adaptability.

This preliminary work showed that by using an agent-based AAS architecture,
however it is more complex than a function-based architecture in terms of modelling
and development, by integrating agents into AASs, it is possible to implement
proactive behaviour with the ability to locate, negotiate and exchange information,
without relying on a centralised architecture. With this in mind, interoperability and
modularity have been made possible by integrating agents, ensuring effective
communication across the AASs.

Future work will focus on improving communication performance and expanding the
use to more intricate industrial scenarios.
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Abstract. The growing increase in hate speech in digital environments, especially when accessed
by students, constitutes a significant threat to inclusive education. Natural Language Processing
(NLP) systems have been used as tools for detecting and mitigating this type of content, but these
systems are also subject to security risks, such as manipulation, adversarial attacks or internal
flaws. This paper proposes the application of the STRIDE threat modeling framework to the
flowchart of the process of a hate speech detection system designed for school environments. The
aim is to identify security weaknesses in the components of this system, from data ingestion and
model inference to user interaction, as well as to propose mitigation strategies to increase the
system’s reliability. By aligning threat modeling practices with the specific context of offensive
language detection, this study contributes to the development of more secure and effective content
auditing systems.

Keywords: Threat modeling - Hate speech detection - STRIDE - NLP - Security in Al
systems

1 Introduction

Hate speech on the Internet has become increasingly prevalent, in line with the
growth in the use of social networks, which currently reach around 60% of the world’s
population [2]. Although these digital spaces encourage freedom of expression and the
sharing of ideas, the anonymity that characterizes them often facilitates offensive
behaviour, resulting in humiliation, harassment and discriminatory practices. This
online toxicity, often referred to as cyberbullying, represents a constant threat to
safety in the digital environment and to the right to participate in virtual spaces.

The global scale of the problem becomes evident when considering reports such
as [1], where the authors state that 80% of Internet users in the European Union
have witnessed hate speech online, and 40% have personally felt attacked. In [2], data
from South Korea show that 64% of adults and 68.3% of young people have been
exposed to this type of content, especially targeting women, immigrants, and people
with disabilities. In [5], a study in Brazil found that, in an analysis of 145 news stories
published in a single day, 90% contained at least one hateful comment.

This panorama becomes even more delicate when transposed to the school context,
which has also been impacted by these harmful dynamics [3]. Unrestricted access to
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the Internet in educational institutions exposes children and adolescents to
discriminatory content, compromising both their emotional well-being and the quality
of their learning. The presence of hate speech in digital school environments directly
threatens the construction of a welcoming and inclusive space for all students. Faced
with this scenario, the Information Technology (IT) area has assumed a strategic role,
especially through advances in Artificial Intelligence (AI). In particular, progress in
Natural Language Processing (NLP) has enabled the development of automated
systems capable of detecting, classifying, and blocking harmful content on the web.
These systems are able to analyze large volumes of data in real time, helping to
reduce the spread of hate speech and promote safer virtual environments, including in
the school context. In project, where STRIDE (acronym for Spoofing, Tampering,
Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege)
was applied, NLP is used to analyze the textual content of websites accessed by
students, identifying patterns linked to hate speech. The Al system is based on the
pre-trained model Bidirectional Encoder Representations from Transformers (BERT),
developed by Google, known for its ability to understand word context and linguistic
nuances. Training was conducted using the Jigsaw Unintended Bias dataset, which
includes millions of labeled online comments across various offensive categories. The
data underwent preprocessing steps such as text cleaning and tokenization to align
with BERT requirements. The system classifies toxicity levels into categories like
toxic, obscene, and threat. If the accuracy of the classification of the categories is
equal to or greater than 50%, the content is added to a blocklist on the server to
prevent future access.

However, the adoption of Al-based technologies also requires attention to security
aspects. Hate speech detection tools can be the target of attacks that affect their
performance, either by exploiting flaws in their process or by subtle manipulations in
the input texts, which can compromise their effectiveness. To deal with these threats,
the application of threat modeling techniques is essential, making it possible to
identify possible vulnerabilities and propose mitigation measures from the initial
stages of the project.

One notable approach for addressing security threats is the STRIDE model, proposed
in [7]. This model is especially useful in different contexts, including systems that use
AL Tts application in NLP solutions makes it possible to anticipate risks and strengthen
the system’s defenses against various types of attack, promoting greater reliability and
resilience.

Having this in mind, this paper proposes the application of STRIDE threat
modeling to the flowchart of the process of a system being developed to detect hate
speech in school environments. The aim is to identify critical vulnerabilities and
suggest improvements to ensure both the security and effectiveness of the solution in
the educational context.

The remaining paper is organized as follows: Section 2 presents related work, with an
emphasis on work that uses STRIDE model to analyze and model threats in Al-based
systems. Section 3 describes the flowchart of the process system, highlighting its main
components. Section 4 details the application of threat modeling based on the STRIDE
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model in the flowchart of the process presented. The 5 section discusses the results
obtained, concludes the article and proposes directions for future work.

2 Related Work

The security of NLP systems has become an increasingly important topic,
particularly as Al-based technologies are adopted more widely. Breaches in these
systems, either through input manipulation or by exploiting model weaknesses, can
have serious consequences. As a result, it is critical to incorporate threat modeling
and risk analysis into the development of NLP applications to maintain their integrity
and reliability. Several studies have proposed different strategies to evaluate and
address security risks in NLP, with the STRIDE framework emerging as a commonly
used approach.

In [4], the authors adapted the traditional STRIDE model to better address unique
vulnerabilities in Al systems, focusing especially on input data and threats to model
integrity. Their work demonstrated how STRIDE can be applied to detect flaws
related to input manipulation techniques, including data poisoning and adversarial
attacks. This adaptation expanded STRIDE’s relevance to Al systems, highlighting its
effectiveness in mapping vulnerabilities and proposing specific mitigation strategies.

Similarly, in [8], STRIDE was applied to systems built on Large Language Models
(LLMs), investigating threats such as prompt injection and data poisoning. The study
emphasized the usefulness of STRIDE in uncovering security gaps that arise from the
context in which NLP models operate and stressed the importance of protecting both
user interactions and data quality.

Beyond model-specific analyses, in [6], the authors proposed a taxonomy of attacks
targeting Machine Learning systems at various stages, calling attention to the need for
a comprehensive understanding of system architecture. Together, these studies suggest
that threat modeling efforts must consider all parts of an Al-based system, from data
input to infrastructure, to be truly effective.

While existing research has shown the value of STRIDE in AI contexts, many
studies have focused primarily on isolated aspects, such as input vulnerabilities or
model behavior. In this way, the proposed work aims to extend the application of
STRIDE to cover the entire architecture of an offensive speech detection system, from
data ingestion to user-facing outputs. This broader analysis aims to identify
vulnerabilities not only within individual components, but also those emerging from
interactions between them, an especially important consideration in educational
environments, where safeguarding user engagement is critical.

3 Flowchart of the process and Threat Modeling

The flowchart of the process illustrated in Fig. 1 describes the hate speech detection
system, whose structure will be evaluated using the threat modeling proposed in this
study. The system integrates interconnected modules that automatically monitor and
block potentially offensive content.
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Fig. 1. flowchart of the process for hate speech detection and response.

The flow begins with the client’s request for access (a), mediated by a proxy server
(b). Requests to the Internet (c) are recorded in logs (d), which provide data to the
indexer module (e). The indexer then extracts relevant information and stores it in
the database (f). Subsequently, the AI module classifies the accessed content based on
toxicity parameters (g). If the value identified exceeds the threshold defined as greater
than 50% (h), the system automatically blocks access, sends a notification to the user
via the notifier module (k), and adds the URL to the block list (i). At the same time,
this content is forwarded to the training module (j), which updates the ANN model to
improve its detection capacity over time. In this way, the approach ensures an agile and
adaptive response to offensive content.

4 Threat Modeling Based on the STRIDE Model

This section uses the STRIDE methodology to assess security risks in the system
architecture, identifying possible weaknesses. The framework categorizes threats into
six main groups: spoofing, tampering, repudiation, information disclosure, denial of
service, and elevation of privilege. The assessment focused on the vulnerabilities with
the greatest potential to affect the continuous operation and reliability of the system,
also considering attack scenarios and plausible malicious agent profiles.
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4.1 Spoofing

Given that the system operates passively in the background, monitoring network
traffic without requiring direct user authentication, the identification of devices in the
system occurs via MAC address. Although this identification occurs at the hardware
level (and not the user’s), it establishes a verifiable relationship between browsing
activities and authorized devices on the network.

However, one possible attack scenario involves a tech-savvy student trying to
manipulate their IP address or device information to circumvent restrictions
associated with their identity on the network. Even on a restricted network, the
attempt to impersonate another device or mask one’s digital identity is still a threat.
The motivation would be to gain access to blocked content or hide their online
activity, especially in institutions with less robust network infrastructure.

4.2 Tampering

In terms of integrity violation, logs and data processed by the indexing module
(represented by (d) and (e) in the flowchart of the process presented in Fig.1,
respectively) are vulnerable to manipulation if they are not protected by encryption
or integrity checks. An attacker with access to the system could tamper with access
logs or indexed data, distorting the history and impairing content clas- sification.
Such a scenario would compromise the reliability of the system and, consequently, the
effectiveness of the Al model. An attack of this type can be carried out by an internal
agent, such as a technician with privileged access or a student who has compromised a
terminal. The motivation can range from concealing misbehavior to sabotaging the
system, making it difficult for the school administration to monitor.

4.3 Repudiation

The lack of robust auditing mechanisms, such as immutable logs or digital signatures,
would allow users to contest recorded actions, such as attempts to access blocked URLs.
This weakness would hinder accountability and incident management, reducing the
administrative effectiveness of the system.

In a typical scenario, a student could contest the record of access to blocked
content, claiming that browsing was accidental or fraudulent. The absence of verifiable
records would allow such claims to gain traction, with the aim of avoiding disciplinary
punishment and challenging the school’s ability to hold users accountable based on
the system’s data.

4.4 Information Disclosure

The system processes sensitive data such as browsing histories, toxicity ratings and
training sets. Modules such as the indexer and the database (represented by (e) and (f)
in the flowchart of the process presented in Fig.1, respectively) can become leak vectors
if exposed due to configuration failures, unprotected endpoints, or lack of encryption.
Although the operation is in the background, operational or infrastructure failures can
compromise users’ privacy.
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A possible attack scenario involves an external attacker exploiting a known
vulnerability or an internal user with unauthorized access. Motivation can include
collecting personal data and exploiting compromising information. In institutions with
less administrative control, even accidental leaks through unmonitored unauthorized
access pose an imminent risk.

4.5 Denial of Service

Although the system works transparently, denial of service attacks are possible,
especially if malicious users overload the system with requests containing content
classified as toxic against the proxy or the classifier (represented by (b) and (g) in the
flowchart of the process presented in Fig.1, respectively). In controlled environments,
the probability is low, but a successful attack could jeopardize the availability and
stability of the system. Malicious users could automate or orchestrate access to pages
known to contain blockable content, testing the limits of the infrastructure.
Motivation could include trying to destabilize the system.

4.6 Elevation of Privilege

The system’s training module (represented by (j) in the flowchart of the process
presented in Fig.1), responsible for updating the Al model with new data, represents a
critical point in the architecture. If there is no adequate isolation between this module
and the database (represented by (f) and (e) in Fig.1), or if the input data is not
validated, the system becomes vulnerable to data poisoning attacks. In this context, a
malicious agent can insert manipulated examples into the database, such as offensive
phrases labeled as harmless. This could compromise the Al’s learning process, causing
the system to misclassify content in the future. This attack could be carried out by a
careless administrator, an employee with privileged access or even an external attacker
exploiting loopholes in update scripts.

4.7 Summary

Considering the results obtained from the threat analysis carried out, it was possible
to summarize the main threats for each category, as well as the severity of the threats,
which are listed in Table 1.

5 Analysis of Results and Conclusions

STRIDE-based analysis revealed significant vulnerabilities in the hate speech
detection system, particularly involving authentication, data integrity, and system
reliability. MAC address identification, for example, does not require strong
authentication and can be easily bypassed using widely available spoofing tools. The
system’s use of sensitive information—such as browsing histories and toxicity
ratings—reinforces the need for safeguards such as encryption, immutable logs, and
granular access control.
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Table 1. Consolidated STRIDE-based threat modeling and analysis

STRIDE Description Modus Operandi Severity
Category
Spoofing Unauthorized users|An attacker might use macchanger -r|High
(Impersonation) impersonate  teachers  or|ethO in Linux to spoof a device’s MAC
administrators to bypass|address and access restricted content.
access controls. STRIDE recommends identity verification
mechanisms.
Tampering Injection or manipulation|Attackers may access the NoSQL database|High
of input data to deceive the|to alter toxicity labels or introduce
classifier (e.g., adversarial|adversarial examples. STRIDE led to
text). implementation of access control and audit
policies.
Repudiation Lack of proper logging allows|Without immutable logs, attackers may|Medium
denial of content submission|deny submitting harmful content. STRIDE
or events. emphasizes protected, verifiable logs.
Information Exposure of  confidential|Misconfigured networks can be exploited|High
Disclosure classification results or user|(e.g., via Wireshark) to leak user data.
data. STRIDE recommends encryption and
secure communication.
Denial of Service System overload via repeated|Attackers flood the classifier with|Medium
or adversarial requests. toxic inputs or long texts, degrading
performance. STRIDE modeling
highlighted this vulnerability.
Elevation of Privilege|Gaining admin access or|Malicious input via open APIs (e.g.,|High
influencing model behavior. |neutral-labeled toxic phrases) may corrupt
the model. STRIDE advises strict input
validation and API protection.

DoS attacks, while less expected on internal networks, were shown to be possible.
STRIDE highlighted that attackers could intentionally generate repeated requests to
URLs known to host toxic content, overwhelming the rating module and impacting
service availability. Without structured threat modeling, such a scenario could have
gone undetected.

One of the most serious issues identified was the risk of privilege escalation through
data poisoning during Al training. A compromised model could lose accuracy, become
biased, or even be manipulated — undermining the system’s core function. The analysis
also showed that insider threats, even in a controlled school environment, can be just
as relevant as external threats.

The adoption of STRIDE was essential not only to detect technical flaws, but also to
understand how system components, threat categories, and attacker profiles interact.
This understanding is crucial to informing protection strategies and ensuring system
integrity, and reinforces the importance of threat modeling in NLP-based solutions.

For example, denial of service was not initially regarded as a relevant threat, as
the system operates within a controlled school network. However, STRIDE revealed
that an attacker could intentionally generate repeated requests to URLs known to
contain toxic content. This behavior could overwhelm the content classification
modules and compromise service availability. Without the methodology, such a
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scenario might not have been considered. In the future, the work will continue with
the implementation of mitigation solutions for the vulnerabilities identified, as well as
improving threat modeling to strengthen the system’s protection and exploring more
advanced approaches to ensure its security.
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Abstract. Integrating Augmented Reality (AR) with telepresence enables immersive remote
collaboration by virtually placing distant users in shared environments. However, AR workloads
often exceed the capabilities of most client devices, necessitating computational offloading to
Edge or Cloud infrastructure. These offloaded processes are highly latency-sensitive and require
session-aware orchestration across distributed nodes. Kubernetes, the de facto standard platform
for managing workloads in cloud environments, is designed primarily for stateless, REST-based
applications and lacks the inherent capability to handle AR telepresence systems’ dynamic,
session-centric nature.

This work proposes an initial design to extend Kubernetes with native support for telepresence
sessions. Central to our design is a custom resource called "Session", which enables the platform
to understand and manage complete session life cycles. This approach is implemented through a
dedicated Session Controller that encapsulates the orchestration logic, dynamically reconciling
workloads as users join or leave sessions. By introducing session awareness at the platform level,
our solution provides the specialized management capabilities required for latency-sensitive AR
telepresence applications while building upon the widely adopted Kubernetes ecosystem.

Keywords: Telepresence - Kubernetes - Edge Computing.

1 Introduction

While Kubernetes [6] has become the de facto standard for orchestrating
containerized applications, its native support for AR telepresence workloads remains
limited. Unlike traditional REST-based applications, telepresence involves
session-based interactions — dynamic groups of users engaging within a shared virtual
environment. Applications that incorporate AR functionality are typically
resource-intensive, often surpassing the processing power and battery capacity of
end-user devices [11, 17,19, 26]. To handle tasks such as object detection and
high-resolution rendering, these applications require offloading computation to remote
servers [15,26].

Moreover, AR systems are highly sensitive to latency, demanding end-to-end delays
of less than 15 milliseconds to ensure a seamless user experience [12,24]. Achieving
such low latency necessitates executing computations close to end-users, typically
through distributed edge infrastructure [15,22]. While some studies have investigated
using Kubernetes for Extended Reality (XR) applications, they have not addressed
the session-centric requirements fundamental to telepresence [12,25].

This work’s objective is to explore an initial design to extend Kubernetes to enable
native support for session-based, latency-sensitive workloads such as AR telepresence.
Specifically, we identify the following key requirements:
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— Extend Kubernetes with a native workload management resource capable of
orchestrating session-based applications.

— Enable the deployment of workloads across geographically distributed infrastructure
(i.e., multiple clusters) to minimize latency.

— Provide a unified interface that abstracts the complexity of multi-cluster
environments, enabling application runtime to deploy and manage workloads as
users join or leave sessions.

The remainder of this paper is organized as follows. Section 2 reviews relevant related
work. Section 3 presents an initial design that extends Kubernetes to meet the above
requirements, enabling native support for session-based latency-sensitive workloads.
Finally, in Section 4, we present some conclusions and future work.

2 Related Work

Kubernetes is an open source system designed to automate the deployment, scaling,
and management of containerized applications. At its core, Kubernetes operates on a
declarative model, allowing users to specify a desired system state. This desired state
is continuously maintained by control loops that work to align the actual cluster state
with the declared configuration. For an in-depth understanding of Kubernetes’ inner
workings, the reader is encouraged to consult the official documentation.

Kubernetes was originally designed for cloud-centric scenarios, and prior studies
have highlighted a certain degree of unsuitability in edge environments due to a
specific design decision: it stores the entire cluster state in etcd, a strongly consistent
key-value store [18]. Etcd, a control-plane component that serves as the Kubernetes
cluster’s single source of truth, stores information about the desired cluster state, the
current status of applications, nodes, and other resources [18]. Horizontally scaling
this component sacrifices availability in favor of consistency, illustrating the CAP
theorem’s trade-off between these two properties. State-of-the-art solutions propose
multi-cluster Kubernetes deployments instead of single-cluster setups to achieve
better scalability [12, 20, 23, 25]. While this approach overcomes the limitations of
cluster size, it introduces two new challenges: multi-cluster management and
inter-cluster networking.

2.1 Multi-Cluster Management

Cluster API (CAPI) [3] is an open-source, vendor-agnostic Kubernetes sub-project
that simplifies the coordination and deployment of multiple Kubernetes clusters. It
enables cluster definitions through YAML files, facilitating the automation of each
cluster life-cycle (create, upgrade and delete). Simply put, CAPI provides a set of
components that enable the creation of a Kubernetes management cluster designed
specifically to manage the life-cycle of other clusters handling actual application
workload. Previous work has proposed the utilization of CAPI in the context of
multi-cluster management. Theodoropoulos et al. [25] introduced a multi-cluster
orchestration framework designed to support XR services, leveraging CAPI as a key
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architectural enabler. The framework comprises a central management cluster, which
hosts CAPI components and intelligent algorithms, along with multiple workload
Kubernetes clusters responsible for executing XR services. Similarly, Nguyen et
al. [20] utilized CAPI to abstract a set of Kubernetes clusters deployed across
heterogeneous infrastructures and vendors into a single management cluster, offering
an approach to managing multiple Kubernetes clusters as if they were a single entity.

2.2 Inter-Cluster Networking

Deploying Kubernetes clusters across various edge and cloud sites often results in a
fragmented network infrastructure, which can limit communication between services
deployed in separate clusters. Previous work has addressed the challenge of
establishing cross-cluster networking by adopting networking technologies that create
virtual networks across multiple clusters [12-14,16,20,21,23,25]. These include Cilium
Cluster [2], Submariner [10] and Liqo [10]. Collectively, these approaches solve the
challenge of enabling communication between application services deployed in
different clusters.

2.3 Custom Workload Management Resources

Beyond the challenges posed by multi-cluster environments, such as management
and networking discussed above, a specific issue arises in telepresence scenarios: the
need to manage workloads dynamically based on session events. Kubernetes does not
natively understand the concept of a "telepresence session" or how to automatically
adjust resources as clients join or leave these sessions. Addressing this requires custom
workload management capabilities. An illustrative example of extending Kubernetes
for specific workload types is Agones [1]. Agones is an open-source platform built on
top of Kubernetes designed for orchestrating dedicated game servers for large-scale
multiplayer games. Similar to the objective of this work — to provide native
Kubernetes management for a specific application domain — Agones enables
developers to focus on their game logic rather than the underlying infrastructure. It
achieves this by introducing custom resources and controllers that allow Kubernetes
to create, run, manage, and scale dedicated game server processes using standard
Kubernetes tooling and APIs. This demonstrates how Kubernetes can be extended to
handle the lifecycle and scaling of application-specific workloads that do not fit the
standard application models.

Custom Resource Definitions and Operator Pattern To manage session-based workloads like
the ones in telepresence scenarios, Kubernetes can be extended using Custom Resource
Definitions (CRDs) [7] and the Operator pattern [8]. A CRD allows the definition
of custom API objects with user-defined schemas, which the Kubernetes API server
[5] exposes as RESTful endpoints. However, CRDs alone are passive data structures;
they require custom controllers — known as Operators — to implement the logic that
manages these resources.

Operators encapsulate domain-specific knowledge, enabling Kubernetes to control
the lifecycle of non-standard workloads through native abstractions [8]. This approach
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mirrors how Agones extends Kubernetes for game server orchestration and is similarly
applicable to session-based telepresence environments.

While the reviewed literature addresses common challenges to the ones of this work,
it does not target the core challenge of orchestrating workloads with session-awareness.
The reviewed works, although related to AR application orchestration across cloud-edge
environments . For this reason, we intend to build upon current practices and further
complement

3 Extending Kubernetes

At the core of our proposal to enable native Kubernetes support for session-based
Workloads is a new custom resource called Session. The motivation for introducing
this resource stems from the need for the cluster to natively understand and manage
the concept of a telepresence session. This design philosophy mirrors the way
Kubernetes handles its built-in resources. For instance, when creating a Deployment,
the Kubernetes API inherently understands the Deployment resource and manages
the corresponding workload accordingly. In a similar vein, the goal of this new
architectural concept is to extend Kubernetes with native support for telepresence
sessions, allowing it to orchestrate related workloads in an integrated manner.

Therefore, this extension requires a controller capable of reconciling objects of this
new kind: the Session Controller. Moreover, to handle multiple clusters and abstract
the associated complexity, we propose a Session Manager acting as a bridge between
the various infrastructure nodes.

3.1 Session Controller

The Session Controller is the core component of the proposed solution, encapsulating
all the domain-specific logic required to orchestrate telepresence applications. In this
architecture, the Kubernetes API is extended through a CRD, which introduces a new
resource kind called Session. As a result, Session objects are treated like any other
native Kubernetes resource and are persisted in etcd. Each Session object adheres to
a defined schema that specifies the pods to be scheduled when clients join the system.
Additionally, it maintains a record of the clients participating in the session. This design
allows the Session Controller to react to changes in the Session object. For instance,
when a new client is registered, the controller reconciles the updated object by launching
the appropriate workloads. Conversely, it can scale down or remove workloads as clients
leave the session.

3.2 Session Manager

The Session Manager acts as a bridge across multiple Kubernetes clusters,
consolidating their APIs into a single, unified interface. This abstraction simplifies
session management, handling tasks like user registration and deletion. When a new
Session is initiated, the Session Manager replicates this resource to all participating
clusters. Consequently, users joining a session must designate their preferred cluster
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for workload deployment. The Session Manager then registers the client within the
chosen cluster and updates the relevant Session object. These modifications are
detected by the Session Controller, which reconciles the updated object and initiates
the necessary workloads.

3.3 Networking

From a networking perspective, each deployed pod requires independent access, as
it is designated to accommodate specific users within a session. In Kubernetes,
services typically abstract a deployment’s pods by load-balancing requests among
them. However, this standard model doesn’t inherently allow for the direct, individual
addressing of each pod. To overcome this limitation, the Session Controller creates a
dedicated Kubernetes service for each pod. This approach, similar to examples
provided by the Metacontroller [4], ensures that every pod is uniquely accessible.
Furthermore, these individual pod services are registered with an ingress resource
managed by the Nginx Ingress Controller [9]. Additionally, each cluster features a ping
server, allowing users to measure network latency before connecting.

4 Conclusion and Future Work

This work aims to address the gap in Kubernetes’ native capabilities for managing
session-based, latency-sensitive workloads such as AR telepresence applications. These
applications require dynamic resource management, low-latency execution, and
coordination across geographically distributed infrastructure — challenges that extend
beyond Kubernetes’ default workload model.

To overcome these limitations, we propose a novel architectural solution that extends
Kubernetes with a custom resource, Session, and its associated controller. This design
enables Kubernetes to natively interpret and orchestrate telepresence sessions, scaling
workloads up or down as users join or leave, and distributing resources across multiple
clusters to optimize latency.

The proposed system has been fully implemented and is scheduled for evaluation as
part of future work. We intend to measure key performance metrics, including:

— Resource efficiency: Comparing resource utilization against Kubernetes’ native
workload abstractions to assess overhead and waste.

— Onboarding latency: Measuring the time required for application services to become
available after a user joins a session.

— Recovery time: Observing how quickly application services recover from pod failures
or restarts.

— Latency trade-offs: Analyzing end-to-end delays between cloud and edge sites.

— Portability: Experimenting with the system in alternative Kubernetes distributions,
such as KubeEdge, to evaluate its performance in edge-native platforms.
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Abstract. Threat modeling is a crucial task during software development; however, it requires
time, specialized knowledge, and domain-specific expertise. Large Language Models (LLMs) have
gained significant popularity and are emerging as promising tools to support or even automate
this cybersecurity task. This paper presents a literature review to assess the current state of
research in this domain using the PRISMA methodology, through which three recent studies were
identified. As new LLM-based threat modeling tools arise, the need for effective evaluation of
their outputs becomes crucial, motivating the development of a systematic evaluation framework
for tasks involving automated threat identification. LL.M-as-a-judge is positioned as an innovative
technique to be integrated into this framework, testing the capabilities of LLMs to review and
score threats generated by other models.

Keywords: Threat Modeling - Large Language Models - LLM-as-a-judge

1 Introduction

Threat modeling is recognized as a fundamental practice in the early stages of
software development, particularly during the planning phase. The insights derived
from this process serve as critical security guidelines that inform decision-making
throughout the software development lifecycle. Within the Development, Security, and
Operations (DevSecOps) framework, threat modeling plays an essential role by
enabling a more structured approach to continuous security assessment [5].

Despite its importance, implementing threat modeling can be time-consuming and
complex, especially for development teams that lack specialized cybersecurity
expertise. This challenge has led to growing interest in alternative approaches aimed
at streamlining or automating parts of the process. Among these, Artificial
Intelligence (Al), particularly Large Language Models (LLMs), has emerged as a
promising solution. As LLMs advance in capability, they are increasingly adopted
across various industries to tackle domain-specific problems. However, their
application to threat modeling remains underexplored, and existing literature offers
limited insight into their practical effectiveness in this context [6]. A systematic review
of the current state of the art is therefore necessary to assess the landscape and
determine how LLMs can contribute to or enhance traditional threat modeling
practices.

This paper adopts the PRISMA methodology to identify and analyze peer-reviewed
studies and research initiatives focused on the use of LLMs for threat identification.
The purpose of this review was to uncover key trends and highlight areas that warrant
further investigation.
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Given the varied approaches to model evaluation and the limitations observed across
the three selected studies, an interesting area for research unfolds. Since LLM outputs
are highly sensitive to prompt design and other performance techniques, assessing and
comparing their quality requires multiple approaches, including well-defined evaluation
criteria. Therefore, identifying suitable evaluation metrics is essential. The adoption of
systematic evaluation frameworks is proposed as a necessary step toward ensuring that
LLM-based threat modeling tools can be reliably used for the task.

The document is structured as follows: Section 2 addresses ethical considerations.
Section 3 describes the steps taken to organize the review in accordance with the agreed-
upon methodology. Section 4 presents the findings derived from the reviewed articles.
Section 5 discusses these findings and explores potential directions for future work.
Finally, Section 6 concludes the paper with final remarks.

2 Ethical Considerations

Generative Al models, such as ChatGPT and Gemini, can significantly lower the
barriers of technical expertise and time commitment by autonomously generating
relevant threat scenarios.

However, these models carry inherent limitations (e.g., hallucinations) [3], as well as
legal and ethical implications. On March 20th, 2023, a data breach involving ChatGPT
exposed user conversations, violating the privacy of many individuals. With similar
consequences, these models state that they may use user conversations with the goal of
improving their solutions, which raises additional privacy concerns [2].

Therefore, despite their advantages in generating threat models, their impact on
information confidentiality and integrity can impact the level of trust placed in them
for such tasks.

3 Methodology

This review explores how the creation of threat models through AI has been
approached, identifying its applications and respective advantages and disadvantages,
while essentially analyzing how these developments are transforming contemporary
practices in cybersecurity.

Thus, the following two research questions were formulated:

— RQ1: What drives the use of LLMs to generate threat models instead of relying on
manual procedures?

— RQ2: Do the techniques integrated into LLMs enhance the performance of the
original models to produce higher-quality threat modeling?

Then, the Preferred Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) methodology [8] was used to organize the research and synthesize the results
obtained. To adhere to PRISMA guidelines, keywords must first be categorized to target
and focus on answering the defined research questions.

Table 1 presents the query used, employing Boolean search operators such as "AND"
and "OR" to combine the keywords LLM and threat modeling, and refine the search
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within the selected databases. The table includes the inclusion and exclusion criteria.
Only studies from the past five years are considered, given the recent emergence of
LLM-based chatbots. Furthermore, studies will be excluded if they lack structure and
proper referencing, are not written in English, or do not focus on supporting threat
identification through Al.

Table 1. Query and Selection Criterion

Search Searching in Databases Inclusion Exclusion
Query (until May, 2025) Criteria Criteria

LLM ScienceDirect uses the 1) Studies from 1) Studies not in
AND "Title, abstract, or 2020-2025, since English

"threat author-specified keywords" it is still an 2) Articles that
modeling" field. IEEE lacks this field and emerging area are not

uses Command Search instead:

(("Abstract":docker OR
"Document Title":LLM OR
"Author Keywords":LLM)
AND ("Abstract": "threat
modeling" OR "Document
Title": "threat modeling" OR
"Author Keywords": "threat

2) Studies in
English

3) Studies on the
use of Artificial
Intelligence to
support and/or
automate threat
modeling

peer-reviewed or
lack proper
formatting

3) Studies
without a focus
on threats
identification and
their generation

modeling")) using LLMs
ArXiv does not offer any of
these filtering options, so the
search was conducted across
all fields.

Fig. 1 presents the stages and number of papers processed in this systematic review.
The process began with the identification stage, where 69 papers were retrieved from
academic databases using the search query defined, along with filters such as publication
year (2020 — 2025) and keyword presence in the title, abstract, or author-defined fields.
A full-text screening of these 69 articles led to the exclusion of studies based on exclusion
criterion 3: studies addressing cybersecurity in general without a specific focus on threat
models or their generation through LLMs As a result, 66 articles were excluded. During
the inclusion stage, a final selection of 3 studies was made, all of which demonstrated
high relevance to the research objectives.

4 Results and Analysis

Grounded in the findings obtained through the PRISMA-identified studies, the
following two subsections aim to address the research questions previously introduced.
Subsection 3.1 explores RQ1: What drives the use of LLMs to generate threat models
instead of relying on manual procedures? The subsection 3.2 addresses RQ2: Do the
techniques integrated into LLMs enhance the performance of the original models to
produce higher-quality threat modeling?

4.1 The Adoption of LLMs for Generating Threat Models

Among the projects relevant to answering RQ1, one notable example is STRIDE
GPT, developed by Matt Adams, designed to harness the capabilities of an LLM for
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Fig.1. PRISMA Diagram

cybersecurity applications [1]. Referenced by [9], STRIDE GPT is used to generate
an initial threat model with Microsoft’s STRIDE - Spoofing, Tampering, Repudiation,
Information Disclosure, Denial of Service, and Elevation of Privilege. Incorporating this
tool involves analyzing a web application, breaking it down into its components and
services, and leveraging Al to automatically assess the potential impact of each category
on the overall application, based on the available information. STRIDE GPT can use
existing Al models, including the latest GPT models [1].

Cyber Sentinel emerges as a conversational agent designed to optimize cybersecurity.
It is not only aimed at assisting in Threat Modeling but also supports various other
cybersecurity operations. Transforms conversations into an interactive and collaborative
method for discussing and sharing knowledge with security analysts, while also raising
awareness among employees [4].

One issue with STRIDE GPT, as analyzed by [9], is that it may make errors in
organizing threats into the correct categories. If prompt engineering is not well-studied
and processed, the models may interpret the request differently each time, leading to
inconsistent classifications. Cyber Sentinel, although highly adaptable to new threats,
struggles to provide effective mitigation strategies.

ThreatModeling-LLM is a framework created with the same objective of
automating threat identification and mitigation suggestions, specifically for banking
systems, overcoming the limitations of STRIDE GPT and Cyber Sentinel [9].

Similarly, the study conducted by [6] aimed to fine-tune and optimize the Llama2
model for Threat Modeling in the domain of modern medical devices — the CyberLlama?2
model.
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4.2 Optimizing Approaches to Enhance LLMs for Threat Modeling

As demonstrated by the author of ThreatModeling-LLM in [9], the integration of
fine-tuning and prompt engineering strategies significantly improves the performance
of LLMs. Fine-tuning is essential, as the models are not initially equipped to answer
cybersecurity-related questions [6], while prompt engineering addresses how the
questions are formulated. Whether complex or ambiguous, the formulation of
questions can influence the model’s ability to interpret them effectively [4]. Table 2
summarizes the techniques applied for Cyber Sentinel, ThreatModeling-LLM, and
CyberLlama2 discussed in the previous subsection. This analysis offers a clear and
evidence-based response to RQ2, highlighting the necessity of iterative
experimentation and optimization to determine the most effective configuration.

The authors employed some prompt engineering techniques, particularly in Cyber
Sentinel and ThreatModeling-LLM, to enhance model performance. Among these,
Chain of Thought (CoT) prompting emerged as the commonly used strategy, enabling
more accurate threat assessments through step-by-step reasoning. In addition,
ThreatModeling-LLLM combined prompt engineering with fine-tuning to better tailor
the model to the specific demands of banking systems, while CyberLlama2 relied
primarily on fine-tuning to adapt the model to the medical domain.
ThreatModeling-LLM demonstrated that the combination of prompt engineering and
fine-tuning yielded the most effective results. STRIDE GPT is expected to represent a
subject of future study, as the specific strategies it employs remain unclear and
require further investigation.

Table 2. Techniques for Enhancing Models’ Performance

Cyber Sentinel ThreatModeling- CyberLlama2
(GPT-4 models) LLM (Llama2 model
(Llama-3.1-8B and optimization)

GPT-3.5-turbo

models)

Objective Serve as an Automate the threat Automate the threat
intelligent modeling process in modeling process in
conversational banking systems the Medical Field
assistant to support based on the (MMD) based on the
and validate threat STRIDE framework MEDICALHARM
models, among other and NIST 800-53 methodology
cybersecurity tasks control codes

No An initial prompt is Values of metrics: Llama2 baseline

techniques given to the model Accuracy (0.17), model was evaluated

applied to identify the type Precision (0.35), and using metrics such as
of request made by Recall (0.27) ROUGE, MAUVE,
the user and METEOR

Fine- Not applicable Through fine-tuning, Fine-tuning the

tuning the models achieved Llama2 model with

over 60% accuracy,
and the other
metrics (precision,
recall, and text
similarity with
BERT) also
improved

data from various
cybersecurity
sources. 2,000 entries
were tested,
achieving better
results in most
metrics compared to
the original Llama2
model
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Cyber Sentinel ThreatModeling- CyberLlama2
(GPT-4 models) LLM (Llama2 model
(Llama-3.1-8B and optimization)
GPT-3.5-turbo
models)
Zero-shot Not applicable Not applicable Enabling the model
prompting to respond to new
questions based on
previously acquired
knowledge
Chain-of- Through this Accuracy and Recall Not applicable
Thought technique, the model increased, showing
(CoT) provides additional that articulated
context in steps reasoning processes
help improve the
identification of
threats
Optimization| Not applicable Precision achieves Not applicable
by moderate
Prompting improvements, but
(OPRO) does not reach CoT’s
overall performance
Chain-of- Not applicable Achieved the highest Not applicable
Thought scores in all metrics.
+ OPRO Precision and Recall
almost reached 0.6,
and Text Similarity,
measured with
BERT, exceeded 0.95
Self- GPT-4 generates Not applicable Not applicable
Consistency approaches and
compares them to
choose the most
appropriate one

5 Discussion

The evaluation of the results proved essential in justifying the performance
techniques employed (RQ2) and, consequently, in assessing the feasibility of using
LLM-based threat modeling tools for the task of generating threat models (RQ1). As
shown in Table 2, the metrics adopted across studies range from traditional
approaches, such as ROUGE and METEOR, to LLM-enhanced methods, including
semantic similarity metrics like BERTScore, complemented by expert evaluations.

A closer examination of these metrics reveals that many may fall short in effectively
capturing the specific requirements of the threat model generation task. Traditional
metrics primarily assess lexical similarity, failing to account for contextual meaning, an
essential factor in tasks of this nature [7]. BERTScore approach represents a significant
improvement, as noted by [7], yet still presents certain limitations. Therefore, careful
selection and comparison of evaluation metrics becomes a matter of critical importance.

In light of these considerations, this discussion advocates for the development of
a systematic evaluation framework specifically designed for this task, incorporating
diverse evaluation strategies. While traditional metrics and semantic similarity measures
remain essential for inclusion and comparison, their known shortcomings highlight the
need for complementary approaches.

G-Eval, introduced by [7], acts as an LLM-as-a-Judge that harnesses the
capabilities of LLMs to evaluate outputs generated by other AI systems. When
provided with a clear explanation of the task and its evaluation criteria (dimensions)
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through a well-crafted user-defined prompt, the LLM generates a detailed evaluation
process, an automatic Chain-of-Thought, and completes a structured scoring form for
each criterion, ultimately producing a final score based on probabilistic reasoning.

As an approach towards an evaluation framework, the evaluation dimensions relevant
to threat modeling tasks may include:

— Consistency: How well does the generated threat model align with the reference in
terms of factual accuracy? Are the threats similar, and if there are any additional
threats, are they justified based on the threats in the reference?

— Relevance: Assesses whether the identified threats are significant and pertinent to
the context, avoiding unnecessary repetition or inclusion of low-value information.
Each threat should provide meaningful insight rather than serve as filler.

— Coverage: Examines the extent of the generated model in relation to the reference,
checking if important and contextually relevant threats have been covered.

— Plausibility: Do the threats make technical sense given the system’s inferred
characteristics? This evaluation criterion assesses whether the threats are logically
coherent and free from technical inaccuracies or contradictions.

Thus, the different approaches, ranging from traditional methods to more
innovative LLM-based solutions, are primarily designed to reinforce the trust
developers have in LLMs to assist in securing their systems. Integrating these
approaches into a systematic evaluation framework aims to collect meaningful insights
and further support this objective.

6 Conclusion

The growing interest in LLMs has sparked extensive discussions regarding their
potential applications in cybersecurity.

This paper analyzes three studies selected using the PRISMA methodology, focusing
on the effectiveness of LLMs in threat identification. The findings indicate that the
performance of these models is largely influenced by prompt engineering and fine-tuning.
Despite these advancements, a critical challenge has emerged from the analysis: how to
determine the most appropriate metrics and accurately evaluate the outputs of model-
generated threat models.

A proposed future implementation involves the development of a systematic
evaluation framework specifically designed to assess threat models generated by
LLMs. This framework aims to identify the most effective metrics, compare them, and
strike a balance between automated results and human validation, ensuring that the
outcomes are helpful. Ultimately, it will assist developers in this essential process,
empowering them to consistently analyse the security of their systems.
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Abstract. In industrial settings, operational safety and efficiency often rely on accurately
detecting machine-related anomalies. Recent advancements in artificial intelligence, particularly
with large language models (LLMs) and multi-modal large language models (MLLMs), have
the potential to revolutionize video understanding and summarization for these critical tasks.
However, their application in structured video summarization tailored for industrial contexts
remains largely unexplored. Key challenges include adapting LLMs and MLLMs to handle
domain-specific tasks, such as comprehending human-machine interactions and machine states.
Towards designing a pipeline tailored for industrial video data, we review the state-of-the-art
techniques and methodologies for applying LLMs and MLLMs to structured video
understanding. Specifically, the work analyzes critical steps such as video decoding, frame
selection, object detection, frame captioning, temporal awareness strategies, and integration of
external content to enrich summaries. We also examine and explore evaluation metrics and
datasets relevant to industrial scenarios.

Keywords: Large Language Models - Multi-modal Large Language Models - Video
Summarization - Industrial Environment

1 Introduction

In many industries, operational disruptions caused by undetected errors or
inefficiencies can lead to safety incidents and financial losses. For example, in 2018, in
Japan, 127.329 people were injured in industrial accidents [9]. Companies that
actively minimize human errors and workplace incidents, consistently achieve
significant long-term cost savings by reducing expenses related to accidents [5]. But
training personnel to monitor these events consistently and accurately is not only
expensive but also fails to eliminate errors due to fatigue and oversight. Automated
detection of machine-related issues in industrial contexts can be an effective way to
improve operational safety. For manufacturing and insurance companies, using
factory-installed video capture devices to analyze operational data could mean the
difference between seamless operations and costly downtime.

Recent deep learning models have revolutionized a various number of industries,
including video surveillance [15]. Our research seeks to leverage the capabilities of Large
Language Models (LLMs) and Multimodal Large Language Models (MLLMs) to create
structured video summaries adapted to industrial applications. These summaries are
designed to capture the logical sequence of events and highlight anomalies. In Section 2,
we present a systematic literature review, identifying relevant case studies and datasets
in the field. Based on these studies, a structured video summarization framework is
proposed, detailing key pipeline components such as frame sampling, frame-by-frame
labeling, object detection, external content integration, and temporal reasoning. The
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work then introduces a methodology for evaluating candidate models. Finally, we discuss
current results and outlines future directions for refining and validating the proposed
system.

2 Related Work

Developing a robust video summarization system hinges on understanding existing
approaches and their implementation in similar contexts. Therefore, we adopted a
systematic research and delved into notable studies to uncover the steps and
technologies that have effectively addressed the challenges of structured video
summarization.

2.1 Research Method

The current section details the systematic research approach undertaken to identify
and analyze relevant literature. The findings provide a foundation for the subsequent
analysis of case studies and their steps in industrial video summarization.

Research Questions To guide the systematic review, the following research questions
were formulated:

— RQ-1: What are the methods for applying LLMs and MLLMs to video
summarization tasks, such as video captioning and future event prediction?

— RQ-2: Do existing pre-trained models performing approaches such as few-shot video-
language processing, unsupervised language-guided summarization, and zero-shot
video understanding help circumvent the need to train LLMs and MLLMs?

— RQ-3: What datasets exist for industrial human action recognition and machine
operation validation?

Data Collection Process The data collection process closely followed the PRISMA
guidelines to ensure a systematic and transparent review. The process involved three
key steps:

1. Identification: conducting searches using predefined queries in Google Scholar.

2. Screening: filtering the results based on titles and abstracts to exclude irrelevant
and duplicated studies; and assessing the full text of selected studies against the
inclusion and exclusion criteria.

3. Inclusion: finalizing the selection of studies for analysis and inclusion in the review.

2.2 Case Studies

The research method resulted in five studies, as presented in Table 1. They approach
video summarization as a structured pipeline, which closely matches the methodological
requirements of our project.

The MISAR system [2] uses AR to enhance task performance through multi-modal
integration of visual, auditory, and linguistic data. The core innovation lies in its use of
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Table 1. Studies chosen for pipeline steps extraction. We assigned the name AVIWT for ease of reference
throughout this document, as the original authors did not provide an official name.

Paper Title Framework |Source|Year
Name

MISAR: a Multi-modal Instructional System with|MISAR [2] |2023

Augmented Reality

Language Models with Image Descriptors are Strong|VidIL [17] 2022

Few-Shot Video-Language Learners

M3SUM: A Novel Unsupervised Language-guided Video|M3SUM [16] |2024

Summarization

A Video Is Worth 4096 Tokens: Verbalize Videos to|AVIWT [1] |2023

Understand Them in Zero Shot

XaiR: An XR Platform that Integrates Large Language|XaiR [14] 2024

Models with the Physical World

an LLM (GPT-3.5-Turbo) to process and integrate data streams, enabling contextual
understanding and real-time user assistance. This approach is particularly aimed at
task quantification and error correction in AR environments.

VidIL [17] is a system that uses large-scale pre-trained language models alongside
image-language models to perform video-to-text tasks with minimal supervision. The
approach is particularly suited for few-shot learning scenarios, requiring no pre-training
or finetuning on video datasets. VidIL excels in tasks such as video captioning and
question answering, by utilizing a representation of videos that integrates spatial and
temporal information.

M3SUM [16] introduces an unsupervised approach to language-guided video
summarization, which avoids the need for training data and complex feature
alignment models. The system utilizes off-the-shelf models to convert multi-modal
video data (frames and audio) into textual descriptions, which are then processed by
an LLM for generating video summaries based on the highest score frames.

AVIWT [1] introduces a novel framework that verbalizes videos into coherent
textual stories using multi-modal input (visual, audio, and metadata) to enable
downstream video understanding tasks in a zero-shot setting. All textual elements,
such as transcripts, captions, Optical Character Recognition (OCR) data, and
metadata, are combined into a structured prompt for an LLM, GPT-3.5.

XaiR [14] is a platform that integrates MLLMs with XR to enable intelligent task
guidance. XaiR facilitates step-by-step task instruction, object detection, and AR
content placement. The system is built on a split-architecture design, where heavy
computational tasks are offloaded to a server while XR headsets handle real-time
spatial interactions.

Through the previous analysis, the key features were identified. These are
summarized in Table 2.

2.3 Datasets

While deep learning has made significant advances in certain specialized areas, such
as medical imaging for cancer detection, many industrial and technical applications
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Table 2. Comparison of features across different approaches.

Feature MISAR|ViIdIL|M3SUM|AVIWT|XaiR
Frame Sampling
Frame-by-frame Labeling
Object Detection

External Content Integration
Temporal Awareness

BT A RIANAN
ANRIANANAN
ANRIRIANAN
A NANANAN
ANASA SA YA

remain underserved [12]. The challenge lies in the limited availability of comprehensive
datasets across various technical domains - from life sciences to manufacturing and
industrial processes. This data scarcity has created a notable gap in the practical
implementation of Artificial Intelligence (Al) solutions for many specialized technical
applications [12]. While no datasets perfectly adapted for the intended purpose were
identified, there are some options that offer notable features and can be considered for
complementary use: INHARD [4], Assembly101 [13], MECCANO [10], HA4M [3] and
HA-ViD, [18]. Simulated environments also offer a cost-effective and flexible
alternative for creating datasets that reflect specific real-world scenarios [6]. As a
potential solution to the data scarcity, future work could involve constructing a
custom dataset by collecting domain-relevant images from publicly available online
sources or by generating synthetic data tailored to specific industrial tasks.

3 A Video Summarization Framework

Informed by the feature analysis and the specific needs of real-world scenarios, a
draft pipeline for video summarization is proposed, depicted in Fig. 1. This pipeline
combines the most relevant steps observed in the systems studied.

Frame-by-frame

Labeling
| = L\ Warnings and
—————| Frame Sampling  — @ Object Detection — — Question
Answering
Camera Frames - Prompt
Human Action
Recognition (?)
( )

Temporal Awareness

Additional Context
Integration

Temporal markers can make a language model understand
fine-grained temporal dynamics in video events

Fig. 1. Draft pipeline with the most common steps in video summarization frameworks.
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Frame sampling captures representative frames of the video while balancing
computational efficiency. Frame-by-frame labeling generates detailed captions for
each sampled frame. Object detection enhances frame-level understanding by
detecting and labeling significant subjects such as operator, operator and machine
features (e.g. body, arms, buttons, levers, gauges). Human Action Recognition
provides frame-by-frame analysis with the aim of capturing a high-level understanding
of the actions performed. Additional context and temporal awareness enriches
the pipeline with metadata, machine details, technical guide information, temporal
markers to track dynamics in video, or other relevant machine operation inputs to
improve video comprehension. To integrate the information captured across all
preceding steps, we use an LLM to synthesize them, facilitate anomaly detection, and
support advanced tasks such as answering questions. advanced tasks like question
answering.

3.1 Models and Framework Evaluation

Manual review of each model output and summary by human evaluators provides
detailed feedback. Still, it is often impractical due to its high cost, time requirements,
and lack of scalability. To address this, automatic evaluation methods are widely
employed [11]. These methods aim to approximate the criteria used by human
evaluators, focusing on attributes such as fluency, coherence, relevance, factual
accuracy, and fairness. Additionally, measuring how closely a generated text aligns in
content or style with a reference text is another significant aspect of evaluation [11].
Based on these concepts, we discuss next our proposal to evaluate the models used in
the proposed pipeline, in order to identify the most suitable candidate for our
framework.

A custom dataset was developed to assess model capabilities in pertinent industrial
tasks. We identified five core categories for evaluation: Human-Machine Interaction,
Machine State and Identification, Visual Quantification and Estimation, Text and
Display Interpretation, and Functional Reasoning. For each category, four distinct
questions/tasks were formulated. These tasks were designed to investigate a range of
desired model capabilities, including Recognition, Knowledge, OCR, Spatial
Awareness, Language Generation, Mathematical Reasoning, and Human Pose
Estimation. Using this dataset, we used an LLM-as-a-judge framework to
quantitatively assess the results of the model, utilizing the model’s capacity to
emulate human-like reasoning and cognition [7]. This involves assigning a score
(ranging from 0 to 1, with 0.1 intervals) based on the similarity between the ground
truth answer from our dataset and the answer generated by the MLLM under
evaluation. These scores are then aggregated to derive comprehensive evaluation
metrics for each MLLM.

3.2 Pipeline Implementation

The major component of our completed work is the construction of an end-to-end
processing pipeline. The current pipeline involves several stages.
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Frame Sampling and Selection: the input video is subsequently processed by
extracting frames every 1 second. To select salient frames, each extracted frame is
compared to the previous one using the Structural Similarity Index Measure (SSIM).
A frame is selected only if its similarity to the previous frame falls below a predefined
threshold.

Object Detection: for each selected frame, object detection is performed using YOLO
v11x (executed on an NVIDIA RTX 3090 Ti GPU). The identified objects, along with
their corresponding frames and timestamps, are stored in a structured format.

Frame-by-frame Labeling: the selected frames are then sent to a captioning service
(currently utilizing Gemini-2.0-Flash, pending final MLLM evaluation). Input to the
captioning service includes the frame itself, its timestamp, the objects detected within
it, and the captions from the five preceding frames for contextual continuity.

Additional Context Integration with Retrieval-Augmented Generation (RAG): to
further enrich the input for summarization, the top-5 relevant entries from the RAG
database (using the MongoDB vector store) are retrieved and appended to the
information stream.

LLM Summary Generation: the consolidated information (dense captions and RAG
context) is fed to the LLM to generate the final video summary.

Preliminary evaluations show that the pipeline functions effectively as a proof of
concept, though there remains room for further optimization and refinement.

4 Conclusion and Next Steps

This initial exploration aims to provide a foundation to develop systems capable of
interpreting complex industrial video data, integrating established computer vision
techniques and emerging language model capabilities. By mapping the pipeline
components necessary for effective industrial video summarization, we hope to provide
a structured foundation for future implementations.

Our planned work encompasses several key areas to refine and validate the proposed
framework.

1. Completing the model evaluation to select the best models for integration into the
pipeline;

2. Investigating the integration of Human Action Recognition (HAR) techniques to

assess their potential value in enhancing summary quality and detail;

Studying the LightRAG [8] approach for the additional context integration step.

4. Developing and implementing an LLM-as-a-judge methodology for evaluating the
quality of the final generated video summaries;

5. Conducting thorough testing of the entire framework to validate its overall
functionality.

b
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Abstract. This project presents a Python-based tool designed to automate the data cleaning
process for CSV datasets containing user-related records. The tool detects and identifies common
data issues such as missing values, invalid entries, and inconsistent formats. It offers flexible
correction options: synthetic data generation, manual user correction, or row exclusion. This
approach improves the quality and usability of data for downstream tasks like statistical analysis
or machine learning.

Keywords: Data cleaning - Data validation - Missing values - Synthetic data

1 Introduction

In data analysis, the accuracy of results heavily depends on the quality of input
data. Raw datasets often have missing values, inconsistent formats, or invalid entries.
These issues can significantly skew analytical outcomes or degrade model performance.
Hence, data cleaning forms a crucial preliminary step in the data pipeline [3].

Data cleaning improves dataset reliability by identifying and correcting errors,
standardizing formats, and handling missing values. High-quality cleaned data
supports ~ more  accurate  models, better  visualizations, and  sound
decision-making [1, 2]. Missing data can arise from incomplete collection, privacy
restrictions, or system errors. If unaddressed, it can introduce bias or reduce the
representativeness of results. Handling such gaps effectively is key to maintaining data
integrity [4,5].

The main objective of this project was to develop an automated Python-based tool
capable of efficiently handling and cleaning CSV files containing user-related data with
missing or invalid entries. Rather than manually inspecting thousands of cells, the tool
systematically identifies data quality issues, such as missing values, incorrect formats,
or invalid fields, and offers users flexible resolution methods, including synthetic data
generation, manual correction, or row exclusion. This significantly reduces the time
and effort required for data validation and ensures datasets are prepared for accurate
analysis or machine learning tasks.

The structure of this paper is as follows: In Section 2, approaches to handling missing
data are described. The methodology used to develop the tool is presented in Section 3.
The results obtained are presented in Section 4. Finally, Section 6 concludes the study
by enumerating possible directions for future research.
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2

Approaches to Handling Missing Data

Handling missing data is critical in preparing datasets for analysis or Machine

Learning (ML) applications [4]. Depending on the nature and extent of the missing
values and the downstream goals of the analysis, different strategies can be employed:

— Imputation Techniques: Imputation involves replacing missing values with

3

estimated omes, typically the mean, median, or mode. While simple and
computationally efficient, this method can artificially reduce data variability and
potentially introduce bias [5].

Prediction Models: More advanced methods use machine learning algorithms,
such as regression models, decision trees, or k-nearest neighbors, to predict missing
values based on the relationships between variables. These approaches generally
offer higher accuracy but require more computational resources and assume that
the observed data is sufficiently representative [6].

Synthetic Data Generation: This technique replaces missing or invalid entries
with synthetic values generated from predefined lists or probabilistic models. This
is particularly useful when dealing with personal or sensitive information. Synthetic
data enables flexibility and preserves dataset structure, although it must be carefully
designed to avoid introducing unrealistic distributions [1].

Manual Correction: Manual input from users or domain experts can correct
missing values in smaller datasets or cases where data quality is paramount (e.g.,
medical or legal records). This method offers high precision but is not scalable for
large datasets [3].

Deletion: When a variable or observation has an excessive amount of missing data,
it may be more practical to remove it from the dataset. While this simplifies analysis,
it risks the loss of valuable information and can decrease the representativeness of
the remaining data [5].

Methodology

This tool was developed using a modular and scalable data validation methodology.

The following main steps describe the process:

1.

[\]

Data ingestion and normalization: CSV files are read using Pandas, and
preprocessing and normalization techniques are applied.

. Validation functions: A set of validation rules must be established for each dataset.
. Create error handling options: In this tool, users can choose between three ways to

deal with invalid lines, named, automatic correction using synthetic data, manual
correction via interactive input, and ignoring invalid lines [6].

. Output and Reporting: The validated and corrected rows are saved to a new CSV

file. A data quality report is printed summarizing the valid/invalid rows.

. Validation Dataset: Tool responses were evaluated for accuracy, flexibility, and

usability [5].
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The core script is built in Python and uses modules like pandas, IP address, and re
libraries. Upon uploading a csv file, the tool automatically analyzes rows and classifies
them as valid or invalid based on predefined criteria. The user then selects one of three
correction modes. Cleaned data is saved locally, and a report is generated summarizing
the process [1].

This implementation supports common real-world use cases such as cleaning survey
data, user sign-up logs, and public datasets with missing fields.

4 Results

The data cleaning tool developed in this project handles the missing values with
synthetic data generation, which was adopted as the primary method for handling
missing and invalid entries. This decision was based on its effectiveness in balancing
automation and data integrity. The approach allows for the seamless replacement of
missing or erroneous fields (e.g., names, email addresses, IP addresses) while
preserving the overall structure and usability of the dataset. Additionally, it aligns
well with privacy-conscious data practices, making it suitable for real-world scenarios
where real user data is restricted [1,3].

As an initial step, the dataset used for testing was a csv file, containing 1000 rows
and 5 columns: "ID", "First/Last Name", "Gender", "Email", and "IP Address". This
dataset has missing and invalid values in every row. Table 1 presents a small sample of
the original dataset, illustrating rows with missing or incorrect data (e.g., null values,
invalid emails, or malformed IP addresses).

Table 1. Small sample of the dataset.

D First | Last Email Gender| TP Address
Name Name
2nd Floor Fayth |Ballintyne| fballintyne0@fotki.com Female [159.10.192.104
Suite 90 Tony |Pummery | tpummeryl@facebook.com | Male 92.53.7.58
PO Box 255 Leigh Elfe lelfe2@addthis.com Male [205.243.222.59
13th Floor | Brendin | Leathem bleathem3@arizona.edu Male
3rd Floor | Natasha |Goldsbrou| ngoldsbrough4@ask.com | Female
Room 1990 | Diarmid | Ferrieroi |dferrieroi5@miitbeian.gov.cn| Male | 8.226.220.110
Apt 1460 Kati |Oleshunin| koleshunin6@auda.org.au | Female [199.98.223.148

19th Floor |Philippine| Camies pcamies7@lulu.com Female

The system checks each information in each column present in the dataset, a small
sample in Table 1, taking into account:

— ID, ensures it’s an integer.

— First/Last Name, non-empty strings.

— Gender, must be 'Male” or 'Female’.

— Email, checked using regex pattern.

— IP Address, validated using Python’s IP address module [3].
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After loading the file into the system, the system runs an automatic quality check.
The output indicated that all 1000 rows were invalid, due to missing or incorrect data.
This is confirmed by the report shown in Fig. 1.

Loaded CSV in 0.0038 seconds
Validation completed in 0.0460 seconds

-—— DATA QUALITY REPORT ——-

Total Rows: 1000

Valid Rows: 0 (0.0%)

Invalid Rows: 1000 (100.0%)

Rows with Missing or Invalid IDs: 1000

What do you want to do?

1. Auto-generate missing values using synthetic data
2. Manually fix invalid rows

3. Skip all invalid rows and keep only valid data

4. Exit

Fig. 1. Report given by the system about the data quality.

The users can select any option from the report, present in Fig. 1. Selecting option
1, automatically filled in the missing fields using predefined rules and saved the cleaned
dataset to a new csv file. A portion of the cleaned file is shown in Fig. 2, with all rows
corrected and validated.

As seen in Fig. 2, the system exhibits efficient runtime behavior throughout the
validation and correction pipeline. The csv file was loaded in approximately 0.0038
seconds, and validation was completed in 0.0460 seconds. After selecting the option to
auto-generate missing values, the correction process was completed in 2.8251 seconds,
bringing the total script execution time to just 2.8784 seconds. These timings
demonstrate the tool’s ability to process data swiftly and accurately, even with high
volumes of invalid entries.

5 Evaluation and Discussion

The accuracy of the synthetic data generation was evaluated by comparing the
generated values with the original dataset, where available. Due to limitations in the
dataset, a complete accuracy assessment was not feasible; however, initial tests
indicate that the tool produces reasonable approximations of missing values,
supporting its effectiveness in data cleaning tasks.

The tool offers flexibility by providing users with multiple options to handle
missing or invalid data, including automatic generation of synthetic data, manual
correction of entries, or skipping invalid rows. This user-driven design enables
individuals to customize the cleaning process according to their specific data quality
needs and project requirements.

Regarding usability and visibility, the system presents clear and concise reports
detailing the status of the dataset, including counts of valid, invalid, and missing data.
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Enter the full path of the CSV file: C:\Users\Utilizador\Desktop\MOCK_DATA.csv
Loaded CSV in 0.0038 seconds
Validation completed in 0.0460 seconds

——— DATA QUALITY REPORT ——-

Total Rows: 1000

Valid Rows: 0 (0.0%)

Invalid Rows: 1000 (100.0%)

Rows with Missing or Invalid IDs: 1000

What do you want to do?

1. Auto—generate missing values using synthetic data
2. Manually fix invalid rows

3. Skip all invalid rows and keep only valid data

4. Exit

Choose an option (1/2/3/4): 1

Auto-fixing using synthetic data...

Cleaned data saved to: C:\Users\Utilizador/Desktop/cleaned_MOCK_DATA.csv
Correction completed in 2.8251 seconds
Total script execution time: 2.87U8 seconds

Press Enter to exit...

Fig. 2. Final report given by the system about the data quality.

User prompts guide the decision-making process, enhancing overall clarity and ease
of use. Future improvements could include advanced visualization features to better
represent data quality metrics and facilitate quicker insights.

At this stage, a direct comparison with other tools was not conducted due to a lack
of access to detailed benchmarks, but the tool was tested with a dataset of 1000 rows
and showed consistent and reliable behavior in correcting, reporting, and saving data.
However, this tool focuses on quick, script-based workflows for educational or
prototyping contexts, while other tools like OpenRefine and DataCleaner offer
advanced GUI-based data cleaning; they often require manual configuration and lack
direct support for synthetic data generation.

6 Conclusion and Future Works

Clean and accurate data is foundational to any successful analysis or model. This
project demonstrates a practical, user-interactive tool for addressing data quality
problems. By combining validation logic with flexible correction strategies, the tool
prepares datasets for confident analysis, even in input errors or missing values [6].

This tool is innovative because of the integration of multiple validation and correction
techniques within a single, unified system. The tool not only detects missing or invalid
data, it also provides options to manually correct it, auto-generate synthetic data, or
ignore it — all in a single pipeline. It ensures type-matching between headers and data
(e.g., integer ID fields), checks for spelling or formatting issues, and gives the user a
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clear summary with the option to update accordingly. These combined features allow for
flexible and context-aware data cleaning. Additionally, it runs efficiently and provides
real-time feedback, with most evaluations completing in seconds.

Future work will focus on conducting comprehensive accuracy evaluations using
benchmark datasets and extending the tool’s capabilities to support complex data
types such as Excel spreadsheets and JSON files. Additionally, collaborative features
will be incorporated to enable multiple users to work simultaneously on data cleaning
tasks in a shared environment, improving efficiency and scalability.
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Abstract. Children with Autism Spectrum Disorder (ASD) face several difficulties, including
sensory sensitivities and emotional regulation issues, which require specialized assistive
technologies. This paper presents Tchumy, a wearable brooch designed to monitor
environmental sound and light levels in real time, to help caregivers prevent sensory overload.
The device is built around the ESP32 microcontroller and is supported by a mobile app.
Tchumy is a customizable, non-intrusive solution, fitting to each child’s needs, to help them
navigate through life more independently.

Keywords: Autism Spectrum Disorder - Pediatric Medical Devices - Assistive Technology -
Wearables - Tchumy

1 Introduction

Medical devices have evolved throughout the centuries, but pediatric innovations
often develop more slowly, because of challenges related to ethics, technology, and
market limitations. Children, specifically with ASD, need specialized, comfortable,
and adaptive assistive technologies to manage sensory sensitivities. ASD is
characterized by heightened responses to environmental stimuli, such as sound and
light, which can lead to distress. Wearable technologies offer a discreet method to
monitor these stimuli and timely alert the caregiver for support. This paper
introduces Tchumy, a customizable, brooch-style wearable device, designed for
children with ASD, that tracks environmental sound and light levels in real time and
provides alerts through a mobile app, to improve children’s emotional well-being,
environmental awareness and independence. The structure of this paper is as follows:
Section 2 reviews the state-of-the-art in medical devices, specifically the ones used
among children. Section 3 discusses the methodology and the development. Section 4
summarizes key points and insights and outlines future research directions.

2 State of the Art

Despite centuries old usage and development of medical devices, pediatric devices
(medical devices intended for use in persons aged 21 years or younger at the time of
their diagnosis or treatment) face unique challenges across the total product life cycle of
device innovation and development [6]. Medical devices for pediatric populations must
account for children’s anatomical, physiological, and psychological differences compared
to adults [6]. Pediatric devices require specific, specialized design: smaller sizes, higher



sensitivity, minimal invasiveness, and user-centered comfort. Examples include infant
blood pressure cuffs, pediatric otoscope tips, and modified endoscopes [6]. Although
they are important, pediatric medical devices fall behind adult-focused innovations, due
to limited market size, increased design challenges, and ethical regulations for clinical
trials involving minors [6].

Medical devices for children, especially assistive technologies, include many
different innovative systems and wearables that help children with special needs with
daily activities, learning, and quality of life. AT solutions range from
speech-generating devices and eye-tracking systems to sensor-based tools embedded in
everyday environments [1, 14]. Children’s bodies are not simply smaller versions of
adults, they have different proportions, physiological parameters, and growth patterns
that affect device design requirements. Their design must ensure durability, ease of
use, affordability, and adaptability to developmental changes [14].

These technologies help them to overcome limitations and promote independence,
social integration, and development [14]. ASD is a common lifelong neurodevelopmental
disorder, difficulties with social communication and interaction, a strong attachment to
routines, and hyper-sensory sensitivities [16]. Sensory processing differences are central
in ASD, influencing how affected individuals perceive and respond to environmental
stimuli [11]. Children with ASD often become distressed or upset by slight changes
in their routine, as well as extreme sensory input (e.g., noise, light, etc.) from the
environment [11].

Wearable Technology (WT) offers promising, non-intrusive ways to monitor and
support children with ASD. These devices capture physiological and behavioral data
in real-time, aiding early detection of stress, promoting emotional regulation, and
improving communication [1, 11]. Common wearable formats include smartwatches,
biosensor wristbands, and smart glasses. Integrated sensors measure physiological
markers such as Heart Rate (HR), Electrodermal Activity (EDA), Respiration Rate
(RR), body temperature, SpO2, and Electromyogram (EMG) [1,11]. These data are
processed through Machine Learning (ML), Internet of Things (IoT), and cloud
computing to inform caregivers and therapists in real-time [14]. Device materials and
ergonomics are critical for ASD populations, many of whom are hypersensitive to
texture or pressure, therefore, if not chosen correctly, the device that is supposed to
help children, may be an additional trigger. Wrist-worn or fabric-integrated devices
are generally better tolerated than chest or head-mounted alternatives [11].

Designing wearable technologies for pediatric healthcare, especially for children
with ASD, needs a lot of thought and research regarding the hardware, software, and
communication systems, which should be suitable for continuous and non-invasive
monitoring. These wearables collect real-time data on different factors, to identify
stressors or unusual patterns, which will prompt caregivers to intervene. To do this,
wearable devices need microcontrollers that have to perform energy efficiently. The
ESP32 family, developed by Espressif Systems, is a popular choice due to its dual-core
processing, low-power capabilities, and built-in support for Bluetooth Low Energy
(BLE) and Wi-Fi [7]. These features allow wearables to handle multiple data streams
from sensors while maintaining long battery life, which is critical for continuous
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monitoring in pediatric applications. For instance, the ESP32 can preprocess sensor
data locally, which will reduce the need to transmit data all the time. This not only
conserves energy, but also minimizes privacy risks by limiting the amount of raw data
sent to external servers [§].

Wearables for children with ASD rely on a plethora of sensors to monitor the
environment and the child’s physiological state. Ambient sensors, such as sound and
light sensors, are important for detecting overstimulating conditions that may trigger
distress in children with sensory sensitivities [1]. The sensors should monitor passively,
so the device will integrate into a child’s daily life without causing disruption or
additional triggers. The data that the devices generate, needs to be processed and
presented meaningfully through companion applications.

The companion applications are just as important as the hardware. The softwares,
often developed using cross-platform frameworks like React Native, allow developers
to create apps for both i0OS and Android with a single codebase [12]. This approach
ensures a consistent user experience across platforms and simplifies updates. These
apps often integrate with cloud platforms like Firebase for secure data storage and
real-time synchronization with dashboards used by caregivers or clinicians [9]. For
example, Firebase’s real-time database and authentication features enable secure,
role-based access to sensitive health data. The choice of software framework also
influences how data is transmitted from the wearable to the cloud.

To transmit data to companion apps or cloud services, BLE and Wi-Fi are the
most common options. BLE, supported by the ESP32, has low energy consumption,
which is ideal for short-range, real-time data exchange [3]. But BLE requires a paired
mobile device to relay data to the cloud. On the other hand, Wi-Fi offers higher
bandwidth and direct internet access, but it has high power consumption, which
makes it less suitable for longer use without frequent recharging. For prototyping or
less power-sensitive applications, HI'TP over Wi-Fi may be used for its compatibility
with RESTful APIs, which simplifies integration with cloud services like Firebase.
These choices, however, must also take into account platform-specific challenges,
particularly on iOS.

Developing wearables for iOS has a lot of obstacles, due to Apple’s restrictions on
background activity and hardware access. For instance, iOS limits continuous BLE
operations, which can disrupt real-time data streaming [2]. Developers often adopt
hybrid approaches during prototyping, prioritizing development speed over
production-ready efficiency [11]. These obstacles show the need for careful planning in
communication design, which must also address security and privacy to protect
sensitive data. Given the sensitivity of health data, security is very important in
wearable technologies design. Secure protocols like HT'TPS and TLS are standard for
data transmission, while cloud platforms like Firebase provide built-in authentication
and access control [10]. BLE version 4.2 and later offers enhanced encryption and
secure pairing, and Wi-Fi connections use WPA3 for security [15]. Compliance with
regulations like the Children’s Online Privacy Protection Act (Children’s Online
Privacy Protection Act (COPPA)) and the Health Insurance Portability and
Accountability Act (Health Insurance Portability and Accountability Act (HIPAA)) is
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non-negotiable, ensuring that data handling meets legal and ethical standards [§].
These security measures tie back to the overall goal of creating trustworthy, effective
systems for pediatric care.

3 Methodology and Development

Sensory hypersensitivity is a symptom often associated with ASD, as more than 90%
of children who have ASD experience this sensory challenge, which can significantly
impact their daily lives [13]. The most common sensory sensitivities are related to
sound and light. For instance, children may have sensitivity to everyday sounds, such
as the hum of fluorescent lights or loud conversations. This heightened sensitivity can
cause distress, emotional outbursts, and anxiety. Similarly, bright or flickering lights can
overwhelm children with ASD, leading to sensory overload and potentially triggering
meltdowns. These challenges can severely limit their ability to participate in typical
social and school environments.

The idea for the development of Tchumy, a wearable device for children with ASD,
was to create a supportive and non-invasive device, that would integrate into a child’s
daily life and monitor their environment for light and sound levels around them. Tchumy
is a brooch, worn on clothing, with a 3D-printed casing, which will allow children to
showcase their interests. Tchumy’s design prioritizes the unique needs of children with
ASD, especially their sensory sensitivities. Material or placement of the wearable can be
an additional trigger for the child, therefore it was necessary to think of something non-
invasive. A brooch or pin format was chosen over wristbands or head-mounted devices,
as it avoids direct skin contact and can be pinned to clothing in a position comfortable
for the child. The casing is made from lightweight materials via 3D printing, which
allows customization with designs like favorite characters or patterns, that will create
a sense of ownership for the children, therefore reducing the resistance towards wearing
the device. An important design consideration is whether the system should interact
with the child when elevated light or sound stimuli are detected. Currently, Tchumy
operates passively, transmitting data without providing feedback to the child. While this
avoids potential overstimulation or distraction, such additions may be able to provide
a calming experience to the child, if tailored to their needs. However, the interactions
must be carefully evaluated to avoid introducing unintended stressors.

Tchumy uses hardware components, which were selected for their performance,
power efficiency, and suitability for wearable devices. The device works with the
ESP32 microcontroller, which has processing capability and low-power consumption.
The main reason for using this microcontroller is its functionality and small size, it
has built-in Wi-Fi and Bluetooth connectivity. The ESP32 can preprocess the sensor
data locally, reducing cloud transmission, therefore extending not only the battery
life, but also minimizing the privacy issues, by limiting the raw data exposure. For
environmental monitoring, Tchumy uses a microphone sound sensor module
(VMA309) and an Ambient Light Sensor (BH1750) to detect stimuli that may trigger
sensory sensitivities in children with ASD. The sound sensor catches ambient noise
levels across different frequencies, giving us detailed information, not only simple
volume measurements. Similarly, the light sensor measures intensity and spectral
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characteristics of lighting, enabling the detection of potentially problematic light
sources, such as fluorescent lighting or rapid flashing [5].

Tchumy samples sound data at a rate of 5-10 Hz, collecting 5 to 10 readings per
second. This sampling rate captures sufficient data to detect patterns and also maintains
system efficiency on the ESP32 microcontroller. The system processes each reading in
real-time, calculating averages and derivatives to differentiate between steady, repetitive
sounds (which may indicate problematic environmental stimuli) and irregular, transient
ones like loud television noise. The last 20 seconds of sound data are stored in a rolling
buffer.

When the amplitude of the sound exceeds a set threshold and is identified as
potentially distressing, the ESP32 sends the buffered data via HTTP to a mobile
application built with Expo Go. The project uses Firebase as the backend for storage
and communication. Although BLE is commonly used for low-power, short-range
communication in embedded systems, it was not utilized in this project due to Expo
Go’s limited BLE support, leading to the selection of Wi-Fi instead. The threshold is
individually configurable by caregivers through the mobile app interface. This
customization is based on the unique sensory profile of each child, information that
can be informed by clinical evaluations or sound sensitivity assessments conducted by
psychologists or audiologists [4].

For timely intervention, caregivers can set the alert threshold slightly below the
child’s known discomfort level. For example, if a child is known to react negatively to
sounds at 90 dB, the threshold may be set at 85 dB to provide caregivers with a
preemptive alert, which will allow them to intervene before the child becomes
distressed. The ESP32 employs multicore processing to ensure that sampling,
analysis, and transmission tasks run smoothly in parallel, while queues and event
triggers manage efficient data handling without overwhelming the system.

The Tchumy mobile app is an important companion to the wearable brooch
designed for children with ASD. It connects seamlessly with the device’s ESP32
microcontroller to deliver real-time information about the child’s environment, helping
parents or caregivers manage sensory sensitivities effectively. The app is built to be
intuitive and practical, it offers tools to monitor, analyze, and customize the device’s
settings to suit each child’s unique needs.

The app’s main screen provides a live view of ambient sound and light levels, detected
by the device’s VMA309 sound sensor and BH1750 light sensor. This real-time display
updates continuously, showing whether the environment is within a safe range for the
child or if conditions, like loud noises or bright lights, might be overwhelming. Caregivers
can set custom thresholds for sound and light through the app, tailoring alerts to the
child’s specific sensitivities. For example, a parent might adjust the sound threshold to
flag noises above a certain decibel level, ensuring the app highlights potential triggers
promptly.

Beyond immediate feedback, the app offers a historical sound level chart to help
caregivers spot patterns over time. This visual tool plots sound data, making it easier
to identify recurring environmental triggers, such as noisy school hallways or flickering
lights, that may cause distress. By reviewing these trends, caregivers can make informed
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Fig. 2. Main screen of Tchumy app.
Fig. 1. System architecture of Tchumy.

adjustments to the child’s surroundings to reduce sensory overload. All data is securely
stored in Firebase, the app’s backend, which ensures reliable storage and real-time
syncing between the device and the app.

The app’s settings screen allows caregivers to fine-tune the device to match the
child’s sensory profile, with just a simple slider to adjust the thresholds. Changes made
in the app are instantly sent to the Firebase, making sure the device sends back the
updated settings in real time. This flexibility allows Tchumy to adapt to each child’s
needs, to be a supportive tool, not a one-size-fits-all solution. When sound or light levels
exceed the set thresholds, the app sends push notifications to caregivers immediately.
These alerts can be customized to trigger only at specific levels, such as when noise
hits a certain decibel range, so the caregivers are informed without getting constant
updates disguised as false alarms. A service worker delivers the notifications even if
the app is running in the background, so caregivers can stay aware of potential issues
without keeping the app open. To validate the system’s practical usability, future phases
will include structured testing involving children with ASD and their caregivers. This
evaluation will focus on assessing the device’s comfort, usability, and effectiveness in
managing sensory sensitivities in real-world environments.

To validate the system’s practical usability, future phases will include structured
testing involving children with ASD and their caregivers. This evaluation will focus on
assessing the device’s comfort, usability, and effectiveness in managing sensory
sensitivities in real-world environments.

4 Conclusions and Future Work

Tchumy’s development presents how necessary it is to design pediatric medical
devices that are not only functional, but also sensitive to the specific needs of children
with ASD. As a supportive tool, Tchumy aims to assist caregivers and parents in
managing daily experiences for children with ASD by minimizing sensory overload
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through real-time environmental monitoring. Its key features: a non-invasive brooch
design, customizable thresholds, and an intuitive mobile application, which are made
with principles of child-centered care.

While this work presents the methodology and design of Tchumy, further validation
is required to assess its effectiveness. In future studies, we will implement a structured
evaluation strategy, including user testing with children with ASD, their caregivers
and clinical professionals, to measure usability, comfort, and real-world performance.
Additionally, we will transition from Wi-Fi to BLE for improved energy efficiency and
smooth connectivity.

Looking ahead, Tchumy’s development will focus on embedding data analytics for
more precise detection and intervention. These advancements will refine the device’s
functionality, enhance its software, and strengthen its role in personalized autism
support. By prioritizing inclusive and accessible design, Tchumy demonstrates how
wearable technology can evolve to better serve children with sensory processing
challenges.
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Abstract. Volatile Organic Compounds (VOCs) are critical indicators of environmental
contamination, particularly in hazardous waste contexts. While gas chromatography—mass
spectrometry (GC-MS) provides high specificity, it struggles with scalability and pattern
discovery in large, complex datasets. This study presents a data-driven framework integrating
Exploratory Data Analysis (EDA) techniques — including principal component analysis
(PCA), hierarchical clustering, and correlation mapping — to uncover emission patterns in
compost-derived VOC data.

Using the LCSC VOC 2022 Compost Dataset (141 variables, 90 samples), we identified strong
co-emission clusters (e.g., D-Limonene and a-Pinene) and a temperature-dependent ethanol
emission pattern unique to food-and-yard waste samples. Pearson correlation analysis revealed
shared emission behavior, and regression confirmed a positive slope (25.6) for ethanol versus
temperature.

These findings highlight EDA’s potential to enhance VOC dataset interpretability and source
identification. The proposed framework supports practical applications such as early-warning
systems, sensor deployment, and data-informed environmental policy.

Keywords: Hazardous Waste, Pollution Source Identification, Data-Driven Decision Making,
Machine Learning, Sensors.

1 Introduction

Volatile Organic Compounds (VOCs) are a broad class of carbon-based chemicals
that readily vaporize at ambient temperatures. They are emitted from a wide range of
natural and anthropogenic sources, including industrial activities, landfills, and
composting systems. The presence of VOCs in the environment is of increasing
concern due to their adverse impacts on both ecological systems and human health.
Studies have established links between long-term exposure to VOCs and serious
health conditions such as chronic respiratory illnesses, skin cancer, and neurological
disorders [6].

To monitor VOCs, gas chromatography-mass spectrometry (GC-MS) has long
been considered the gold standard, offering high specificity and sensitivity. However,
the growing complexity and dimensionality of environmental data pose serious
challenges for traditional techniques. Specifically, GC-MS struggles with scaling to
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large datasets, lacks real-time analytical capacity, and is limited in its ability to
differentiate between complex emission sources in mixed environments [1]. These
shortcomings are particularly evident in hazardous waste contexts, where data is often
heterogeneous, poorly labeled, and influenced by dynamic environmental variables.

In response to these limitations, data-driven analytical frameworks are gaining
traction in environmental monitoring. Among these, Exploratory Data Analysis
(EDA) offers a compelling approach. EDA is a flexible, assumption-free method that
leverages statistical visualization and unsupervised learning to reveal underlying
structures, correlations, and outliers within datasets [5]. Its non-parametric nature
makes it especially useful for VOC analysis, where datasets are multidimensional,
noisy, and lack uniform labels. In biomedical and environmental contexts, EDA has
shown promise in applications ranging from air quality modeling to disease biomarker
detection via VOCs [10].

In this work, we apply EDA techniques — including principal component analysis
(PCA), hierarchical clustering, and correlation mapping — to a real-world VOC
dataset obtained from composting systems. Unlike prior studies that focus solely on
compound identification or source quantification, our approach integrates chemical
analysis with pattern discovery to uncover emission trends, temperature-driven
behavior, and co-emission clusters. Our main contribution lies in demonstrating how
EDA can supplement traditional chemical monitoring, enabling scalable, interpretable,
and actionable insights that are critical for hazardous waste management.

The rest of this paper is structured as follows. Section 2 discusses relevant
background literature and related work. Section 3 outlines the methodological
framework and dataset selection process. Section 4 presents key findings from the data
analysis, while Section 5 concludes the study with insights and future research
directions.

2 Background and related work

Volatile Organic Compounds (VOCs) are a well-established environmental and
public health concern due to their role in air pollution and potential toxic effects on
humans. VOCs originate from various anthropogenic sources such as petroleum
refineries, landfills, and industrial waste processes, as well as from natural biological
emissions [3] [10].

In recent years, there has been growing attention on the health implications of
chronic VOC exposure. For instance, large-scale studies have revealed associations
between long-term VOC exposure and increased risks of respiratory diseases and skin
cancer, especially in vulnerable populations. These findings underscore the importance
of precise and scalable VOC detection techniques, particularly in sensitive
environments like hazardous waste sites.

Conventional detection methods such as gas chromatography-mass spectrometry
(GC-MS) offer high analytical specificity, but they are resource-intensive, slow, and
poorly suited for high-throughput or real-time applications. More importantly, they
fall short when interpreting complex, heterogeneous, and multidimensional datasets,
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which are often the norm in environmental monitoring contexts involving mixed waste
types, variable emission profiles, and fluctuating environmental conditions [1].

To address these limitations, data-driven methods, including machine learning and
statistical modeling, have been increasingly explored. For example, VOC-based
classification has been used for food quality inspection [7], tracing coffee origin
through network analysis [8], and disease detection via exhaled breath [5]. However,
these methods often require labeled data, clear training objectives, or domain-specific
features, which may not always be available in hazardous waste settings.

This creates an important gap — the limited use of Exploratory Data Analysis
(EDA) in VOC research, especially in unstructured or poorly labeled datasets. Unlike
predictive models, EDA does not assume prior distributions or require labels, making
it well-suited for uncovering hidden structures, correlations, and co-emission patterns
in environmental VOC data. Additionally, EDA allows for early insight extraction and
hypothesis generation without committing to predefined models, an advantage when
dealing with novel or dynamic emission environments like composting systems and
hazardous waste facilities.

The main challenges include: data heterogeneity (varying VOC profiles by
source and interaction), sparse labeling (limited annotations on emission origins),
environmental noise (temperature and humidity confound analysis), and high
dimensionality (numerous simultaneous variables). Despite these challenges, few
studies have applied EDA as a central methodology in VOC analysis. This paper aims
to fill that gap by demonstrating how EDA — through methods such as PCA,
hierarchical clustering, and correlation analysis — can generate interpretable insights
into VOC behavior, especially in compost-derived air samples. Our contribution lies in
showing that EDA not only reveals complex compound interdependencies, but also
aids in identifying source-specific emissions and conditions that affect their
distribution.

3 Methodology

This study adopted an Exploratory Data Analysis (EDA) approach with the primary
objective of examining and understanding the structure and content of multiple datasets
containing information on VOC emissions.

EDA techniques help to provide an understanding of data, without requiring the
application of formal statistical procedures or the prior definition of assumptions about
the data at hand. This methodology involves the use of graphical and non-graphical
methods, such as descriptive statistics, to facilitate a comprehensive understanding
of the data structure, quality, and relationship between its variables, among others.
Therefore, it serves as a crucial initial step in the data analysis process [5].

At the initial stage of this research, three datasets were explored: the LCSC VOC
Compost Dataset 2022 [4], Long-term variations of ambient VOCs [9], and Experiments
on VOC uptake by the active layer soils of Greenlandic permafrost areas [2]. However,
only the first was selected for analysis. The excluded datasets were not directly relevant
to the study’s objectives, one focused on urban air trends, and the other on VOC
absorption in Arctic soils, neither directly related to the study’s focus on VOC emissions
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from hazardous waste sources. In contrast, the chosen dataset offers detailed, time-
resolved VOC measurements from composting activities in a hazardous waste context,
making it the most suitable for identifying emission patterns, clustering behavior, and
contamination sources.

4 Dataset Analysis

The dataset analyzed in this study, the LCSC VOC 2022 Compost Dataset, was
developed by the Lewis-Clark State College (LCSC) Air Research Group, led by Dr.
Nancy A. C. Johnston. It is part of a broader NIH-funded project supported by the
Institutional Development Award (IDeA) from the National Institute of General
Medical Sciences in partnership with LCSC. The data was collected at the
Washington State University Compost Facility to investigate the VOCs emitted from
compost under different conditions.

Data collection occurred from July to September 2022, using high-resolution
sampling intervals. The dataset comprises 90 samples: 84 combined air and water
samples, 4 air-only samples, and 2 water-only samples. In total, 141 variables were
measured, including chemical, environmental, and sampling-related parameters.

VOC concentrations are reported in parts per billion by volume (ppbv), with a
measurement uncertainty of +10%. The VOC concentrations in air samples were
measured using thermal desorption tubes with a Markes-Agilent TD-GC-MS system,
while water-phase VOCs were captured using impinger sampling and analyzed with
an Agilent HS-FID-GC system.

This study primarily focuses on the analysis of air samples, as they are most relevant
to our ongoing and future research. A total of 88 air samples were collected.

4.1 Sample Conditions Analysis

Table 1 presents the descriptive statistics of the air sample variables, while Fig. 1
illustrates the origin of the compost samples and their specific locations within the pile.

Table 1. Descriptive statistics for environmental variables in air samples

Pile Temp. [°C]|Outside Temp. [°C]|Humidity [%]|Pressure [atm] Wind Speed [m/s]
mean 50.35 28.22 26.32 0.91 3.98
std 17.60 4.35 10.75 0.002 1.65
min 22.22 21.70 10 0.90 0.45
25% 34.72 22.68 20 0.90 3.13
50% 55 28.75 20 0.91 4.02
75% 65.56 31.63 36.25 0.91 4.92
max 88.33 38 49 0.91 7.15

The average pile temperature (around 50°C) aligns with expected thermophilic
composting conditions, while outside temperature, humidity, pressure and wind speed
values fall within typical ranges for outdoor composting in warm environments.
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Fig. 1. Air sample frequency by compost type and pile location

Approximately half of the samples were taken from ground yard waste, while the
other half corresponded to a mix of food and yard waste. Within each group, the samples
are evenly distributed between the top and the side of the pile, ensuring a balanced
representation of sampling locations across waste types.

4.2 VOCs concentration

Fig. 2 presents the top ten VOCs based on their average concentration (ppbv) in
the samples. Fig. 3, on the other hand, illustrates the Pearson correlation coefficients
observed between these VOCs.

Strong correlations are observed between the following VOC pairs: D-Limonene and
a-Pinene; a-Pinene and [-Pinene; -Pinene and v-Terpinene; $-Pinene and Sabinene;
~-Terpinene and Sabinene; Camphor and L-Fenchone; Camphor and a-Humulene; and
a-Humulene and L-Fenchone.

4.3 Specific Analysis for Ethanol

Fig. 4 plots ethanol concentration (the VOC with the highest average concentration)
against the pile temperature, with data distinguished by waste type. A regression line
is also shown to illustrate the overall trend for each compost type.

156



Ethanol ML} 0.50 0.40 0.29 0.27

D-Limonene - 0.50 [RBGLE -0 . X 0.30 0.29

700 alpha-Pinene - 0.40 /-~ NN ¢ i o 0.22 0.34
600 beta-Pinene - 0.37 o . (N EREUNIEY 0.35 0.35 0.52

500 gamma.-Terpinene - 0.46 . . OR[N FS 0.38 0.39 0.58

400 Sabinene - 0.41 5 5 1.00
300 Isopropyl Alcohol - /- b ] 0.18
Camphor D . . . 1.00 0.86 0.90
200
alpha-Humulene - 0.29 a s 0.86 1.00 |0.80
100
L-Fenchone - 0.27 0.29 0.34 0.52 0.58 0.69 0.30
] 0 0
> e e e ¢ 2 S & ] e > e ) > e
& & S S & Koy O > & 3 & o 3 @ &£ o & o 3
& & & Q\<‘° & & @é“ @o"‘ & < °e°° 4 & §\°° o \@“@Q"‘c & ‘;e°°
O A o P A M Ak A M
9 RO S o g v < NI o R & ¥
& Q & & S &
Q,@ o 3 é,é‘ & e
Fig. 2. Top ten VOCs by average concentration Fig. 3. Correlation between top 10 VOCs
6000 - _
5000
4000
s o [e L] °
£ 3000 - Compost Type
§ © Ground yard waste
© Food + yard waste
2000
1000 -
o e oo 0 ~ o —e

Temperature of Pile

Fig. 4. Relationship between ethanol concentration and pile temperature by waste type, with fitted regression
lines

Ethanol concentration shows a slight positive correlation with temperature, with a
regression slope of 25.6292. Additionally, ethanol was not detected in ground waste
samples, indicating no emissions from this type.

5 Results and Findings

The exploratory data analysis provided several noteworthy insights into the
behavior of volatile organic compounds (VOCs) within compost environments. By
focusing on a carefully selected dataset — comprising air samples collected from
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compost piles of varying composition and sampling locations — key environmental
patterns and compound relationships were uncovered.

Descriptive statistics highlighted distinct differences between internal and external
environmental conditions. The pile temperature exhibited a broad range, with higher
variability compared to the more stable external temperature. This internal heat may
influence the microbial activity responsible for VOC production. Humidity and wind
speed showed moderate fluctuations, while atmospheric pressure remained nearly
constant, suggesting limited relevance to VOC dynamics in this context.

The dataset revealed a diverse VOC profile. Among the top 10 compounds
identified by average concentration, ethanol, D-Limonene, and «-Pinene were
particularly prominent. These compounds are commonly associated with microbial
fermentation and the degradation of plant-based organic matter, indicating active
biological decomposition within the compost.

A closer examination of VOC relationships through correlation analysis showed
strong co-emission patterns between specific compounds, such as D-Limonene and
a-Pinene, and [-Pinene with ~-Terpinene and Sabinene. These correlations suggest
shared emission sources, likely tied to the decomposition of similar organic substrates,
such as citrus residues or terpene-rich plant matter.

Ethanol emerged as the compound with the highest overall concentration. Its levels
were found to increase with rising pile temperatures, hinting at a
temperature-dependent fermentation process. Notably, ethanol was absent in samples
from ground yard waste, while present in mixed food-and-yard waste piles. This
suggests that food waste is the primary contributor to ethanol emissions, and that
different waste compositions may lead to distinct VOC signatures.

The dataset’s design ensured balanced spatial sampling across pile sides and tops.
No significant concentration differences were observed based solely on sample location,
reinforcing the idea that waste type and internal conditions are stronger drivers of VOC
behavior than sampling orientation.

6 Conclusion and Future Work

This study applied exploratory data analysis (EDA) to a compost VOC dataset,
yielding meaningful insights into emission patterns. Ethanol and several terpenes
emerged as dominant compounds, particularly in mixed food-and-yard waste samples.
Temperature and waste composition were found to significantly influence VOC levels.

Strong correlations among specific VOCs suggested shared sources, offering
potential for simplified monitoring using key indicator compounds. The findings
support the value of data-driven methods in complementing traditional chemical
analysis for environmental monitoring.

Future work will expand the analysis using diverse datasets across seasons,
compost types, and locations, while integrating machine learning and real-time
sensors to improve detection and decision-making in hazardous waste environments.
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Abstract. This study compares the performance of a self-excited three-phase induction
generator (SEIG) in three-phase and single-phase (Fukami configuration) modes. The results
show that three-phase operation delivers balanced voltages and stable torque, ensuring high
efficiency and mechanical reliability. On the other hand, single-phase mode presents voltage
imbalances and severe torque oscillations, which can damage the drive system due to
mechanical stresses, reducing system efficiency and generation autonomy compared to
three-phase operation. Capacitor sizing and dynamic simulations validated the analysis.

Keywords: Self-excited induction generator, Single-phase power, Torque stability.

1 Introduction

The recent blackout in the Iberian Peninsula, on 28 April 2025, left millions of
people without an electricity supply and evidenced the vulnerability of current power
infrastructures. The disruption affected telecommunications, transport systems and
several other critical services. The time lapse till full restoration of the Spanish grid
was about 23 hours, and the Portuguese grid was fully restored after 12 hours. In
these circumstances, ensuring a rapid and effective emergency response remains
essential, particularly in remote or vulnerable areas, and can be reliably achieved
through the deployment of combustion engine-based generators [1].

Combustion engine-based generator systems can be designed using either
synchronous or asynchronous generators, with the choice depending on several factors
such as power requirements, efficiency, cost, and system complexity. Synchronous
generators typically provide higher efficiency and superior power factor control,
making them suitable for applications where precise voltage and frequency regulation
are critical. However, they tend to be more expensive and mechanically complex due
to the use of brushes, slip rings, and field windings. On the other hand, asynchronous
generators, also known as induction generators, particularly those based on squirrel
cage rotor designs, present several advantages that make them especially suitable for
off-grid and emergency power applications. Their inherently simpler construction
results in lower production and maintenance costs, while also enhancing mechanical
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robustness and reliability. The feasibility of self-excitation of these machines for the
voltage build-up process simplifies deployment and operation in remote or
resource-constrained environments over synchronous generators [9].

In off-grid applications, the grid can be replaced by a properly dimensioned capacitor
bank to enable self-excitation and autonomous operation [3]. Given that many essential
loads, such as those in healthcare, communication, and water supply systems, require
single-phase power, the adaptation of standard three-phase induction generators (IGs)
for single-phase operation is a subject of considerable interest. Various strategies have
been proposed and studied to enable reliable and efficient single-phase generation using
conventional three-phase machines [4-6,10].

While these strategies are well established in the literature, comprehensive
assessments of their performance, particularly in comparison to conventional
three-phase configurations, remain scarce. This study focuses on the behaviour of the
electromagnetic torque. It is well known that torque ripple, especially when generators
are driven by diesel engines, can produce various mechanical and operational
challenges. These oscillations are not just a stability issue. Over time, they may
accelerate mechanical wear and significantly reduce the service lives of generators and
key components [2]. By comparing the three-phase and single-phase self-excited
generator configurations under these conditions, this study aims to clarify the
underlying torque dynamics in each scenario and assess their implications for practical
applications in distributed generation.

2 Self-excited induction generator operation analysis

The magnetic cores of an induction generator possess residual magnetism, which is
a prerequisite for generating electrical energy. In conjunction with the motion supplied
by a prime mover, this magnetic field, reinforced by a reactive magnetising current
supplied, is able to intensify the residual magnetism. For stand-alone operation (i.e.,
operation isolated from the primary grid), capacitor banks are employed to provide the
magnetising current.

When a capacitor bank is connected in parallel with the machine’s stator terminals,
self-excitation takes place. The current in the excitation circuit flows through the stator
winding and generates a magnetic flux in the same direction as the residual magnetic
flux in the machine. This augments the residual flux and reinforces the magnetisation of
the machine. The amount of capacitance determines how much voltage is generated [4].

In the proposed simulation, both the generator windings and the capacitor bank
are connected in a star (wye) configuration, as depicted in Fig. 1. By maintaining
an identical capacitance value C, in each phase, it is possible to generate balanced
voltages Fg within the system, thereby enabling the supply of balanced three-phase
loads connected to the generator.

2.1 Induction machine especifications

The induction machine under study is a 4 hp three-phase squirrel-cage motor
manufactured by WEG, model W22 Premium IR3 class, designed for high-efficiency
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applications. It operates at 60 Hz with 4 poles, delivering a rated speed of 1745 rpm.
The machine supports dual voltage operation (220/380 V) in delta/star configuration,
with rated currents of 11.4 A and 6.61 A, respectively. The motor exhibits a power
factor of 0.77, a service factor of 1.25, and a nominal efficiency of 89.5% at full load.

2.2 Three-phase operation

In Fig. 1 (a), a three-phase induction generator operates in isolated mode, self-
excited by a capacitor bank with capacitance C, per phase. The dynamics of this
configuration are inherently nonlinear due to the electromagnetic phenomena involved
in the processes of self-excitation and voltage generation [3]. However, by employing
suitable assumptions, it is possible to estimate with reasonable accuracy the required
capacitance value in the capacitor bank to ensure that the machine enters the generating
regime, given a predefined terminal voltage V' and operating frequency fi, [8].

Let ()¢, denote the capacitive reactive power supplied by each phase of the capacitor
bank connected in a wye configuration, and Qyag the inductive reactive power required
for the magnetization of the generator. Under steady-state conditions, the criterion for
self-excitation is given by:

3Qc, = Qumac (1)

At 60 Hz, the losses associated with modern capacitors can be neglected. Thus, the
voltage across each capacitor can be estimated as:

Ve, = Xe, 1o, (2)

With this simplification, it becomes possible to determine the required capacitance C,
such that the condition expressed in Equation 1 is satisfied:

Qmac Ve
o =Ve Ip = —V b
Qo =Ve, Ic, 3 Cy Xo,

1
X~ =
= g (3)

Leaving the capacitor voltage as a function of the line voltage V¢, = V/ V3, and
rearranging Equation 3, we get,
~ Quac (4)
" 2mf V7

The capacitance value obtained from Equation 4 represents only the minimum
required capacitance, sufficient to supply the reactive power demanded by the
magnetizing reactance of the machine. However, as the active power output increases,
an additional amount of reactive power is required to sustain self-excitation and
maintain a stable terminal voltage. To properly estimate this additional demand, the
generator’s behavior is simulated using the nameplate data and the equivalent circuit
parameters, allowing for the determination of the optimal capacitor bank size needed
to support nominal power generation [7]. Based on the specifications of the induction
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machine under analysis, previously introduced, the minimum capacitance can then be
calculated as follows [11]:

PHOIII
Paow =3 KW, cos(¢) = 0.77 = ¢ = 30.65°, S = _ = 3.8961 kVA,

0s(¢)
Quiac = Sin tan(p) = 3.229 kvar, Qg = Q%AG = 1.076 kvar,
1.076 x 103
o — 060 X 58.9784 uF (5)

VE,-2rf 2202 2m- 60

Approximating the calculated value to the nearest commercially available capacitor,
a value of C}, = 60 uF was adopted.

2.3 Single-phase operation - Fukami connection

In this work, we investigate the efficiency of employing a single-phase self-excited
induction generator (SEIG) based on a modified induction motor (MIT), as configured
in Fig. 1(b) [4]. This approach eliminates the need for complex voltage control systems,
resulting in a highly cost-effective and reliable solution.

As detailed in [4], the values of the capacitors Cs and C, are selected to minimize
voltage regulation, with C; set to be 62.6% greater than C,. Based on the capacitance
value computed in Section 2.2, C), = 58.9784 uF, we obtain C, = 95.8999 uF. The
closest commercially available capacitor value is Cs = 100 pF.

The generator setup comprises a three-phase squirrel-cage induction machine
connected in a wye (Y) configuration. The capacitors Cs and C), are arranged in a
series-parallel network with a single-phase load. As shown in Fig. 1(b), all three stator
windings are used both for excitation and power delivery, ensuring effective utilization
of the magnetic core and maintaining system symmetry.

e i Ll i il
| Three-phase connection

30
Load

Fig. 1. Performance characteristics of the induction machine: a) Three-Phase Induction Generator, b) Three-
Phase Induction Generator with Single-phase Operation
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3 Torque and power

The analysis of the torque versus slip characteristic is fundamental in studying
induction generators. This relationship makes it possible to identify the operating
point at which the machine achieves optimal performance as a generator, namely, the
point that provides the highest efficiency in converting mechanical energy into
electrical energy. Understanding this curve enables adjustment of the load conditions
and rotor speed to optimise system operation, minimise losses, and ensure greater
stability in power generation, particularly in applications where the generator
operates in isolation from the primary grid. The equivalent circuit of the induction
machine, neglecting core losses, is shown in Fig. 2a.

Torque vs Slip Characteristics
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Fig. 2. Performance characteristics of the induction machine

The Thévenin theorem can be applied to the machine’s equivalent circuit to analyse
torque and power. Considering a simple voltage divider, the following equations are
obtained:

JXm
Viea = Wi , , 6
hed 1<R1+](X1+XM>) ©)
. JXu(Ry + jX1)
Zl,eq - Rl,eq +]X1,eq - Rl +](X1 T XM)’ (7)
12 _ ‘/1,eq ’ (8)

S )

\/(Rl,eq ) (X + Xa)?
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Tmec =

Fig. 2b defines the electromechanical torque versus slip curve of the induction
machine used in this study. This curve characterises the dynamic behaviour of input
power and identifies the typical operating point for isolated systems. The adopted
operation point is below 20% of the maximum power output. Consequently, the
common operating region for this generator is evaluated within a slip range of 10% to
14%, with torque values under 10 N-m.

4 Results

It was decided to consider the same mechanical input power for both cases studied,
ensuring comparable analysis conditions. It was observed that, when the operating
regime approaches the maximum torque point of -10.76 N-m, as illustrated in Fig. 2b,
the TIM enters a demagnetization regime, caused by the variation of the magnetization
inductance considered in the simulation. To overcome this contingency, a torque of 6.8
N-m was defined as a reference, presenting a safe margin in relation to the critical region
of the torque curve.

The rotation speed was kept fixed at 2050 rpm, seeking a negative slip of
approximately -13.9%, calculated considering the characteristics of the TIM under
study. Through the defined parameters — torque of 6.8 N-m and rotation of 2050 rpm,
the mechanical input power Ppec = Tmee - Wy = 1459.8 W was obtained.

Based on the mathematical model presented in the previous section, the simulation
results obtained using MATLAB/Simulink are presented below, allowing the analysis
of the induction generator’s performance under two different configurations: Case 1,
Single-phase connection and Case 2, Three-phase connection.

Fig. 3 shows the behavior of the three-phase voltages generated in the two cases
under analysis. For Case 1 (Fig. 3a), the phase waveforms present asymmetries and
distortions, evidencing voltage unbalance and harmonic interference. In contrast, in
Case 2 (Fig. 3b), the voltages of the three phases are clearly balanced, with pure
sinusoidal shapes, evidencing an ideal condition of three-phase generation. In Fig. 4,
the analysis of the electromagnetic torque on the machine shaft clearly shows the
mechanical stresses involved in Case 1. In Fig. 4a, the torque presents a significant
oscillation over time, with variations around the average value of 6.8 N-m. This ripple
can cause mechanical vibrations and drastically reduce the efficiency of the system. In
contrast, in Fig. 4b, corresponding to three-phase operation, the torque is practically
constant and linear, indicating a more efficient and stable energy conversion.
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Fig. 4. Eletromagnetic Torque Comparison.

5 Conclusion

The results obtained clearly demonstrate the technical and operational limitations
of TIMs operating in single-phase mode. The presence of strong torque oscillations and
the evident imbalance in the generated voltage compromise not only the efficiency of
the system, but also the mechanical durability of the equipment [2]. These undesirable
conditions can lead to excessive vibrations, heating and reduced system autonomy.

On the other hand, operation in three-phase mode demonstrated significantly
superior performance, with balanced voltage generation and constant torque. This
torque stability is a clear indication of the advantage of three-phase operation,
reducing mechanical stress and increasing machine reliability.
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