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the countries of its members and to encourage technology transfer to developing na-
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IFIP is the global non-profit federation of societies of ICT professionals that aims
at achieving a worldwide professional and socially responsible development and
application of information and communication technologies.

IFIP is a non-profit-making organization, run almost solely by 2500 volunteers. It
operates through a number of technical committees and working groups, which organize
events and publications. IFIP’s events range from large international open conferences
to working conferences and local seminars.

The flagship event is the IFIP World Computer Congress, at which both invited and
contributed papers are presented. Contributed papers are rigorously refereed and the
rejection rate is high.
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Preface

The fourth IFIP International Internet of Things (IoT) Conference, that took place in a
virtual mode during November 4-5, 2021, addressed both technology and applications.
The topics presented reflected the variety of aspects with respect to IoT, aspects
covered by IFIP’s Domain Committee on IoT which organizes this annual event.

The IoT Technical Program Committee for this edition consisted of 53 members
from 18 countries who considered 36 submitted abstracts with 33 full papers. The
selection was based on the full papers. Each paper was on average refereed by four
reviewers, using the single-blind review principle. In total, 15 papers were selected for
presentation resulting in an acceptance rate of 45%.

This book contains the revised versions of the refereed papers presented at the
conference. The papers were selected on the basis of originality, quality, and relevance
to the topic. As expected, the peer-reviewed papers covered a wide array of topics that
were clustered in five thematic sessions:

Modernizing agricultural practice using IoT
Cyber-physical IoT systems in wildfire context
IoT for smart health

Security

Methods

The conference featured two keynote speakers. The first keynote was given by
Schahram Dustdar from TU Wien, Austria. In his talk “Edge Intelligence - Engineering
the Fabric of 10T, Systems, and People” he analyzed the role of IoT, edge, cloud, and
human-based computing as well as Al in the co-evolution of distributed systems for the
new decade. He identified challenges and discussed a roadmap that these new dis-
tributed systems have to address, and he took a closer look at how a cyber-physical
fabric will be complemented by Al operationalization to enable seamless end-to-end
distributed systems.

The second keynote on “Secure IoT by Design” was given by Saraju P. Mohanty
from the University of North Texas, USA. A broad perspective of the vast multifaceted
forms of cybersecurity attacks secure/security by design (SbD) solutions in IoT was
presented. SbD advocates making security as a requirement right in the design phase so
that retrofitting would not be needed. He presented SbD driven cybersecurity solutions
for 10T using the hardware security primitive Physical Unclonable Function (PUF).
This included the first-ever hardware-integrated blockchain (called PUFchain) whose
architecture he has overhauled using SbD principles to be secure, energy efficient, and
scalable, while running 1000X faster than original blockchain with Proof-of-Work
(PoW).

In two panel sessions, one on IoT applications and one on IoT research, panel
members presented their views and discussed questions about the main engineering
challenges in IoT development and current IoT research challenges, about promising



vi Preface

approaches to face such challenges, and a forecast on futuristic application scenarios
and on emerging technologies that are likely to have an impact in the next 5-10 years.
A summary of the panel sessions is included in this book as the first chapter.

We thank the authors and presenters, the panel members, the session chairs, the
organizers of special sessions, the Program Committee, and the external reviewers for
their hard work and contributions, and we look forward to their continued involvement.

We feel that all the contributions make the book a rich volume in the IFIP AICT
series and we trust that the reader will be inspired by it.

December 2021 Luis M. Camarinha-Matos
Geert Heijenk

Srinivas Katkoori

Leon Strous
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A Fuzzy Logic Approach for Self-managing
Energy Efficiency in IoT Nodes

Victéria Melo® @, Gustavo Funchal @, Jonas Queiroz (@, and Paulo Leitdo

Research Centre in Digitalization and Intelligent Robotics (CeDRI), Instituto Politécnico de
Braganca, Campus de Santa Apoldnia, 5300-253 Braganca, Portugal
{victoria, gustavofunchal, jpqueiroz,pleitao}@ipb.pt

Abstract. The collection and analysis of data assume a crucial importance in the
digital transformation era. Internet of Things (IoT) technologies allow to gather
data from heterogeneous sources and make them available for data-driven systems
aiming, e.g., monitoring, diagnosis, prediction and optimization. Several applica-
tions require that these IoT nodes be located remotely without connection to the
electrical grid and being powered by batteries or renewable sources, thus requiring
a more efficient management of the energy consumption in their operation. This
paper aims to study and develop intelligent [oT nodes that embed Artificial Intel-
ligence techniques to optimize their operation in terms of energy consumption
when operating in constrained environments and powered by energy harvesting
systems. For this purpose, a Fuzzy Logic system is proposed to determine the
optimal operation strategy, considering the node’s current resource demands, the
current battery condition and the power charge expectation. The proposed app-
roach was implemented in IoT nodes measuring environmental parameters and
placed in a university campus with Wi-Fi coverage. The achieved results show
the advantage of adjusting the operation mode taking into consideration the bat-
tery level and the weather forecasts to increase the energy efficiency without
compromising the IoT nodes’ functionalities and QoS.

Keywords: Internet of Things - Energy efficiency - Fuzzy logic

1 Introduction

In the digital era, also known as Industry 4.0 [6], the collection and analysis of data
assume crucial importance to support the increase of efficiency and optimization of
business processes, strongly contributing for the implementation of the digital transfor-
mation. The data acquisition is carried out by smart sensors that have been leveraged by
Internet of Things (IoT) technologies. Lately they have been widely applied to collect
and send the huge volume and variety of data from heterogeneous sources to remote
Cloud applications, where the data is stored and processed to extract information and
knowledge aiming, amongst others, monitoring, diagnosis, prediction and optimization.
Following the fast advances in IoT technologies, there is a continuous growth in the
number of smart devices connected to the Internet, that, according to McKinsey reports,

© IFIP International Federation for Information Processing 2022
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is expected to exceed 50 billion by 2025 [1]. Additionally, it is estimated that by 2025,
IoT can generate up to $11.1 trillion of economic value each year [8].

The development of IoT devices (or nodes) imposes some important challenges
in terms of security, privacy and interoperability. In some specific cases, the energy
consumption and supply represents another concern. In fact, several applications require
the IoT nodes to be located remotely and without the possibility to be connected to the
electrical grid, thus requiring to be supplied by batteries and/or renewable energy sources.
In this way, the design of IoT nodes should consider technologies and operating strategies
that make the nodes energy efficient while ensuring their correct operation.

The energy efficiency can be achieved in the design phase by using low-consumption
technologies, e.g., controllers and communication protocols, or implementing efficient
processing algorithms. As example, the use of low-energy communication networks, e.g.,
LoRa and BLE (Bluetooth Low Energy), often contributes to solve the energy efficiency
problems in such situations [2]. However, in some situations this is not enough and
requires the implementation of actions that manage the energy consumption during the
operational phase, e.g., reducing the sampling, transmission or processing capabilities
to save energy and increase the node lifespan and still ensuring the QoS. For instance,
Machine Learning (ML) techniques can be used to analyze the available operational data
and create models to be used by the node as a self-awareness mechanism that can define
the best conditions to perform some tasks that may require more power resources, €.g.,
adapting the frequency to sample and transmit data.

Having this in mind, the objective of this work is to analyze the energy efficiency in
IoT nodes located in restricted areas, isolated from the electrical grid and powered by
batteries that are charged by solar panels. In particular, this work considers the devel-
opment of intelligent algorithms that can be used as a self-awareness mechanism to
optimize the energy consumption in IoT nodes, specially those that rely on Wi-Fi or
other energy-hungry protocol. For this purpose, a Fuzzy Logic system is proposed to
dynamically adjust the operating conditions of an IoT node, based on the current power
resource demands, the battery condition and the power charge expectation, aiming to
increase its energy efficiency. The proposed approach was implemented in a university
campus with Wi-Fi coverage, where an IoT node with no access to the electrical grid,
needs to collect and transmit environmental data to the Internet. The experiments focused
on studying the influence of running these intelligent algorithms locally or as a service in
Cloud platforms, with results showing that performing the fuzzy system locally, on the
IoT node, presents less impact, in terms of the response time and energy consumption,
than performing remotely on the Cloud.

The rest of the paper is organized as follows: Sect. 2 overviews the related work in
terms of energy efficiency in IoT nodes, while Sect. 3 discusses the main aspects that
mostly affect such efficiency. Section 4 describes the proposed Fuzzy Logic system to
dynamically adapt the operating conditions to improve the energy efficiency in IoT nodes,
and Sect. 5 presents the experimental implementation of the fuzzy decision-making
system for the case study. Finally, Sect. 6 rounds up the paper with the conclusions and
points out some future work.
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2 Related Work

The energy consumption represents a crucial problem in the operation of IoT nodes that
can affect their functionalities along the time, particularly regarding the data collection,
processing and transmission. This assumes an even critical importance in remote appli-
cations, where the connection to the electrical grid is not possible and the IoT nodes are
powered by batteries. In such situations, the energy management assumes a crucial role
to ensure the QoS and reduce the need for battery replacement, which in some cases is an
extremely critical issue, e.g., when IoT nodes are placed in locations of difficult access
(e.g., forests or remote areas), or operating in adverse conditions (e.g., underwater or
underground) where the nodes can be discarded after the completely use of the battery
[4].

For this purpose, it is important to select the most appropriate and low-energy con-
sumption technologies and protocols to be used by [oT nodes. In terms of communication
technologies, they are required to support the connectivity of each node aiming the data
transmission through Internet. The selection of a low-energy consumption communi-
cation protocol, that ensures the data transmission requirements, contributes for the
energy efficiency of the IoT node, but it depends of the application requirements. For
instance, LoRa and BLE are suitable solutions to this purpose due to their low-energy
consumption, the first is suitable for applications with long transmission range and lower
transmission rate and the second for short transmission range but higher transmission
rate. The use of Wi-Fi is not a low-energy consumption option, which means that it is not
regularly used for IoT nodes powered by batteries, but it is widely available, provides
a direct communication with the Internet, allows an easy connection and disconnection
of devices, and has good features in terms of data transmission rate and security [5].

The same applies to the selection of the hardware platforms, e.g., micro-controllers
and System-on-a-Chip, that should be chosen to fit the project requirements, since,
as much functionalities they provide, e.g., in terms of connectivity and processing
capabilities, as higher will be the power consumption.

However, in some situations, the use of proper technologies, and particularly low-
energy consumption communication protocols, could be not enough and it is necessary to
go one step beyond. In this case, it is important to consider Edge computing approaches
to develop intelligent energy management mechanisms that can run continuously in
the IoT nodes, adapting its operating conditions in a dynamic and efficient manner, for
optimizing the battery usage and consequently extending its lifetime.

In this context, some research works use Artificial Intelligence (Al) techniques to
manage the node’s behavior. As example, a fuzzy-based optimization model is used
for energy management in wireless sensor networks (WSN), aiming to maximize the
lifetime of the network and minimize the traffic load [11]. In this case, the sleep and
wake-up procedure of the nodes are adapted based on the classification of the nodes as
good, normal or bad, defined according to parameters like, the degree of the node, link
quality, residual energy and traffic rate. A Fuzzy Logic based mechanism is also used
to determine the sleep time of [oT devices in a home automation environment based on
BLE [3]. The hibernation time of IoT devices is determined according to the battery
level values and the ratio of Throughput to Workload, allowing to reach a 30% increase
in the device’s lifetime.
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An algorithm using the Long Short Term-Memory (LSTM) technique, running in
Edge devices, is used to improve the energy efficiency of wearable sensors, aiming to
reduce the volume of communication between devices [9]. This implementation recog-
nizes event data and transfers them when necessary, being the majority of the computa-
tional and storage load handled away from the data source. A Fog-based system is used
to minimize the energy consumption of IoT nodes in Industry 4.0 applications, using
the MQTT protocol and ML algorithms, e.g., Multiple Linear Regression, Bagged Deci-
sion Tree and Artificial Neural Network, to predict future data measurements, which
consequently reduces the transfer rate from the devices to the control unit [10]. This
model takes into consideration the energy consumption per bit, the total number of bytes
needed for communication between the broker and the IoT devices, and the predictive
algorithm’s degree of accuracy.

Another approach describes a power management model for a battery operated loT-
based weather station, comprising a micro-controller unit (MCU), solar panel, battery,
power management circuit and sensors [12]. Algorithms are used to estimate the energy
stored in the battery based on the information from the solar panel, converter, charger
circuit and solar irradiance. The MCU uses this information to optimize the system’s
overall energy consumption, maximizing its lifespan.

The existing approaches to minimize the energy consumption on IoT nodes typi-
cally use the intrinsic parameters to the local IoT node, e.g., the battery status and the
transmission rate. In order to achieve more adaptable solutions, these intelligent algo-
rithms should also consider other parameters, e.g., weather forecasts when considering
renewable power sources, to obtain the best mode of operation of an IoT node, e.g., sleep
and wake-up times, sampling frequency and data transmission, according to the power
supply conditions that keep the node running for longer while maintaining the QoS.

3 Energy Consumption in IoT Nodes

The energy management is an essential task in battery-operated systems, e.g., [oT nodes
that operates without connection to the main grid. In this context, the energy management
in an IoT node depends on several factors related to the characteristics of hardware and
software elements, as illustrated in Fig. 1.

In this sense, the development of such IoT nodes requires that both hardware and
software are optimized for the application scenario. However, this is not a simple task
in dynamic environments, where the demands of the node resources can vary along the
time.

In such environments, the power source is one of the main aspects that should be con-
sidered. It is related to two factors: the battery capacity and the power energy harvesting
system. The first determines the life span of the node if the battery is not rechargeable,
otherwise the time the node can last disconnected from the power source. The second is
mostly based on renewable energy sources, usually solar, that are known by instabilities
caused by weather conditions.

Other important parameters are the consumption of the hardware platform, particu-
larly the processor, and the communication platform (technology and protocol). In this
case, powerful processors allow to run advanced processing algorithms but implies a
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solar

higher energy consumption. Similarly, communication technologies that allow higher
bandwidth have a higher energy consumption, and the same for robust protocols. The
energy consumption also increases with the number and characteristics of connected
sensors, the sampling rate, and the data transmission (frequency and volume).

Many of these factors cannot be dynamically adapted, instead should be chosen
at the design time. On the other hand, some of them can be dynamically tuned by
software procedures, aiming to control the energy consumption, e.g., reducing the data
transmission frequency or volume. In this context, being aware of the battery level and
the prediction of the weather conditions can help to save energy to overcome long periods
of lack of renewable power supply (e.g., rainy days). Note that, the knowledge of the
battery voltage requires a dedicated sensor embedded in the IoT node, while the weather
conditions can be provided by external services. Although this will cost extra energy
consumption with the extra communication, these values do not need to be updated
constantly, given their low variability over time.

In this way, IoT nodes should be able to manage their operating conditions over
time aiming to save energy to extend its lifespan without degrading the QoS. Note that
in these cases, the QoS refers to the capability of the node to fulfil its goals, specially
in critical situations in which the variables monitored by the sensors of the IoT nodes
indicate alarming situations, requiring greater performance by the monitoring system.
For instance, a node designed to monitor a given environmental condition needs to work
with its full resources when the monitored condition reaches critical levels. In this sense,
the node can operate using less resources during the periods that the monitored conditions
are stable, e.g., work with lower sample or transmission rate.

Al-based algorithms can be considered to develop such intelligent and self-awareness
mechanisms to perform efficient energy management. Such algorithms should run con-
tinuously or periodically, analyzing the operating and power conditions in order to opti-
mize QoS and lifespan. The output of the algorithm should consider the parameters
that strongly influence the energy consumption, and adjust them properly during its
operation, mainly the:
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— Data acquisition: determined by the sampling rate (volume, e.g., different frame rate
of a camera) and measurement granularity (quality, e.g., picture size of camera). For
both parameters, higher values implies more energy consumption. Besides the energy
required by the sensing interfaces, it indirectly affects the energy required by the
processing unit.

— Datatransmission: determined by the volume (package size, e.g., multiple samples can
be transmitted in the same message) and frequency (messages per second) that data is
sent to other systems. The energy consumption is determined by the communication
interfaces. Although for both parameters, higher values generally implies more energy
consumption, in the cases that the data size is lower than the package metadata, sending
more data per package can contribute to reduce the energy consumption. These cases
must also consider the energy required to setup the transmission (e.g., connect to the
network and then to the server/application).

— Operating mode: determined by the hardware management capabilities of the device
(e.g., some devices can have different operating modes/states, like active, stand-by,
or sleep) that define the energy consumption of the hardware units, components and
interfaces (like the I/Os, CPU and communication). The operating modes can be set
according to internal conditions of the device (e.g., a device can be active during the
daytime and be in stand-by/sleep mode during the night).

These algorithms can be embedded directly in the IoT nodes, using Edge computing,
or made available as services in the Cloud. This design option is dependent on the local
processing capacity, the type of intelligent mechanism to be executed, and desirable
response time. The execution of such algorithms is another concern, since they require
extra energy from the IoT node. This trade-off should be analyzed during the design of
the IoT node and algorithms.

4 Fuzzy Logic System for Energy Efficiency

A Fuzzy Logic approach is proposed to introduce intelligence in [oT nodes, regarding
mechanisms to self-regulate its operation and to manage the energy efficiency overtime,
keeping the QoS requirements. The Fuzzy Logic technique was selected, mainly because
it is a rule-based system that does not require complex mathematical models and can
map imprecision and subjective aspects through linguistic terms. Furthermore, when
compared with some ML techniques, it has a deterministic behavior, and does not need
training data sets and powerful computational hardware platforms.

This approach considers IoT nodes powered by a photovoltaic system, comprising a
battery and a photovoltaic panel. Figure 2 illustrates the proposed Fuzzy Logic approach,
which considers 5 input variables, combined in two Fuzzy inference systems. The first
variable, called resource demand, indicates the node demand of power resource. It is
computed based on the operating conditions and the QoS requirements. This variable
can be defined by a single or multiple parameters, e.g., based on the value of a temperature
sensor, or the combination with the humidity value. In the second case, another fuzzy
system can be used to define the resource operating condition.
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Fig. 2. Fuzzy logic approach, including the fuzzy sets, their membership functions and the fuzzy
rules.

The second input variable, called battery level, also represents an internal measure-
ment of the node, and defines the current status of the battery charge and together with the
previous variable, plays an important role in the definition of the power saving modes.

The other 3 input variables represent the conditions that affect the power supply,
being responsible to define the battery charging factor. This value is obtained by a fuzzy
inference system that combines the input of these variables. Different from the other 2
variables, their values should be obtained from external systems and represent short-term
predictions, e.g., for the next hour interval. In particular, they represent the time of day
that provides a perspective of the power supply (e.g., if it is morning there will be plenty of
sun light to charge the battery, and the opposite for the afternoon). The solar irradiance
has a similar role for charging the battery, where its value presents a characteristic
behavior along the day, slightly varying along the seasons of the year. Different from the
previous variables, the cloudy conditions has a more dynamic behavior, affected by the
weather conditions, and is also essential to determine the expectation of power supply
to charge the battery.
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In this approach, the fuzzy sets and membership functions (MFs) for the input and
output variables were defined by using trapezoidal functions (see Fig. 2). They were
chosen based on the performance observed during the preliminary tests, and their low
computational cost requirements.

In this context, the resource demand is defined by its level (0 to 100%), comprising
3 Fuzzy sets (Low, Medium, High). The battery level is based on its battery voltage
value, where, according to the type of the battery used, should be mapped to the charge
percentage level (0 to 100%). This variable has 3 Fuzzy sets: Low, Medium and High.
The time of day has four Fuzzy sets covering a 24 h period: Dawn, Morning, Afternoon
and Night. The cloudy conditions was defined based on a scale from 0 to 100%, and
three Fuzzy sets: Low, Medium and High. The solar irradiance was defined based on a
scale from 0 to 1 kW/m? and three Fuzzy sets: Low, Medium and High. While the value
of the cloudy conditions is usually provided by the weather services in percentage, the
min/max values of the solar irradiance varies according to the earth geolocation and the
photovoltaic panel orientation, requiring to be properly mapped to this percentage level.

The output of the Fuzzy system was defined in terms of the power saving levels. In this
case, three Fuzzy sets, representing the power saving operating modes for the IoT node
were defined, namely Regular, Saving and Critical modes. The Regular mode relates to
the condition where the node must operate with its full resources, thus consuming more
energy. In the Saving mode, the node can take actions, e.g., disabling or reducing some
capabilities, in order to save some energy. On the other hand, the Critical mode is related
to the situation when the node must save as much power as possible.

The power saving modes is just a label for specific operating settings, such those listed
in Sect. 3, e.g., regarding data transmission frequency/volume or sleep time interval. In
this case, a particular assumption to be considered in this mechanism is the context-aware,
which reflects the DoFs (Degrees of Freedom) of some operating parameters, e.g., the
frequency and volume of data transmission (default and minimum values). These DoFs
are used by the Fuzzy Logic system as the boundaries to adjust the operation mode of
the IoT node, and the minimal values are considered the minimum values of operation
without degrading the QoS.

The Fuzzy inference engine requires the definition of IF-THEN rules that associate
the linguistic values of the input variables to the output variables. The decision tables,
also illustrated in Fig. 2, presents the rules defined for this approach, where the two
Fuzzy inference systems, the Charging Factor and Operation mode, have 36 and 27
rules, respectively. Each cell of the tables represents the output of the AND combination
of the input variables (rows and columns). Considering the two Fuzzy inference systems,
the fuzzy rules can be interpreted as in the following example: IF the next period will
be “Dawn” (e.g., 3 AM), AND with “High” cloudy conditions (e.g., 90%), AND “Low”
solar irradiance (e.g., 0.1), THEN the charging factor (output of the first inference sys-
tem), is “Low”, indicating that the conditions are not good to recharge the battery. In this
condition and applying the second Fuzzy inference system, it is possible to determine
the operation mode for this scenario example, illustrated in Fig. 3.
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Fig. 3. Result of the operation mode Fuzzy inference for the given example.

In this case, IF a “Low” charging factor is present AND the battery level is “Low”
(e.g., 25%), AND the resource demand is “Low” (e.g., 28%), THEN the power saving
operation mode is “Critical”, meaning that the IoT node must adopt the procedures
defined to save as much energy as possible.

5 Fuzzy Logic System for Energy Efficiency

The proposed Fuzzy Logic approach was implemented and tested in a real case study,
comprising an IoT node, based on an ESP8266 micro-controller, that collects environ-
mental measurements in a university campus by using sensors that measure the temper-
ature and humidity (SI7021), the light intensity (BH1750), the UV index (VEML6070)
and the soil moisture (resistive sensor). These data are measured every 10 s in the inter-
mediary operating condition (i.e. power saving mode) and transmitted at the same rate
in a package of 118 bytes.

The node is powered by a Li-ion battery (3.7 V) that is charged by an external energy
harvesting system based on a small PV panel (110 x 60 x 2.5 mm-6 V/1 W). The IoT
node uses Wi-Fi to connect to the Internet and the publish-subscribe MQTT (Message
Queuing Telemetry Transport) protocol to send the measured data to a Cloud application
implemented using the Node-RED platform. The data can be visualized in real-time in
a dashboard, it is stored in an InfluxDB database and analyzed to detect anomalies or
trends.

In this paper, the objective of the experiment was to test the performance and trade-
offs when the Fuzzy Logic was deployed on the node (Edge) as a mechanism for self-
regulation of energy consumption, or performed on the Cloud, as a service. In the first
configuration the node request the information required to perform the Fuzzy system to a
Cloud service, while in the second configuration, the IoT node sends its information to a
Cloud service, that executes the Fuzzy Logic system and sends back the indication about
the operating mode that should be adopted. The implemented algorithms to execute the
Fuzzy Logic system at the Edge or at the Cloud are illustrated in Fig. 4 and 5, respectively.



246 V. Melo et al.

start ?
-

read measures and
calculate resource
demands

v

start WiFi, connect
web app. and send
data (MQTT)

set operating conditions

No —>»{according to the selected —>©
operation mode

A

Normal operating cycle of the loT node
A

apply selected
operation mode
A

©
2
®
£
g request forecast Retrieve forecast
3 data for the next values according to
& 24 hours (cloud) time of day (locally)
g v
c execute charging ¢
w factor fuzzy (1st)

execute operation

mode fuzzy (2nd)

L

J

—

Fig. 4. Algorithm to run the energy efficiency method locally at the edge.

5.1 Application of the Fuzzy Logic System

The Fuzzy system was implemented in the Edge and Cloud computing layers, in order
to verify the required response time and energy consumption. The Edge computational
platform is the ESP8266 that is a low-cost computing platform that has constrained com-
putational resources. For this reason, the lightweight eFLL library [7] was used, while
for the Cloud the python skfuzzy library was used. In spite of the different implementa-
tion of the Fuzzy Logic algorithm by the two libraries, they were tested with the same
configuration (Mamdani Fuzzy type and centroid defuzzyfication method), and for the
same set of values, presenting extremely small differences in the outputs. The output
space of the Fuzzy system for the proposed approach is illustrated in the charts of the
Fig. 2.

The value of the resource demand is based on the measured data and can be obtained
by several means (e.g., from simple rules to Fuzzy systems or ML-based algorithms).
For the case study, the values of temperature and humidity were considered, in which
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the temperature was mapped from 20 °C to 40 °C (corresponding to the range of O to
100%). The values are combined to determine critical conditions, e.g. temperature above
30 °C and humidity below 30%, indicating a high risk of fire and consequently greater
demand for resources. The cloudy conditions is already provided by the weather services
in percentage and the solar irradiance parameter can vary from 0 (night) to 1 kW/m?
(summer day, solar noon, no cloud). For the battery parameter, the actual behavior was
considered to implement a linear model for the voltage level drop. The voltage range
considered for the operation of the system was 3.3 V (minimum voltage required for
the operation of the system) and 4.1 V (maximum voltage obtained from the battery),
mapped from O to 100% in the fuzzy variable.

The optimization of the IoT node’s energy efficiency comprises the regulation of the
frequency in which the node measures and publishes data, that in this case is based on
the sleep time between the measurements. The operating modes are defined according
to the battery level, resource demand and charging conditions of the solar panel.

When in “Regular” mode, the IoT node must operate continuously (i.e. no sleep),
measuring and sending data at highest frequency (every second). In the “Saving” mode,
it must adapt to reduce the power consumption, entering in the deep sleep mode for 10
s after the measurements. Similarly, when the operation mode is “Critical”, the battery
savings need to be even greater, thus the IoT node goes into deep sleep mode for 30 s.
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This mode is used in situations where the battery level and the demand for resources is
not high, since this approach prioritizes the QoS over the battery lifespan.

5.2 Analysis of Results

The experiments were conducted in order to analyse the trade-offs, regarding the response
time and the energy consumption, when performing the Fuzzy locally on the Edge or
as a service on the Cloud. Table 1 presents the response time required for the data
acquisition, transmission and processing at the Edge (ESP8266/12E) and Cloud (Virtual
Machine-Ubuntu 18 i5-8400).

Table 1. Execution time of fuzzy logic system running locally at the edge and as a service at the
cloud (ms).

Measurement time | Preparing time | Execution time | Total time
Locally at Edge 2775 5.3 13,4 296,2
Service in Cloud 277,5 53 89,9 372,7

The measurement time refers to the time required to acquire data from all sensors
in the node, and the preparation time refers to the time taken to serialize the collected
data in JSON format to be sent to the Cloud application. The main difference between
the two approaches is related to the execution time of the Fuzzy Logic system: 13,4 ms
if processed locally in the IoT node and 89,9 ms (i.e. 86,6 ms for the data transmission
and 3,3 ms for the processing of the algorithm). This clearly shows that running the
Fuzzy Logic system directly in the IoT node allows to get a fast response time. Mapping
the achieved results in terms of energy consumption, and considering that the Fuzzy
algorithm runs 24 times a day (once an hour), and that the [oT node has an average
consumption of 81,13 mAh, the consumption for executing the Fuzzy Logic system
at the Edge is 13,2 A, and for accessing as a service in the cloud is 50,9 wA. The
achieved values highlight the advantage of running the Fuzzy Logic system directly in
the ESP8266 since less energy is required to execute the intelligent mechanism.

The previous results were related to a scenario where the Fuzzy Logic system is
running once a hour and the weather forecast information is retrieved once a day since
its variability is low (i.e. forecast values for the next 24 h are saved in ESP’s RTC
memory). In case, the weather forecast information needs to be retrieved more often
from a Cloud application, then the Edge approach starts to loss advantage related to the
Cloud since in this case it is necessary to add the time (and consumption) associated to
request the forecasting data from the Cloud. As example, in the extreme case that the
frequency to retrieve weather forecast data is equal to the frequency to run the Fuzzy
Logic system, then the execution time is 234 ms at the edge and the same 89,9 ms at
the Cloud. It is noteworthy that in this case, the cloud is connected to the same network
and, due to this, it will present low latency (quick response). However, if the cloud is
connected to another network, it would present a higher latency and, consequently, a
higher response time (increasing the consumption of the IoT node).
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Thus, these results allow to conclude that if light intelligent algorithms are used
combined with reduced external forecast data requests (due to its inertia), the best option
is to run them directly on the IoT nodes; otherwise, it is preferable to run complex
algorithms in Cloud platforms.

The IoT node was also tested to analyze the benefits of using the proposed approach,
considering a scenario with good solar radiation conditions, but also some cloudy peri-
ods. The energy management in the IoT nodes was analyzed considering the normal
operation and the use of the proposed Fuzzy Logic system, with the achieved results
being illustrated Fig. 6.

As mentioned before, in normal operation, the IoT node has an average consumption
of 81,13 mAh, causing the IoT node to operate for approximately 5 h without recharge
by the solar panel. Using the Fuzzy Logic system embedded directly in the IoT node,
depending on the input variables, the system suggests changing the operating mode when
it is identified that according to weather conditions, there would be no way to recharge
the battery and it would be more advantageous to save energy and operate with a lower
QoS. This allows to save energy since a much smaller number of readings are performed
by the [oT node, increasing the lifespan to approximately 12 h. Note that the percentage
of improvement is strongly dependent of the values for the sleep modes established for
saving and critical operation modes.

It is noteworthy that for this test the solar panel was not used, allowing to observe
the lifetime gain of the IoT node only with the fuzzy approach applied. However, when
using the solar panel, the system will always have priority in the regular mode as it
presents a source of energy for the node whenever the weather conditions are favorable,
allowing the node to operate for much longer and without the need for replacement of
batteries.

Energy consumption
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Fig. 6. Analysis of system operation in normal operation and with fuzzy logic management.
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6 Conclusions

The operation of IoT nodes in constrained environments, without connection to the elec-
trical grid and being powered by a battery, requires the use of technologies and operating
strategies that make the nodes energy efficient while ensuring their correct operation.
In some situations, the use of proper hardware and technologies, and particularly low
energy consumption communication protocols, could not be enough or attend the appli-
cation requirements, being necessary to consider intelligent mechanisms to optimize
their operation.

This paper presents a Fuzzy Logic system to dynamically self-manage the local
energy consumption by self-adjusting some operation parameters, namely the sleep
time and frequency of transmission, to increase the energy autonomy of the IoT node
without compromising its QoS. The proposed Fuzzy approach considers the node’s
resource demands, the battery level and the charging factor to determine the most suitable
operation mode. This approach was implemented in an ESP8266 that has connected
sensors to measure the temperature, humidity, luminosity, UV index and soil moisture,
transmitted to the Cloud using Wi-Fi.

The experimental results show that the proposed approach was able to dynamically
adjust the operating conditions to maintain the QoS, efficiently extending the battery
lifespan for an extremely long time when compared to the standard operation of the IoT
node. In addition, the experimental tests allowed to analyze the influence of running
the Fuzzy Logic system locally in the IoT node or as a service in cloud platforms. The
achieved results show the advantage of running locally in the [oT node in case that the
update of the weather forecast is reduced when compared with the frequency to run the
Fuzzy Logic algorithm.

Future work is devoted to analyze the effects of running intelligent mechanisms for
energy efficiency in the overall energy consumption, as well as to analyze the dependency
of the number of sensors, processing workload and ML technique in the energy efficiency.
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