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Abstract. Information and communication technologies have been evolving
rapidly, providing more and more alternative ways of accessing information,
accessible through multiple paths and devices, transforming IoT into a giant
digital system. This heterogeneous diversity ecosystem allows travel to the
CrowdSensing era. Information in its role of reducing uncertainty is responsible
for finding ways and shortcuts that increase efficiency and reduce the waste of
time in the decision-making process. The massive spread of [oT devices has led
to CrowdSensing, a sensor-based ecosystem of many different formats and
technologies, in which information created by sensors is essential for decision-
making processes and for improving business process efficiency. Service pro-
viders are beginning to design new business models that consider the smart
things scenario, providing sensing as a service (SaaS). This article aims to
provide insight into the Mobile CrowdSensing application environment by
focusing on issues related to privacy of participant.
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1 Introduction

Wireless technologies, sensor networks, smart, wearable networks, coupled with new
IoT models and the diffusion of their uses, are creating new sources of business value,
and bringing numerous challenges to privacy, security, and data integrity [1].

Gartner estimates that by 2020, 20 billion things will be connected to the Internet,
including smartphones, computers, and dedicated-function objects. Mentioning that
IoT will have a major impact on the economy, turning many businesses into digital
businesses and facilitating new business models [2].

In 2020, Gartner estimates internet-connected things will outnumber humans 4-to-
1, creating new dynamics for marketing, sales and customer service [2].

Cloud computing, and mobile devices are the primary assistant for the reception
and use of sensors information. Currently in the Smart Cities, each citizen with a
mobile device becomes a provider of relevant information to improve the public
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administration. Smartphones are equipped with a number of embedded sensors such as
GPS, accelerometer, gyroscope, brightness, microphone, camera and others that allow
the detection of environmental data, and so they can be interpreted and processed by
various applications, creating this global scenario the opportunity for the development
of applications that make use of the ability to detect mobile devices, transforming the
collected data into useful information [3].

The scope of CrowdSensing is a newly application paradigm that enables ubiqui-
tous mobile devices with enhanced sensor capabilities to collect and share local
information toward a common goal [4]. Sensing devices potentially collect confidential
data from individuals, being privacy a key problem [5]. The sensing data must be
protected against unauthorized access, being CrowdSensing participant privacy an
emerging challenge.

The aim of this article is to provide an insight into the Mobile Crowd Sensing
application environment by focusing on issues related to privacy of participant in
CrowdSensing systems.

In Sect. 2 we present the MCS concepts. After in Sect. 3, some MCS privacy
threats are presented. Finally, in Sect. 4 we presents some final considerations.

2 Mobile CrowdSensing

The process of sensing is used in the management of Smart Cities through the moni-
toring of urban areas and observation of the dynamics of communities, aiming to
provide managers with information essential for decision-making on a wide range of
subjects, such as the sensing of environmental factors allow authorities or agencies to
obtain data and inform the public about traffic conditions, noise pollution, air pollution,
water quality, public safety, among other things, informing what happens, when and
what happens when something happens [6].

In the context of smart cities, sensing combines the omnipresence of smartphones
with the ability of sensors to collect data that depict different aspects of the city, being
used to improve citizens’ lives and to help decision makers in city management [3].

A new sensing paradigm called Mobile CrowdSensing (MCS) has been taking
advantage of the wide range of capabilities to monitor and share common interest
information collected through sensors embedded in mobile devices to support indi-
viduals and businesses in the decision-making process [7]. The collection can be
carried out opportunistically or in a participatory way. In an opportunistic way the user
initially has access to the application for data sensing, and later sends autonomously the
detected data to a back-end server for processing; in turn, in the participatory way,
users performs an action through the smartphone providing the sensed data [8—10].

MCS refers to the great diversity and heterogeneity of sensors through which
individuals collectively share data and extract information to measure and map phe-
nomena of common interest [11], and uses mobile devices equipped with sensors to
collect data from the surrounding environment [10].

MCS provides a new way of seeing and perceiving the world, involving anyone in
the process of sensing, allowing to increase the service of 10T, as well build smarter
heterogeneous networks that interconnect things with things, things with people, and
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people with people [12]. Being MCS environments highly dynamic, where mobile
devices, the data type of each sensor and the quality in terms of accuracy, latency and
reliability can change randomly [3, 13].

MCS uses crowd sourcing for large-scale sensing, leveraging the mobility and
sensing capabilities of participants’ devices as well as the existing communication
infrastructure, making deployment easier and reducing costs, since it is not necessary to
build a specific infrastructure, as in conventional sensors networks [13].

Compared to other sensing approaches with user participation, in the case of MCS,
all data collection and information actions (registration) are done from the mobile
device of the participating user of the service, connected to any Internet access network
[14], often without the need to register in real time.

The overall model of activities to be developed in MCS has three dimensions:
Sensing activity, Data generation; and Data processing (Fig. 1). In the 1°* dimension,
activities are defined according to the objectives outlined, and an application is created
\made available to the participants. The 2" dimension, data generation can be per-
formed in the individual context by mobile sensing, or in the social context in mobile
social networks (MSN), including all data collection and registration. In the 3™
dimension is carried out the processing of the data collected from all the participants, to
post prior dissemination of results.

Sensing Activity Data Generation Data Processing

I
|

Make Apps Available | Sensing Action Processing and Results Dissemination
|

,f’ \

.\
Data

Processing

7 h
N Results
Upload < Distribution
Data ’

T

£ >
; l \
)
Data N\ SE) a:e m—
Storage NS 8 N

Fig. 1. Mobile CrowdSensing activities model dimensions.

Define
activities collection

< >
\/

Table 1. Mobile CrowdSensing categories.

Categories Description

Environmental | Monitoring natural phenomena such as levels of noise or pollution in a
particular city. These applications allow the monitoring of several large-
scale environmental phenomena

Infrastructure Include large-scale phenomena related to public infrastructure. Examples
of this type of application include the road conditions, availability of
parking, traffic congestion measurement in real time, among others
Social Participants share monitored information among themselves to collaborate
for a common cause
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MCS applications can be classified into three different categories based on the type
of phenomena to be monitored: environmental; infrastructure; and social [15]
(Table 1).

3 Participant Privacy

WP29 (Article 29 Data Protection Working Party), European privacy and data pro-
tection adviser, established by Article 29 of Directive 95/46/EC, has decided to give a
specific opinion on the consideration that IoT represents a large number of privacy and
data protection challenges, some of which are new and other traditional ones, which
will increase simultaneously with the exponential increase of data processing, resulting
from the continuous evolution of IoT.

WP29 identifies the following privacy and data protection challenges in IoT: lack
of control and asymmetry of information; quality of user consent; redefinition of the
original data processing; identification of patterns and relationships; and limitations on
the possibility of maintaining anonymity when using services (Table 2). And these are
also the challenge of MCS.

Sensing devices potentially collect sensitive data from individuals [5], being pri-
vacy a key problem. Data captured by sensing must be protected against unauthorized
(unauthorized) access, and be used only for the efficiency of some CrowdSensing
services or activity to be performed. And that should be done with the knowledge and
endorsement of who is making the information available (the participant), complying
with the data protection laws in force in the country.

The guarantee of privacy is one of the pillars of modern society and the rule of law.
It can be defined as a right of control by the individual about the circulation of their
personal information, a right to not have their data registered or used by third parties.

GPS sensor readings usually record private information of participants, and when
GPS sensing data are sharing participants’ privacy can be compromised. Therefore, it is
necessary to preserve the security and privacy of the participant.

On the other hand, in MCS systems, personal information may not be obtained
directly, but inferred from aggregated data, as is the case of objects\things with RFID
tags, which allow the user to be traced and identified and may create privacy problems.
Sharing personal data on MCS systems can raise privacy concerns. it is essential that
new techniques for protecting user privacy are developed, allowing their devices to
contribute reliably. Then it’s necessary to ensure that participants’ data are not dis-
closed to unreliable third parties

Privacy is the right of each individual to maintain and control the set of information
that surrounds him or her and may decide whether, when, why and by whom this
information can be obtained and used. Due to MCS unique characteristics, privacy
involves the right of the user/participant to remain intruder-free, and autonomous. The
privacy in MCS has concerns with the direct disclosure of the identity of the partici-
pants as well as with the disclosure of sensitive attributes that allow to infer about the
identity of the participants [13, 15].

From the participants’ point of view, privacy threats can occur when the participant
receives a specific task and shares their preferences during the assignment of this task
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Table 2. WP29 privacy and data protection challenges in IoT.

Challenges

Description

Lack of control and asymmetry of
information

Quality of user consent

Redefinition of the original data
processing

Identification of patterns and
relationships

Limitations on the possibility of
maintaining anonymity when using
services

The interaction between objects that
communicate automatically, and between objects
and back-end systems will result in the generation
of data streams that can hardly be controlled with
the traditional tools used to ensure the proper
protection of the interests and rights of the data
subjects. This issue of lack of control also
concerns areas such as cloud computing or big
data, and is even more challenging when it is
thought that different emerging technologies can
be used in combination, as is the case with MCS

In many cases, the user may not be aware of the
processing of data by certain devices. The
possibility of rejecting certain services is not a
viable alternative in IoT, and the classic
mechanisms used to obtain consent are difficult to
apply. Therefore, new ways of obtaining user
consent for connected devices should be
considered by their manufacturers

The increased amount of data generated by loT
in combination with modern data analysis and
cross-matching techniques may give rise to
secondary uses of the same data, whether or not
related to the processing purpose initially
assigned to the devices. That is, apparently
insignificant data collected from devices can be
used to infer information with a totally different
purpose from the initial one

Although each device generates data streams in
isolation, its collection and subsequent analysis
can easily reveal individual patterns, behavior,
preferences and habits. As seen in the redefinition
of the original data processing, knowledge can be
generated from trivial information, through
profiling the sensor data

The full development of loT capabilities can put
pressure on the current possibilities of
anonymous use of services and limit the
possibility of remaining anonymous

or notifies the server that accepted the task, in this case some attributes such as location,
types of tasks in which the participant is interested, as well as some attributes of the
sensor can be revealed [16]. In this case it is possible to argue that this information
alone may not violate privacy, but may allow the “attacker” to track the tasks selected
by the participant and thus reveal their identity or other sensitive attributes [17]. Among
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the attributes that can be used to track participants we can refer participant IDs and IP
addresses, then participant’s privacy must be protected at device level when commu-
nicating with the server, on server storage, and on processing.

As a way to maintain the privacy of participants various techniques are used: user
preferences; anonymity; user preferences; anonymity in the distribution of tasks; Data
Disturbance (see Table 3) [16, 17] [18].

Table 3. Techniques to maintain the privacy of participants.

Techniques Description

Anonymity Although the use of anonymity techniques is very white, the
intent is to remove any information that may identify
participants or other entities during the distribution and
performance of tasks

User preferences Allow participants to configure their privacy preferences, this
enabling them to control the data collection process to be
sensed

Anonymity in the Data collection from a sensor is usually triggered by tasks that

distribution of tasks specify the sensing modes based on, so tasks are only distributed

to devices that meet the requirements of these

Data disturbance Data disturbance adds noise to the sensor data before it is
shared, and noise can be added to the data without
compromising its accuracy

4 Conclusions

At present cloud storage mechanisms are mature, sensor technologies and the evolution
of IoT implementation models are quite accelerated, and the access devices are ready.

With the evolution of mobile computing, MCS emerges as a new term referring to
the sharing of information collected from different mobile devices in order to measure
and map phenomena of common interest. In order to perform this collection, there are
two possible ways: in a participatory way, where the users exercise an action through
the smartphone and make the data available; and opportunistically, where the user
initially releases the application’s access to the sensed data and the latter, in turn,
almost autonomously, sends the data to a back-end server for processing.

Assuming that millions of individuals have at least one mobile device,
CrowdSensing applications emerge as an inexpensive and time-consuming alternative,
reducing efforts for the development of specialized sensor infrastructures.

Lacking the analytical mechanisms that allow efficiency gains from debugging the
information generated by the CrowdSensing, the synchronization between the different
technologies and IoT makes the MCS era a reality, which is possible with the sum of
the technologies and tools of analysis, with the services of companies specialized in
projects of crow sensing, thus making the sensing as a service.

MCS applications are gaining in popularity due to the creation of diverse systems
and applications, conquering and involving more and more people, networks and group
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of collaborators. In the other hand, the use of MCS also has its risks, in this context
privacy.

In spite of the privacy techniques, the participant’s privacy must be one of the

fundamental points in the construction of future comprehensive privacy-preserving
architecture.
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