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Abstract

This thesis details the conception, development, and evaluation of the Bias Detector Tool,

an open-source Python application specifically built in the context of this work to assess

ethical aspects of artificial intelligence (AI) systems. The tool evaluates machine learning

(ML) models and datasets across five key ethical dimensions: fairness, transparency,

privacy, robustness, and accountability. It is intended to assist researchers, developers,

and policy makers to identify ethical risks in AI systems.

The tool employs a modular pipeline that processes CSV-format datasets, applies

established metrics using specialized libraries such as Fairlearn, Diffprivlib, and LIME

and generates comprehensive output reports in TXT, JSON, and CSV formats. It offers

a scoring mechanism that classifies each ethical indicator on a scale from 0 to 1 and

provides both technical results and simplified interpretations for non-expert users.

To validate the tool’s functionality and reliability, a test scenario was conducted in

collaboration with Professor Raquel Ávila Muñoz, an expert in Equality, Diversity, and In-

clusion at the Complutense University of Madrid. The evaluation compared datasets with

limited ethical integrity such as those lacking diversity or metadata with well-structured

datasets showing inclusive data practices. The tool successfully reflected these differences

through the scoring system confirming its efficacy in identifying ethically problematic

datasets.

In summary, this work contributes to the field of responsible AI by offering a practi-

cal, transparent, and user-friendly approach to ethical assessment. The tool is publicly

available via GitHub, encouraging further adaptation and development by the research

community.
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Resumo

Esta tese detalha a conceção, desenvolvimento e avaliação da Ferramenta de Detecção de

Bias, uma aplicação Python de código aberto especificamente criada no contexto deste

trabalho para avaliar os aspectos éticos dos sistemas de inteligência artificial. A ferramenta

analisa modelos de machine learning e conjuntos de dados com base em cinco dimensões

éticas principais: justiça, transparência, privacidade, robustez e responsabilidade. Ela foi

criada para ajudar pesquisadores, desenvolvedores e formuladores de políticas a identificar

riscos éticos em sistemas de IA.

A ferramenta utiliza um pipeline modular que processa dados no formato CSV, aplica

métricas reconhecidas com o uso de bibliotecas especializadas como Fairlearn, Diffprivlib

e LIME, e gera relatórios completos nos formatos TXT, JSON e CSV. O sistema de

pontuação classifica cada indicador ético numa escala de 0 a 1, oferecendo tanto resultados

técnicos quanto interpretações simplificadas para usuários não especializados.

Para validar o funcionamento e a confiabilidade da ferramenta, foi realizado um teste

em colaboração com a Professora Raquel Ávila Muñoz, especialista em Igualdade, Di-

versidade e Inclusão na Universidade Complutense de Madrid. A avaliação comparou

conjuntos de dados com baixa integridade ética como aqueles com pouca diversidade ou

sem metadados com outros bem estruturados, que seguem boas práticas de inclusão. A

ferramenta refletiu corretamente essas diferenças por meio de seu sistema de pontuação,

confirmando sua eficácia na identificação de conjuntos de dados com problemas éticos.

Em resumo, este trabalho contribui para o campo da IA responsável, oferecendo uma

abordagem prática, transparente e acessível para a avaliação ética. A ferramenta está

disponível publicamente no GitHub, incentivando a sua adaptação e desenvolvimento
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contínuo pela comunidade científica.
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Chapter 1

Introduction

In recent years, Artificial Intelligence (AI) has become a cornerstone technology, revo-

lutionizing fields such as healthcare, finance, education, and criminal justice. While AI

holds the promise of enhanced efficiency, accuracy, and decision-making capabilities, it

also introduces significant challenges. Among these challenges, bias in AI models has

emerged as a critical concern, threatening the fairness and trustworthiness of AI systems.

Bias in AI refers to systematic disparities in outcomes caused by imbalances in training

data, algorithmic design, or deployment environments. Such biases can lead to discrimi-

natory practices, perpetuate and amplify existing inequalities, and even result in legal or

ethical violations. For instance, hiring algorithms have been criticized for favoring certain

demographics over others, and facial recognition systems have shown reduced accuracy

for minority groups, raising questions about the societal impact of AI.

The European Commission has recognized the need for responsible AI governance

and has proposed ethical guidelines to address these challenges. Key principles such

as fairness, transparency, and accountability are emphasized to ensure that AI systems

respect fundamental human rights and prevent harm. However, identifying and mitigating

bias in AI remains a complex task requiring a deeper understanding of its root causes and

practical solutions [1].

The societal impact of biased AI systems is profound, as they can reinforce systemic
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discrimination, erode public trust, and disproportionately harm marginalized communi-

ties. These risks highlight the urgent need for tools that can systematically detect and

address ethical shortcomings in AI. Motivated by these concerns, this thesis aims to

contribute a practical solution through the development of the Bias Detector Tool — a

system designed to evaluate and promote fairness, transparency, and accountability in AI

applications.

1.1 Goals

The primary goal of this thesis is to explore and validate indicators that can identify

and classify bias in AI models. By applying methodologies and testing new approaches,

this research aims to develop a robust framework for detecting and mitigating bias in AI

systems. The specific objectives include:

1. Identifying key indicators of bias in AI models.

2. Testing the proposed indicators in real-world scenarios to evaluate their effectiveness.

3. Proposing solutions to mitigate identified biases and align AI practices with ethical

guidelines, particularly those promoted by the European Commission.

The ultimate goal is to contribute to the development of fair, transparent, and trustworthy

AI systems that uphold societal values and foster equitable outcomes for all users.

1.2 Document Structure

This thesis is organized into the following chapters:

• Chapter 1: Introduction

The introductory chapter outlines the significance of AI in modern society, the

challenges of bias in AI models, the goals and thesis structure.
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• Chapter 2: Concepts

This chapter introduces foundational concepts, such as what bias means in the

context of AI models, the different types of bias and why detecting and addressing

bias is essential.

• Chapter 3: State of the Art

In this chapter, we review the existing literature on bias in AI, examining multiple

aspects as per example situations where bias typically appears in AI systems, the

effects of bias on individuals and society, solutions that have been proposed or

implemented to mitigate bias, including tools, fairness metrics, case studies and

proposed Solution which is an overview of a potential system that can detect bias

in AI models by collecting and analyzing data from these models, highlighting its

potential role in mitigating bias.

• Chapter 4: Bias Detector Tool

This chapter presents the development of the Bias Detector Tool. It covers the

motivation behind the tool, the design choices, the architecture, and the key func-

tionalities. It also provides an explanation of how the tool assesses ethical indicators

and detects bias in AI-related datasets.

• Chapter 5: Test and Validation

This chapter focuses on testing and validating the proposed indicators and solutions

through practical experiments on AI models. The effectiveness of the system will

be evaluated based on its ability to identify and mitigate bias using Loan approval

dataset.

• Chapter 6: Critical analysis and future perspectives

This chapter provides a critical reflection on the Bias detector system, highlighting

its key contributions, evaluating its strengths and limitations, and identifying paths

for future enhancement.
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• Chapter 7: Conclusions

The final chapter summarizes the findings, discusses the implications for the future

of AI, and provides recommendations for future research and development in ethical

AI practices.
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Chapter 2

Concepts

Bias in the context of AI and Machine Learning (ML) refers to systematic and unfair

deviations in the outputs or decisions made by an algorithm. These biases can emerge at

different stages of the data pipeline — from data collection and preprocessing to model

training and deployment. When left unaddressed, such biases can compromise the fairness,

reliability, and ethical acceptability of AI systems, potentially resulting in discriminatory

outcomes, particularly for marginalized or underrepresented groups.

Biases in AI systems can be broadly categorized based on their origin, such as data

bias, algorithmic bias, and societal bias. This taxonomy helps in understanding how

and why these biases arise, and provides a foundation for developing targeted mitigation

strategies [2].

2.1 Origin and Types of Bias

The ML lifecycle consists of three discrete stages for each there exist specific origin of bias

[3]:

• bias that can originate from the data

• bias deriving from the ML models that are used

• bias by the ML engineers that develop and/or evaluate the produced ML models
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An overview of the cause of bias that can occur in each of the three categories can be

shown in Figure 2.1.

Figure 2.1: Origin of bias per ML life-cycle category [4]

The following are some of the most popular types of Bias [1], [5]:

• Data

Definition: Bias introduced by imbalances in the training data [2].

Examples: If an AI system is trained on data that mostly includes young people, it

may perform poorly on older individuals because it has been fitted to patterns that

primarily reflect a younger population. Similarly, if the data includes stereotypes or

reflects historical inequalities, the model can replicate and perpetuate these biases

[2].

• Algorithmic

Definition: Bias stemming from the design or structure of the algorithm itself.

Some algorithms may amplify existing data imbalances or introduce unintended

consequences through the way they process information [6].

Examples: A well-known case involved a commercial healthcare algorithm in the

United States that prioritized patients for care management programs. The algo-

rithm used healthcare cost as a proxy for medical need. Because Black patients

historically had less access to healthcare and thus lower healthcare spending, the
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algorithm systematically underestimated their risk scores, resulting in racial bias in

patient prioritization [6].

• Model Predictions

Definition: Bias that shows up in the model’s predictions or outcomes, often due

to both data and algorithmic biases [7].

Examples: A biased hiring algorithm might favor applicants from certain back-

grounds over others, even if qualifications are equal, due to historical data that

favored certain groups [7].

• User Interaction

Definition: Bias that occurs when the AI interacts with users in ways that reinforce

stereotypes or unfairly categorize individuals [8].

Examples: Facial recognition software has been shown to work less accurately for

darker skin tones, which could lead to disproportionate misidentification in certain

populations [8].

Bias can lead to ethical, legal, and social issues. If not identified and mitigated, it can

cause AI models to unfairly disadvantage certain groups, perpetuate stereotypes, and

even violate regulations such as those in the EU’s General Data Protection Regulation

(GDPR) [9] and AI Act [10], which emphasize fairness, accountability, and transparency.

Identifying bias involves examining the training data, analysing the model’s performance

across diverse groups, and monitoring predictions for discrepancies. Mitigating bias often

requires adjusting data collection methods, refining algorithms, and testing the model

iteratively to ensure it performs fairly across different populations.
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2.2 Indicators Promoted by the European Commis-

sion

To address bias in AI as per the European Commission’s standards, we need indicators

that align with principles of fairness, accountability, transparency, and robustness. The

key ethical guidelines for trustworthy AI, as defined by the European Commission in

documents such as the Ethics Guidelines for Trustworthy AI [10] and the AI Act [11].

Figure 2.2: Pillars and requirements of Trustworthy AI [11]

Indicators promoted by the European Commission are divided like following.

2.2.1 Fairness

Demographic Parity: Ensuring that predictions are equally distributed across demo-

graphic groups (e.g., gender, ethnicity, age).

Equalized Odds: Checking if the model’s accuracy is consistent across different demo-

graphic groups, especially in terms of false positive and false negative rates.

Calibration across groups: Ensuring that probability estimates (such as confidence

levels in predictions) are reliable across different populations [12].
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2.2.2 Transparency

Explainability: Explanation of how and why an AI model makes a specific decision is

essential for transparency and trust. Explainability helps stakeholders understand model

logic, especially in sensitive domains like healthcare or finance. Two common techniques

used for this are SHape Additive exPlanations (SHAP) and Local Interpretable Model-

agnostic Explanations (LIME).

SHAP uses principles from game theory to assign each feature an importance value based

on its contribution to a prediction [13]. LIME explains individual predictions by creating

a simple model that approximates the complex one locally [14]. Both approaches help

expose how features influence outcomes, supporting accountability and bias detection.

Model Documentation: Documentation practices that detail the design, data, and

intended use of the model, as recommended by the European Commission’s AI Ethics

Guidelines [11]. This includes having accessible, clear documentation about the model’s

purpose, limitations, and any known biases.

Auditability: The ability to audit AI decisions after they are made to verify fairness,

correctness, and compliance with regulatory standards [15].

2.2.3 Accountability

Human Oversight: Ensuring that there is a mechanism for human intervention in case

the AI system exhibits problematic behavior, such as incorrect predictions or systematic

bias. This may involve implementing alert systems that flag anomalies, dashboards for

real-time monitoring of decisions, or periodic manual review of output samples. For ex-

ample, if the model produces decisions with disproportionate rejection rates for a specific

demographic group, human auditors could investigate and take corrective action [16].

Responsibility Attribution: Clearly defining who is responsible for AI decisions, par-

ticularly in scenarios where biases could lead to negative impacts on individuals [17].

Regular Bias Audits: Implementing a routine check for bias to ensure the AI remains

fair over time, especially if the model’s data or algorithms are updated [18].
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2.2.4 Robustness

Adversarial Testing: Testing the model against adversarial attacks to check for vul-

nerabilities that could lead to biased or unfair outputs.

Performance across conditions: Ensuring consistent performance under several con-

ditions and for different subgroups, particularly in cases where data may be missing or

imbalanced.

Stability of Results: Monitoring to confirm that predictions remain stable and consis-

tent across different periods or environmental changes, which could affect certain demo-

graphic groups more than others [19].

2.2.5 Privacy

Data Privacy: Ensuring that personal data is anonymized or encrypted to protect user

privacy, as required by the EU’s General Data Protection Regulation (GDPR).

Data Minimization: Using only the data necessary for the AI’s function to avoid col-

lecting potentially biased or irrelevant information, which could influence fairness [20].

2.3 Risk-based Categorization of AI Systems

The EU AI Act, proposed by the European Commission, categorizes AI applications by

risk into four levels: unacceptable, high-risk, limited risk, and minimal risk [10].

Systems deemed to present an unacceptable risk such as those enabling social scoring,

real-time biometric surveillance in public spaces, or manipulative behavioral targeting

are explicitly banned under the regulation, unless authorized by law for national security

purposes.

These restrictions are enforced by EU regulatory authorities and designated national su-

pervisory bodies responsible for AI compliance and oversight in each member state [21].

The second level, related to high-risk uses, will be subject to a conformity assessment be-

fore they can be deployed in the market. The conformity assessment looks at the quality
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of the datasets to minimize risks and discriminatory outcomes, documentation and record

keeping for traceability, transparency, and provision of information to users, human over-

sight, robustness, accuracy and cybersecurity provisions. The EU has defined a list of

uses of AI that would be considered high-risk, such as access to employment, education

and public services, management of critical infrastructures, safety components of vehicles,

law enforcement and administration of justice.

The third level is devoted to limited risk uses and it will only have transparency obliga-

tions. For example, in the case of AI based chat-bots, users should be aware that they

are interacting with a machine.

Finally, the fourth level includes minimal risk uses that will not be subject to any obli-

gations tough the adoption of voluntary codes of conduct is recommended. This could

enhance trust for adoption of AI and provide a lever for service differentiation, and thus

a competitive advantage among service providers [21].

2.4 Limitations and Challenges of These Approaches

While these approaches have shown promising results in promoting fairness in AI, they

are not without limitations and challenges. One major limitation is the potential for

trade-offs between different types of fairness. For example, group fairness approaches

may result in unequal treatment of individuals within a group, while individual fairness

approaches may not address systemic biases that affect entire groups [22]. Additionally,

it may be difficult to identify the most appropriate types of fairness in a given context,

and how to balance them appropriately [23].

Another challenge is the difficulty of defining fairness itself. Different people and groups

may have different definitions of fairness, and these definitions may change over time. This

can make it challenging to develop AI systems that are considered fair by all stakeholders

[24].

Furthermore, many of the current approaches to ensuring fairness in AI rely on statistical

methods and assumptions that may not accurately capture the complexity of human
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behavior and decision-making. For example, group fairness metrics may not consider

intersectionality, or the ways in which different dimensions of identity such as race, gender,

and socioeconomic status interact and affect outcomes [25].

Finally, there are concerns about the potential for unintended consequences and harmful

outcomes resulting from attempts to ensure fairness in AI. For example, some researchers

have found that attempts to mitigate bias in predictive policing algorithms may increase

racial disparities in arrests [26].

Despite these challenges, the development of fair and equitable AI is an important and

ongoing area of research. Future work will need to address these challenges and continue

to develop new approaches that are sensitive to the nuances of fairness and equity in

different contexts.

The EU has also raised concerns about the limits of current fairness tools. According

to the European Commission and the European Data Protection Board, many technical

solutions do not fully align with legal and ethical standards. For example, tools that

claim to reduce bias may still violate fundamental rights if they lack transparency or fail

to ensure informed consent. EU reports also highlight that fairness is context-dependent

means what seems fair in one situation may not be fair in another. This means that relying

only on automated fairness tools is risky and must be combined with human oversight,

legal compliance, and ongoing evaluation to meet the EU’s values of dignity, equality, and

accountability [1].
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Figure 2.3: Approaches to Fairness in Artificial intelligence [25]
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Chapter 3

State of art

This chapter presents what has already been done to understand and handle bias in AI.

It begins by showing where bias usually appears in AI systems. Then it explains how

this bias can affect people, communities, and decisions in real life. After that, it gives

an overview of the main tools and techniques currently used to reduce or manage bias.

Finally, it highlights the limitations of these methods, what they cannot solve and why

bias remains a serious challenge.

3.1 Situations Where Bias Appears

Bias in AI systems can manifest at several stages of their life-cycle, from data collection to

real-world deployment. These biases reflect limitations in data representation, algorithm

design, and application contexts, leading to unintended and often harmful consequences.

Below, it will be discussed discuss key scenarios where bias arises, supported by academic

insights and real-world examples.

3.1.1 Data Collection and Representation

Bias often originates in the datasets used to train AI models. If the training data is in-

complete, unbalanced, or reflects historical inequities, the resulting models will perpetuate
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these biases. One example of this situation comes from healthcare algorithms [6]. In 2019,

a study revealed that an AI system used in United states. hospitals to identify patients

needing extra medical care was significantly biased against Black patients. Although

Black patients were just as sick as white patients, the algorithm predicted they needed

less care. This happened because the system was trained on healthcare costs rather than

actual health needs, and historically, less money has been spent on Black patients due to

systemic disparities in access and treatment. As a result, the algorithm underestimated

the health risks of many Black patients, reinforcing existing inequalities in medical care

[6].

3.1.2 Algorithmic Design and Training

Algorithmic bias happens when ML models are built to achieve specific goals, like accuracy

or speed, without considering fairness. As a result, these models can learn and repeat

patterns that reflect discrimination or inequality.

A clear case of this issue can be seen in a hiring system once developed by Amazon [27].

The algorithm was trained using past hiring data where men were more likely to be hired.

Because of this, the system began to favor male candidates and penalize resumes that

included words related to women. This example shows how AI tools can reinforce old

biases and make things worse for groups that are already underrepresented [27].

3.1.3 Real-World Deployment and Context

Even models that are well-trained and accurate in testing environments can still behave

unfairly when used in real-world settings that are different from the original training

context. This type of bias happens when the system continues patterns that already exist

in the environment where it is deployed.

An example of this issue is predictive policing. These algorithms are often trained on

historical crime data, which may already reflect unequal practices in law enforcement

[28]. As a result, the system ends up focusing more on certain minority communities,
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leading to repeated over-policing in the same areas. This creates a cycle where biased

data leads to biased predictions, which then justify further biased actions [28].

3.1.4 Content Moderation

Bias in content moderation can occur when algorithms used to flag or remove content are

influenced by the data or rules they were trained on. These systems are widely used by

social media platforms to detect and manage harmful or inappropriate content. However,

they often fail to consider differences in language, culture, or context. As a result, content

from certain communities or regions is sometimes flagged more often than others, even

when it doesn’t violate any rules. This can lead to unfair representation and make some

groups feel excluded or targeted. The use of keywords without understanding the full

meaning or context can increase the risk of such errors.

One example of this situation is how content moderation systems have handled health-

related posts and political discussions. On platforms like Instagram and Facebook, images

of mastectomy scars or breastfeeding, which are shared for medical or educational reasons,

have often been mistakenly removed or labeled as inappropriate due to automated nudity

detection [29].

During election periods, moderation tools have also faced criticism for political bias. Posts

using certain political hashtags or keywords were flagged more frequently, while similar

content from different viewpoints was not [30]. These cases show how content moderation

systems, if not carefully monitored and improved, can end up reinforcing bias instead of

protecting users.

3.1.5 Biometric Identification

Biometric AI systems use highly sensitive personal data such as facial features, finger-

prints, or iris scans to verify identity. While these technologies can improve digital security

and efficiency, they also raise serious concerns about fairness, privacy, and ethics. The risk

is especially high when the systems are deployed without clear user consent, strong data
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protection, or transparent decision-making. If the algorithms behind these systems are

not properly audited or designed with fairness in mind, they may unintentionally exclude

certain groups or treat individuals unequally. These concerns are particularly important

when the technology is used across borders, where laws and cultural expectations about

privacy and ethics may vary [31].

A recent example of this issue is the Worldcoin project. This initiative was co-founded by

Sam Altman, who is also known for his work at OpenAI, and combines digital identity

verification with cryptocurrency access. The project introduced a device called the Orb,

which scans a person’s iris to create a unique identifier known as a World ID [32].

Although the system claims not to store personal data, many experts and regulators have

raised concerns. The project has faced bans and investigations in several countries due

to privacy and data protection risks. Critics have questioned whether users fully un-

derstood what biometric data was being collected and how it would be used. In some

cases, even minors were reportedly scanned without proper measures. These events have

sparked debate about fairness, consent, and equal access, showing how biometric systems,

if not designed and deployed carefully, can unintentionally cause harm or deepen existing

inequalities [33].

3.1.6 Accessibility and Language Processing

AI systems often fail to perform equally well for all users, especially when dealing with

people who speak different languages, dialects, or accents. Many speech recognition tech-

nologies are trained using datasets that mostly include standard or widely spoken varia-

tions of a language [34]. As a result of this inequality, these systems often misinterpret or

exclude people whose speech patterns differ from what the model expects. This creates a

barrier to accessibility and may unintentionally discriminate against certain communities,

limiting who can effectively interact with AI-powered tools.

One example of this situation is found in voice recognition assistants such as Siri, Alexa,
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or Google Assistant. These systems have been shown to struggle with accurately under-

standing users who speak with strong regional accents or who use non-standard grammar.

This problem is especially noticeable among speakers from under-represented linguistic

backgrounds, whose voices may not have been properly included in the training data. The

lack of diversity in voice samples results in lower recognition accuracy, causing frustration

and reinforcing digital inequality for people around the world [35].

3.2 Bias impacts

Bias in AI systems has extensive and multifaceted effects, affecting social equity, economic

opportunities, and institutional trust. These impacts are not only technical challenges but

also societal and ethical concerns that demand immediate attention.

3.2.1 Social and Ethical Implications

AI systems often repeat the same biases found in the data they are trained on. When

historical inequalities are present in the training data, models can learn to reflect and even

amplify these patterns, leading to unfair or discriminatory outcomes [36]. One well-known

example is facial recognition technology. Studies have shown that these systems are much

less accurate when identifying women and individuals with darker skin tones. In some

cases, the error rate for dark-skinned women reached up to 34.7%, while the error rate for

light-skinned men was as low as 0.8% [8]. These gaps raise serious concerns, especially

when such technology is used in sensitive areas like security, surveillance, or identification

[8]. Bias can also appear in generative AI systems, which produce images, text, or audio.

These models often reflect existing stereotypes learned from the data they are trained on.

For example, when asked to generate images of professionals like doctors or CEOs, the

results tend to show men far more often than women. This kind of output can reinforce

narrow views of gender roles and under-represent people from minority groups. Even

when unintentional, these biased results contribute to unequal representation in digital

spaces and influence how people see each other and themselves in society [36].
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3.2.2 Disparities

Bias in AI can make economic inequalities even worse. One area where this happens

is in financial services. Many companies now use algorithms to help decide who gets

access to credit, loans, or financial products [37]. But when these systems are trained

on historical lending data that already contains unfair patterns, they often treat certain

groups unfairly. For example, research has shown that some credit scoring models assign

lower credit limits or reject loan applications more often for minority groups, even when

those applicants have similar financial profiles to others. This makes it harder for people

in those communities to access the financial support they need to build stable lives, start

businesses, or invest in their future [38].

The same problem can be seen in hiring and recruitment tools. AI systems used to screen

job applications or recommend candidates often favor people from majority groups. In

some cases, these tools have been found to lower the rankings of resumes from women

or candidates with names or experiences linked to minority backgrounds. This leads to

fewer interviews, job offers, and promotions for those individuals. Over time, this creates

a cycle where the same groups remain under-represented in leadership roles and higher-

paying positions. By repeating past inequalities, these systems can widen the gap between

groups in terms of income, opportunity, and long-term career growth [27].

3.2.3 Legal and Regulatory Risks

The use of biased AI systems creates serious legal risks and challenges for organizations.

In many countries, there are strict anti-discrimination laws that protect individuals from

unfair treatment based on race, gender. In the European Union, for example, the General

Data Protection Regulation (GDPR) emphasizes fairness, transparency, and accountabil-

ity in data processing [9]. If an AI system makes decisions that result in unequal treatment,

the organization responsible could face fines, legal action or loss of public trust. These

risks are especially high in industries like finance, healthcare, or law enforcement, where

the impact of biased decisions can directly affect people’s lives [39].
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Biased systems can also damage public trust in technology. When people learn that AI

tools are making unfair or harmful decisions, they may be less likely to use or support

them. This can slow down the adoption of AI in important areas where it might otherwise

bring real benefits.

A clear example of this problem has been seen in the use of facial recognition technol-

ogy by police departments in the United States. Several cases have been reported where

individuals, mostly African Americans, were wrongfully arrested because the technology

misidentified them. These incidents have raised major concerns about fairness, trans-

parency, and accountability, and they highlight the importance of responsible AI use that

respects both legal standards and public expectations [40].

3.2.4 Psychological and Societal Effects

Bias in AI systems doesn’t just affect decisions and opportunities, it also shapes how peo-

ple think, feel, and interact with technology. When users notice or suspect that a system

is biased or unfair, they are less likely to trust it. This erosion of trust can happen in many

areas, especially when AI is used in personal and sensitive situations like job applications

or loan approvals. People may begin to doubt whether the system is truly objective, or

they may feel judged unfairly based on their background, gender, or race. These feelings

of unfairness can affect public perception of AI as a whole, influencing whether people

feel safe using automated services. Over time, this can reduce public confidence in AI,

even in systems that are designed responsibly and with fairness in mind [6].

Biased AI can also reinforce social divisions that already exist. When algorithms re-

peatedly favor certain groups and overlook others, they contribute to unequal access to

important resources like education, healthcare, or digital services. This can impact peo-

ple’s opportunities in life and widen the gap between privileged and underrepresented

communities. These inequalities make it harder to achieve fairness across society, even

when technical solutions are applied. If these patterns continue unchecked, they may cre-

ate long-term consequences, not just in how technology works, but in how people relate
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to each other in the digital world [41].

3.2.5 Biometric and Privacy Concerns

AI systems that use biometric data, such as facial recognition or iris scans, raise serious

privacy and ethical concerns. These technologies collect sensitive personal information

that, if not properly protected, can be misused or exposed. In many cases, systems have

been launched without clear rules about how biometric data is stored, shared, or deleted.

This has led to public backlash and legal investigations in several countries. Without

strong protections, the use of biometric tools can lead to privacy violations and put in-

dividuals at risk, especially when the data is collected without informed consent or when

users are not fully aware of how their information will be used [39].

There are also concerns about fairness and accessibility. Many biometric systems have

been shown to perform less accurately for people from under-represented groups. For ex-

ample, facial recognition technologies often struggle to correctly identify individuals with

darker skin tones, leading to a higher risk of false matches. This creates a real danger

of excluding people from important services or wrongly identifying them in high-stakes

situations like security or law enforcement. These issues highlight the need for biometric

AI systems to be carefully tested for bias and governed by strong privacy regulations [40].

The Table 3.1 shows how bias appears in different areas where AI is used. It gives

examples from everyday sectors like hiring, banking, healthcare, and law enforcement.

These examples help us see how AI tools can sometimes treat people unfairly. For exam-

ple, by giving lower credit scores to certain groups or making more mistakes with medical

diagnoses or facial recognition for specific populations. The table shows that bias in AI is

not just a technical issue, it can seriously affect people’s lives, especially those already at

a disadvantage. That’s why it’s so important to build AI systems that are fair and safe

for everyone.
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Domain Example Impact

Employment Recruitment tools Gender and minority under-
representation in hiring decisions

Financial Services Credit scoring bias Economic exclusion for disadvan-
taged groups

Healthcare Biased diagnostic tools Misdiagnosis or subpar care for
marginalized populations

Law Enforcement Facial recognition systems Higher false arrest rates for
African American individuals

Media Generative AI outputs Reinforcement of racial and gen-
der stereotypes

Table 3.1: Examples of Bias Impacts Across Domains [42]

3.3 Overview of current approaches to mitigate Bias

in AI

Researchers and practitioners have proposed several approaches to mitigate bias in AI.

These approaches include pre-processing data, model selection, and post-processing de-

cisions. However, each approach has its limitations and challenges, such as the lack of

diverse and representative training data, the difficulty of identifying and measuring differ-

ent types of bias, and the potential trade-offs between fairness and accuracy. Additionally,

there are ethical considerations around how to prioritize different types of bias and which

groups to prioritize in the mitigation of bias [25].

Despite these challenges, mitigating bias in AI is essential for creating fair and equitable

systems that benefit all individuals and society. Ongoing research and development of

mitigation approaches are necessary to overcome these challenges and ensure that AI sys-

tems are used for the benefit of all [25].

This section provides an in-depth look at some open-source tools and libraries that have

been developed to help detect, measure, and mitigate bias in ML models. Each tool offers

a unique set of features and methodologies, catering to different aspects of fairness in AI.
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3.3.1 Fairlearn

Fairlearn is an open-source python library designed to bring fairness into the ML devel-

opment process [43]. It helps developers understand how their models perform across

different demographic groups and provides ways to reduce performance disparities. The

library includes fairness metrics such as demographic parity and equalized odds, which

are used to measure whether different groups receive equal treatment.

In addition to these metrics, Fairlearn offers bias mitigation strategies that work before,

during, or after model training. These include optimization methods that adjust how

the model learns to ensure fairer outcomes. Fairlearn integrates easily with popular ML

libraries like scikit-learn, making it simple to integrate into existing workflows. It has

been applied in multiple areas such as healthcare, finance and hiring systems [43].

3.3.2 AIF360 (AI Fairness 360)

Developed by IBM, AIF360 is aanother python library that helps detect and reduce bias

in datasets and machine learning models. It supports a wide range of bias mitigation

techniques, including pre-processing by modifying the dataset, in-processing by correcting

the learning algorithm and post-processing by adjusting model outputs.

This tool has been applied in sectors such as finance, where fair credit scoring is essential,

and in healthcare, where equitable treatment of patients is critical [44].

3.3.3 Themis-ML

Themis-ML is a ML library that focuses on fairness in predictive modeling [45]. It is

built on top of scikit-learn and is particularly known for using adversarial training which

is a method that encourages the model to make predictions that are not influenced by

sensitive attributes like race or gender.

Themis-ML integrate easily with standard Python ML workflows which make it easy to

use in real-world applications. It has been especially useful in recruitment systems and

academic admissions processes, where decisions must be both accurate and fair [45].
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3.3.4 TensorFlow Fairness Indicators

TensorFlow Fairness Indicators is a tool developed by Google to help visualize and evaluate

how ML models perform for different groups of people [46]. It is particularly useful in

production environments where models are used in large real-world systems.

The tool creates clear visualizations that show performance variation across demographic

categories. It integrates with TensorFlow Extended (TFX) pipelines, allowing teams to

monitor fairness during model development and after deployment [46].

3.3.5 Microsoft Responsible AI Toolbox

Microsoft’s Responsible AI Toolbox brings together tools for improving fairness, trans-

parency, and accountability in ML models [47]. It includes Fairlearn for fairness evaluation

and mitigation, and InterpretML for explaining model predictions.

This toolbox is designed for enterprise-level applications and helps development teams

identify and correct fairness issues while also providing insights into how their models

make decisions. It supports the creation of responsible AI systems that are more under-

standable and reliable [47].

3.3.6 Adversarial Debiasing

Adversarial debiasing is a method where a ML model is trained alongside another model

that tries to detect bias in the data [48]. The main model learns to make accurate

predictions, while trying to prevent the second model called the adversary from figuring

out sensitive attributes like race or gender. This encourages the system to ignore those

attributes and focus only on the information that matters for the task.

Adversarial debiasing is commonly used in areas like finance, healthcare, and the social

sciences, where protecting individuals from unfair treatment is especially important [48].
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3.3.7 Sklearn-Contrib’s FairLearn Extensions

This group of extensions to the popular scikit-learn library introduces additional tech-

niques for addressing fairness [49]. It includes tools for adversarial bias removal and

balanced data sampling, which can be used to create more representative datasets and

fairer models.

These extensions are flexible and can be applied in multiple fields like healthcare, edu-

cation and marketing where balanced outcomes and non-discriminatory predictions are

required [49].

3.3.8 Custom Techniques

Sometimes, ready fairness tools aren’t enough. In those cases, developers create their own

methods to deal with specific problems in their data or models [25]. For example, they

might add extra data to better represent groups that don’t appear often which is called

data augmentation, or they might write rules that make the model treat people more

fairly while it learns. Another approach is to combine different models and average their

results, which can help reduce bias.

These custom methods are especially useful in areas like healthcare, finance, or public

policy where fairness is really important and mistakes can seriously affect people’s lives.

Creating solutions that fit the situation allows teams to handle fairness problems more

effectively when standard tools can’t do the job [25].
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Chapter 4

Bias Detector Tool

This chapter introduces the Bias Detector Tool developed in this project. It explains what

the tool is, how it works, and what it aims to achieve. The tool was designed to evaluate

AI systems from an ethical point of view, focusing on key principles like fairness, privacy,

robustness, transparency, and accountability.

In the following sections, It will be described the tool’s structure, the Python libraries it

uses, and how it is organized. It will be also explained what kind of input the tool needs,

what kind of output it generates, and how a user can run it step by step.

4.1 Overview of the Tool

The Bias Detector Tool is a modular Python program designed to help evaluate ML

models and datasets from an ethical perspective. It checks whether an AI system treats

different groups fairly and respects key principles. This tool is especially helpful for re-

searchers, data scientists, and developers who want to build responsible AI systems or

check if their models might be unintentionally biased.

The main goal of the tool is not just to measure fairness but to provide a broader eth-

ical picture. It evaluates models across five dimensions: fairness, transparency, privacy,

robustness, and accountability. By analyzing these aspects, the tool helps users identify

possible risks, understand their sources, and make informed decisions about improving
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their systems.

The tool works automatically and is easy to use. Once a dataset is provided, the pro-

gram processes the data, runs the evaluations, and generates clear, structured reports in

formats that are readable both by humans and machines (TXT, JSON, and CSV). The

reports include both technical scores and simple labels like “present,” “not present,” or

“not applicable,” so users without a technical background can still understand the results.

Each ethical indicator is calculated using a dedicated module:

• Fairness is measured by comparing prediction outcomes between different demo-

graphic groups like gender or race using metrics such as demographic parity differ-

ence. The tool checks whether the model treats groups equally regardless of sensitive

attributes.

Demographic Parity Difference measures whether different groups receive positive

outcomes from a model at the same rate. It helps detect if a model is giving one

group more favorable predictions than another [12].

• Transparency is measured using a method called LIME, which stands for Local

Interpretable Model-Agnostic Explanations. The idea is to help users understand

how the model makes decisions for individual cases.

When the tool evaluates transparency, it picks a few individual predictions made

by the model for example a loan approval for a specific person. Then, it slightly

changes the input data like adjusting income or age and checks how the model’s

decision changes. By doing this many times, LIME finds out which features had the

biggest impact on that particular decision [14].

• Privacy is checked by using a special kind of model called a differentially private

model. This type of model is trained in a way that protects personal information

[20].

The tool does this by training two versions of the same model. One normal model

without privacy protection and one private model with differential privacy using

IBM’s diffprivlib.
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Then it compares how accurate each model is. If the private model is still almost

as good as the normal one, that means the system can protect user privacy without

losing too much performance. In that case, the tool gives a good privacy score.

• Robustness means how stable or strong a model is when the input data changes

slightly. A good model should not be affected by small changes. The tool checks

this by using a method called FGSM (Fast Gradient Sign Method). This method

makes small changes to the input data, for example, slightly changing a number in

a row and checks if the model still gives the same prediction [19].

If a model changes its answer easily after just a small change in input, it’s considered

fragile and gets a lower robustness score. But if it keeps giving the correct results

even after the input is modified a little, it shows that the model is strong and

reliable.

• Accountability means whether the dataset and model allow people to understand

and track what happened like who made a decision, when, and why. The tool checks

for this by looking at the dataset’s column names to see if there are features that

support tracking and explanation [17].

For example, if the dataset includes columns like timestamp, source, user id, or

decision reason, it helps others see when and how a prediction was made. These

kinds of features make the system easier to audit and explain later.

4.2 Libraries Used

The Bias Detector Tool is built entirely in Python and uses multiple well-known open-

source libraries. Each library plays a specific role in helping the tool evaluate ethical

aspects like fairness, privacy, transparency, and robustness.

To measure fairness, the tool uses a library called Fairlearn. It helps check whether

different groups like men and women, or different age groups are treated equally by the

model. Fairlearn provides special functions that calculate fairness scores and compare
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how the model performs for each group.

For privacy, the tool relies on Diffprivlib, a library developed by IBM. This library

helps to train models that follow the rules of differential privacy which means they can

protect individual data by hiding it slightly during training. This helps make sure that

no personal data can be traced back to a single person.

To improve transparency, the tool uses LIME. LIME is a technique that explains how a

model makes a prediction. It works by showing which features like income or credit score

had the biggest impact on the model’s decision. This helps people understand why the

model gave a certain result.

To test robustness, the tool uses Adversarial Robustness Toolbox (ART). This library

helps generate tiny changes in the input data called adversarial examples to see if the

model still work correctly. If the model changes its answer too easily, it means it’s not

very robust.

Other libraries where used in the tool include:

• Pandas and NumPy for handling data

• Scikit-learn for building and evaluating machine learning models

• Matplotlib for creating charts

• CSV, JSON, and OS for managing files and reports

The table 4.1 shows the main Python libraries used in the Bias Detector Tool. Each

library plays a different role, from checking fairness and protecting privacy to building

models and generating reports. These libraries work together to make the tool both

powerful and easy to use for evaluating AI systems ethically.

32



Library Purpose What it Helps With

fairlearn Fairness evaluation Compares model performance across

different demographic groups

diffprivlib Differential privacy Builds models that protect user data

lime Model explainability Shows which features influenced in-

dividual predictions

art Adversarial robustness

testing

Tests model stability against small

input changes

scikit-learn ML model training/test-

ing

Builds and evaluates machine learn-

ing models

pandas, numpy Data processing Loads, organizes, and manipulates

structured datasets

matplotlib Visualization Creates plots and graphs for result

interpretation

csv, json, os File handling Manages input/output files and re-

port generation

Table 4.1: Main libraries used in the Bias Detector Tool

4.3 Architecture of the tool

The Bias Detector Tool structured following a modular architecture that separates data

loading, pre-processing, indicators evaluation, and report generation into clearly defined

modules. This separation of concerns facilitates maintainability, extensibility and inde-

pendent testing of each module.
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The system follows a pipeline model. It processes each dataset in four main stages. The

Figure 4.1 shows the overall structure of the Bias Detector Tool. It begins with loading

the input dataset, followed by a data preprocessing step that prepares the information

for analysis. Then, the system evaluates the dataset across five main indicators: fair-

ness, transparency, privacy, robustness, and accountability. After these checks, the tool

calculates a final score and creates a report to summarize the results.

Figure 4.1: Architecture of the Bias Detector Tool.

This section gives an explanation of each module of the Bias Detector Tool. Every

part has a specific role starting from reading the input data all the way to checking for
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ethical issues like fairness or privacy to contribute to the overall compliance assessment

process.

4.3.1 Data Loading : data_loader.py

The Bias Detector Tool starts by reading the dataset, which is in CSV format. This is

done by the data_loader.py module. It uses the pandas library to load the data and

begins with some basic checks, for example, it verifies whether the file exists and if it can

be read without errors. If the file passes these checks, it is loaded into a DataFrame, a

format that is easy to work with in the next steps. During this stage, the tool also uses

logging to keep a record of the process. This means that if something goes wrong or needs

to be reviewed later, users can trace back what happened. The main function used here

is load_csv(file_path).

4.3.2 Data Preprocessing : data_preprocessor.py

Once the dataset is loaded, the tool moves on to the preprocessing step, which is handled

by the data_preprocessor.py module. This part of the tool is responsible for cleaning

and preparing the data so that it can be properly analyzed. It starts by keeping only the

relevant columns such as gender, race, or income and filters out anything that isn’t useful,

like ID fields. It then uses LabelEncoder from the scikit-learn library to convert any

text-based values like male or female into numbers, so the ML models can work with

them.

The module also handles missing values by either filling them in or removing them, de-

pending on what’s most appropriate for the dataset. Extra attention is given to make

sure important columns like gender, race, and timestamps are preserved, since these are

critical for evaluating ethical indicators like fairness and accountability. After everything

is cleaned, the processed data is saved, and a clean DataFrame is returned. The main

functions in this module are preprocess_data(df) and save_processed_data(df,

path).

35



Figure 4.2 shows a sample of the dataset after preprocessing. At this stage, the data

has been cleaned and prepared for evaluation.

Figure 4.2: Processed data after encoding

4.3.3 Fairness Evaluation : fairness_calculator.py

The fairness evaluation is handled by the fairness_calculator.py module. Its goal is

to check whether the model treats different demographic groups equally. It uses the

fairlearn library to calculate a metric called Demographic Parity Difference.

This metric looks at how often the model gives positive predictions like loan approval

to each group, for example, comparing the approval rate for men versus women. If the

difference between the groups is small, the model is considered more fair.

The module first tries to automatically detect which column in the dataset represents

the protected attribute such as gender or race and which one is the binary target such

as approved or not approved. The output is a dictionary that includes the calculated

fairness score. This helps determine if the model is favoring one group over another.
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4.3.4 Transparency Evaluation : transparency_calculator.py

Transparency is all about helping users understand how the model makes its decisions.

This module, handled by transparency_calculator.py, begins by training a simple

logistic regression model on the data. It assumes that the last column is the target

variable. Once the model is trained, it uses LIME, a tool that explains individual pre-

dictions by showing which features like income or age, etc had the most influence on the

model’s output.

The module then calculates the model’s accuracy to measure how well it performs, and

uses the explanations from LIME to assess how interpretable the model is. Based on

these factors, it produces a transparency score, which reflects how clearly the system’s

decision-making process can be understood. The final output includes this transparency

score, along with the accuracy value and a list of the most important features. These

results help show whether the model is not only correct, but also understandable.

4.3.5 Robustness Evaluation : robustness_calculator.py

To see how stable the model is, this module runs a test using the Adversarial Robust-

ness Toolbox (ART). It creates small changes in the test data using a method called

Fast Gradient Sign Method (FGSM). The goal is to see if the model still performs

well even when the input is slightly modified. The output includes two accuracy scores,

one from the original data and one from the adversarial data. If the difference is big, the

model may not be very robust.

4.3.6 Privacy Evaluation : privacy_calculator.py

This module checks if the model can keep user data private. It uses diffprivlib, a library

made by IBM, to train a model using differential privacy. This means the model is

trained in a way that hides personal details. The module then checks how accurate the

private model is. The output is the accuracy score of the privacy-preserving model. If it

performs well while keeping data private, it gets a better privacy score.
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4.3.7 Accountability Evaluation : accountability_calculator.py

The accountability check is done by the accountability_calculator.py module. This

part doesn’t use a complex ML model. Instead, it looks through the column names in the

dataset to search for specific keywords, such as “timestamp”, “reason” and “audit.”

These terms help the system determine whether the dataset contains elements that sup-

port auditability, traceability, and explainability which are all important for understand-

ing how decisions are made and being able to track them later.

The Figure 4.3 shows how the tool searches for accountability related keywords in the

dataset. It defines lists of keywords for three aspects checks whether any column names

contain these keywords.

Figure 4.3: Accountability features

For each of these three dimensions, the module checks whether the corresponding

feature is present or not. It then converts these results into a numeric accountability

score, based on how many of the indicators are found. This score is saved and later used

in the final report, where it contributes to the ethical evaluation of the AI system.

4.3.8 Report Generation : report_generator.py

In the final step, the tool brings everything together in the module report_generator.py

and prepares the results for the user. It creates three types of reports: a structured CSV

file, a machine-readable JSON file and a human-readable TXT file. The CSV file

lists the scores for each of the five ethical indicators: fairness, transparency, privacy,
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robustness, and accountability. These scores are given on a scale from 0 to 1, where

a score closer to 1 means better performance for that ethical dimension.

Along with the individual scores, the tool also calculates a final average score. This score

provides a conclusion of how ethically the system performs. If any indicator couldn’t

be evaluated due to missing or unclear data, it is marked as not applicable (NA)

and excluded from the average. By offering results in multiple formats, the tool ensures

that both technical and non-technical users can easily understand the system’s ethical

strengths and identify areas that may need improvement.

Figure 4.4 shows a sample JSON report generated by the tool. It includes detailed scores

for each ethical indicator.

Figure 4.4: JSON result

4.3.9 Main File : main.py

The main.py script acts like the brain of the Bias Detector Tool. It controls how the

entire system runs by coordinating the different parts step by step. First, it takes a folder

that contains the input CSV files. Then, it calls each module one after the other —

starting from loading the data, preprocessing it, running all the evaluations for fairness,
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privacy, transparency, robustness, and accountability, and finally generating the reports.

This script also takes care of handling errors. If something goes wrong during the process,

it logs the issue so the user can understand what happened and fix it later. At the end of

the process, it creates and saves all the output files, a CSV file with the final scores, a

JSON report for technical review and a TXT summary that is easy for non-technical

users to read.

Figure 4.5 shows the central logic of the main.py file, which manages the entire bias

detection pipeline and calls each module in sequence.

Figure 4.5: main.py

4.4 Tool Execution Process

To run the Bias Detector Tool, the first step is to prepare the data. This tool works with

structured CSV files, so the datasets that the user want to analyze needs to be placed

in the data folder of the project. These files often include columns such as gender, race,

timestamps, or income, which are commonly used to detect ethical concerns like bias or

unfair treatment. However, the tool is designed to work with a wide range of features
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depending on the context and available data.

Once the data is in place, the user need to run the main.py script. This script is like the

central brain of the tool, it automatically finds each CSV file in the folder, loads the data

using the data_loader module, cleans and prepares it with the data_preprocessor,

and then sends it to the evaluation modules.

Each module focuses on one ethical aspect:

• Fairness checks if all groups are treated fairly.

• Transparency shows how understandable the model’s decisions are.

• Privacy tests how well the model protects user data.

• Robustness measures how stable the model is when input changes.

• Accountability looks for features like audit and trace logs in the data.

After these evaluations, the tool creates three types of reports. These files are saved

in the Output_report folder.

The tool uses a scoring system from 0 to 1 for each ethical indicator. A score of 0.7 or

higher means the indicator is "present", while anything below 0.7 is marked "not present".

If some information is missing or not applicable, for example, no gender column in the

dataset, that indicator is marked as “not applicable”. These parameters are set in the

current version of the tool but can be changed depending on the user specific needs and

it can be done with the file config.json.

Finally, the tool also calculates a final average score, which gives a an overvieview of how

ethically the system behaves. Higher average means more ethical system .

Before running the tool, necessary Python libraries like fairlearn, diffprivlib, and lime

need to be installed. These can be added using pip install. Once everything is set, the

program runs automatically and is simple enough to use, even for users who don’t have a

strong technical background.

The complete source code for the Bias Detector Tool is publicly available on GitHub. This
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repository includes all modules, example datasets, and instructions for installation and us-

age. Users and researchers can review the implementation, run the tool locally, or adapt it

to their own use cases. The repository is accessible at: https://github.com/omarsaadii/Bias-

Detector-Tool.

42

https://github.com/omarsaadii/Bias-Detector-Tool
https://github.com/omarsaadii/Bias-Detector-Tool


Chapter 5

Test and validation

This chapter explains how the Bias Detector Tool was tested to make sure it works as

expected. The goal was to check whether the tool can correctly identify ethical problems

in datasets, such as missing information or limited diversity. To do this, It will be used two

different type of datasets, one with poor structure and reduced representation, and another

with proper formatting and a broader range of categories. It will be also collaborate with

an expert in Equality, Diversity, and Inclusion, Professor Raquel Ávila Muñoz from

the Complutense University of Madrid. Her role was to review the tool’s results and

confirm whether the labels assigned to the datasets,indicating the presence or absence of

bias, were appropriate based on ethical and inclusion standards. Her positive feedback

helped validate the tool’s reliability in real-world evaluation scenarios.

5.1 Use Case Demonstration

To test the efficiency of the Bias Detector Tool, It will be designed a simple and controlled

experiment using two types of datasets [50] one labeled with bias and another without

bias identified. The goal was to see if the tool could clearly detect differences in ethical

quality between poorly structured data and well-prepared, diverse data.
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5.1.1 Datasets Description [50]

The Datasets with bias were intentionally modified to include common problems that

often appear in real-world data. For example, It will be removed or replaced important

fields like timestamp, source, and audit with generic column names such as K, L, and

M. These changes simulated poor data practices that lead to low scores. It will be also

reduced the number of race categories to only two, creating a lack of diversity. This setup

helped test whether the tool would assign lower ethical scores to datasets with missing

context and limited representation.

Figure 5.1 shows an example of datasets with bias used to test the Bias Detector Tool.

This dataset is intentionally designed to simulate poor data practices and expose fairness

and accountability issues. Multiple problems make this dataset ethically problematic.

Figure 5.1: Loan dataset example (loan_approval_data.csv)

First, the column names are too generic or poorly labeled. This reduces the dataset’s

transparency and traceability, as it is unclear what values like “1” or “2” mean, or who

verified or submitted the application. Second, the values in the race column are limited

to only two categories, which reflects low diversity and fails to align with Equality, Di-

versity, and Inclusion (EDI) principles.
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Finally, the imbalance in categories within the race and sex columns may lead ML models

to treat certain groups unfairly. This is a direct fairness concern, as models trained on

this data might perform better for the majority group and worse for underrepresented

groups.

EDI stands for Equality, Diversity, and Inclusion. These three concepts are important

when building fair and respectful AI systems. Equality means treating people fairly and

making sure no one is left out or disadvantaged because of their gender, race, age, or

background. Diversity is about having a mix of different people and experiences repre-

sented in the data, so the AI system doesn’t just learn from one group. Inclusion means

making sure that everyone who is represented in the data is also treated with care and

their differences are respected.

In data practices, applying EDI means using clear and meaningful labels, including a

variety of identity categories, and not ignoring small or minority groups. For example, a

dataset that includes clear column names like timestamp, submitted_by or reviewer_id

makes it easier to understand who handled the data and when, which improve trans-

parency and accountability.

Similarly, a more inclusive dataset will have race and gender categories that reflect real-

world diversity, such as Black, White, Asian, Latin, Indian or Mixed and options beyond

binary gender like non-binary or prefer not to say. These practices are considered good

because they reduce bias, allow for better representation of minority groups and help

ensure that models trained on this data perform more fairly across all demographics.

Figure 5.2 shows another example of a poorly labeled dataset that was used in testing the

Bias Detector Tool.
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Figure 5.2: Dataset with bias example (adult.csv)

This dataset that was intentionally modified to test how well the Bias Detector Tool

responds to poor data practices. In this case, important columns that are normally used

to evaluate accountability and robustness such as source, timestamp, and audit were re-

placed with random columns like “K”, “L”, and “M”. This change simulates a situation

where the dataset lacks traceable or verifiable information.

On the other hand, the dataset without bias identified was carefully structured and fol-

lowed best practices. It included clear column names and meaningful data, along with a

richer and more balanced set of race categories. This dataset was expected to perform

well across most of the ethical indicators.

Figure 5.3 shows an example of a well-prepared dataset used to test the Bias Detector

Tool. Unlike the biased examples, this dataset includes clear, properly labeled columns

with meaningful information such as race, sex, timestamps, and decision sources. These
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fields are essential for evaluating ethical indicators.

Figure 5.3: Dataset without bias identified example

What makes this dataset more appropriate for ethical evaluation is that it reflects a

diverse population with multiple race categories not just binary, includes traceable data,

and maintains consistency in structure. Because of these qualities, the Bias Detector Tool

was able to correctly assess it as ethically good, assigning high scores in most indicators.

Both datasets were evaluated using the exact same tool pipeline and at the same time.

This made it possible to compare results objectively and see how each dataset performed

across the five ethical dimensions: fairness, privacy, robustness, transparency, and ac-

countability.

5.1.2 Results

After testing both types of datasets,those considered with bias and those considered with-

out bias identified, the results clearly showed how the Bias Detector Tool reacts to ethical

strengths and weaknesses in data. Datasets that lacked diversity, had missing or generic

data, or showed poor transparency like loan_approval_data.csv or adult.csv that

will be used in our test received low scores across most of the indicators. These scores

were expected because it will either has a simplified the race categories or remove of im-

portant fields that help with auditability and traceability.
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On the other hand, datasets like cox-violent-parsed, which include a richer variety

of demographic information and well labeled columns, have much higher score. This

clear difference in scoring shows that the tool successfully detects when the dataset is

well-structured and respectful of ethical values or problematic, which helps users identify

areas that need improvement before building AI models.

Figure 5.4 shows the results generated by the Bias Detector Tool. The rows highlighted

in red represent datasets that performed poorly on ethical indicators, such as adult.csv

and loan_approval_data.csv. These were considered biased examples. The row in

green represents a dataset without bias identified that we used in our test cox-violent-

parsed.csv, which scored well on most indicators, reflecting strong ethical structure and

diversity.

Figure 5.4: Results of test datasets

The results shown in the Figure above reflect how the Bias Detector Tool evaluated

different datasets based on five ethical indicators: fairness, transparency, robustness, pri-

vacy, and accountability. These indicators help us understand whether the data supports

responsible AI practices. Based on these results, a clear distinction emerges between the

datasets labeled as “good” and those labeled as “bad.” The “good” datasets demonstrate
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higher structural quality, diversity, and ethical transparency, while the “bad” datasets of-

ten exhibit poorly labeled columns, reduced representational diversity, and limited meta-

data — all of which increase the risk of biased or unfair outcomes in AI systems.

To support the reliability of the testing approach, the datasets used in this experiment

were reviewed by Professor Raquel Ávila Muñoz, an expert in Equality, Diversity,

and Inclusion from the Complutense University of Madrid.

After examining the Datasets with bias and dataset without bias identified, she confirmed

that the labels assigned to them were appropriate based on their structure, content, and

level of diversity. Although she did not see the tool’s output directly, her feedback val-

idated the design of the tool and supported the idea that the evaluation was by using

meaningful and realistic data examples.

5.2 Final Considerations

The testing process demonstrated that the Bias Detector Tool is capable of identifying

key ethical strengths and weaknesses in different datasets. By comparing biased datasets

that are missing data, limited diversity and poor structure with well-prepared datasets,

the tool consistently produced results that aligned with expectations. The low scores

for datasets lacking ethical indicators confirmed the tool’s ability to flag common ethical

issues.

Additionally, the feedback of Professor Raquel Ávila Muñoz added an extra layer of

confidence to the evaluation. Her confirmation that the test datasets were appropriately

labeled helped validate the design and relevance of the test case.

This chapter confirms that the Bias Detector Tool can be a valuable support for researchers

and developers aiming to improve the ethical quality of their data before deploying ML

models.
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Chapter 6

Critical Analysis and Future

Perspectives

6.1 Summary of Contributions

The introduced modular tool performs evaluation of datasets and ML models over ethical

dimensions which include fairness together with transparency and privacy and robustness

plus accountability.

The system presents assessment results in multiple file formats which include TXT, CSV

as well as JSON aside from the individual module outcome generation. The rating scale

of the system extends between 0 and 1 while showing descriptive marks which include

"present" or "not applicable" for better system usage.

The study included an entire use case following test data process to show how the pipeline

works from preprocessing through evaluation to report production.

The developed framework provides flexible ethical AI assessment capabilities which help

research activities and practical implementations.
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6.2 Strengths of the System

Multiple beneficial characteristics in the bias detection system lead to its powerful per-

formance abilities along with flexible adaptation.

The modular design ensures that individual parts can be maintained while preserving the

entire framework through independent component changes.

Reputable open source libraries, including fairlearn, diffprivlib, LIME, and ART, provide

system integrity and assure reliability, reproducibility, and alignment with community

standards.

The system provides multiple output formats which enable both technical users and non-

technical users to understand the results through accessible TXT summaries and struc-

tured CSV files.

Interpret-ability through LIME along with accountability scoring and handling of miss-

ing data scenarios enables ethical AI evaluation through a practical and comprehensive

approach.

6.3 Limitations and Challenges

During development and testing multiple restrictions were identified about how the sys-

tem operates despite reaching its core purposes.

One major limitation of the system is how it tries to detect important columns, like pro-

tected attributes (such as race or gender) and the target variable (what the model is

predicting). Right now, the tool uses simple rules based on column names to guess which

ones to use. But this approach isn’t very reliable, because different datasets often use

different names for the same things. As a result, the tool might miss key columns or make

wrong assumptions, which can lead to errors in the analysis.

The current release lacks the capacity to provide bias mitigation techniques since it only

detects biases rather than implementing or recommending solutions. The tool functions

primarily as a testing instrument that measures but fails to provide a direct solution.
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Integration into production environments was not implemented, and the tool currently

operates as a standalone pipeline. Real-time monitoring or deployment into CI/CD (Con-

tinuous Integration/Continuous Delivery) systems would require further development.

The system deals exclusively with binary classification while handling structured tabular

data types. The system lacks capability to evaluate fairness in non-tabular data including

text and image formats.

6.4 Ethical Reflections

The measurement system brings clarity to AI ethical aspects yet people should distin-

guish between automated processes and human evaluation. The ability to generate fair-

ness scores through tools does not grant such tools capability to determine actual fairness

standards.

Ethical problems in AI are not easy to fix. Many datasets become biased even uninten-

tionally, this often happens simply because of how the data was collected. Also, even if

a system achieves perfect fairness in numbers, that doesn’t always mean its decisions are

truly ethical. The real world is complex, and when AI systems ignore the context behind

the data, their automated evaluations can become misleading. Instead of helping, they

might create confusion or make the wrong decision.

For example, the labels “present” and “not present” in the tool’s report are useful for

giving a quick summary, but they only capture part of the picture. Ethical issues like

fairness, privacy, and accountability are complex, and simple yes-or-no answers don’t re-

flect that complexity. In real-life areas like banking, healthcare, or the justice system,

decision-makers often have to define different needs and priorities. A basic label isn’t

always enough to understand the impact of an AI system in these sensitive fields.

The compliance score is sometimes misunderstood as a stamp of approval, when in reality

it’s just a signal. People who are not familiar with how the system works might think that

a high score means the model is completely safe, fair, and unbiased in every situation—but

that’s not true. A high score simply means the model met certain requirements based on

53



the data and conditions it was tested under. It doesn’t guarantee ethical performance in

all real-world cases.

This tool is meant to help, not replace, human decision-making. It supports data scien-

tists, engineers, and policy teams by pointing out possible problems in the data or model

before they make any final decisions. While the tool can highlight risks and give useful

insights, ethical choices still need to be made by people. Responsible AI depends on

human judgment, not just automation.

6.5 Future Work

The system delivers an excellent ethical assessment framework yet additional development

opportunities exist for its expansion.

The most critical future step requires a shift from bias detection to implementing effective

mitigation strategies. Current version of the system show instances of unfairness but next

versions will actually implement bias mitigation solutions by using adjusting algorithms

and post-processing methods and adversarial debiasing techniques. Users would then have

the means to reduce bias in addition to targeting their locations.

The system still needs smarter ways to detect sensitive features like gender, race, or age.

Right now, it tries to guess these based on built-in rules and the column names in the

dataset—but this approach doesn’t always work well, especially when column names are

unclear or inconsistent. In the future, using more advanced techniques like Natual Lan-

guage Processing (NLP), Deep Learning, or Large Language Models (LLMs) could help

the tool better understand the structure and meaning of the data. This would make it

more reliable and effective across different datasets.

There’s also the potential to make the tool more accessible. Adding a graphical user

interface or a web dashboard could make it easier for non-technical users to run analyses

and read reports without needing to touch code.

A next step for the tool is to make it work in real time. Right now, the tool has to be run
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manually, but future versions could be connected directly to the model training and de-

ployment process. This would let the tool automatically check for fairness and robustness

as models are being built and updated—without needing to run it separately. Adding

this kind of automation into a CI/CD pipeline would make the tool more powerful and

easier to use in real-world projects.

Adding more types of indicators would make the tool even more useful. For example, fu-

ture versions could support multi-class classification, allow fairness checks for regression

models, and include extra features to test how robust a system really is. It could also be

adapted for specific industries like healthcare or finance, where ethical rules are strict and

clearly defined.

These upgrades would make the tool more powerful and practical, especially in environ-

ments where ethical AI isn’t just an option but a real requirement.
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Chapter 7

Conclusion

The research developed a modular evaluation software which evaluates machine learning

systems through several ethical aspects. The main purpose was developing a practical tool

which supports responsible AI development through ethical measures of fairness trans-

parency robustness privacy and accountability.

The developed system incorporated trusted open-source libraries as part of its modular

structure to produce output that can be understood by both humans and machines. The

overall system functionality was demonstrated through a loan approval process that il-

lustrated the tool’s operation starting from data input until ethical scoring and report

creation.

This work not only demonstrated technical achievements but pointed out essential barri-

ers to ethical AI implementation concerning machine limitations and score interpretation

unsureness and requiring human interpretation combined with field-specific knowledge.

Though it meets its diagnostic objectives the system generates opportunities to build

further advancements. The tool requires further development through implementation of

bias suppression protocols alongside support for different data bases and in-time deploy-

ment to provide increased effectiveness.

The evaluation of AI ethics transcends technical considerations into a social obligation for

society. The project moves toward practical systems which deliver intelligence alongside

accountability and fairness in order to assist ethical evaluations of AI.
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