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Welcome

This document presents the proceedings of the 3rd Symposium of Applied Science for
Young Researchers - SASYR. This scientific event welcomed works by junior researchers
on any research topic covered by the following three research centers: ADiT-lab (from
IPVC, Instituto Politécnico de Viana do Castelo), 2Ai (from IPCA Instituto Politécnico
do Cévado e do Ave) and CeDRI (from IPB, Instituto Politécnico de Braganca). The
main objective of SASYR is to provide a friendly and relaxed environment for young
researchers to present their work, discuss recent results, and develop new ideas. In
this way, this event offered an opportunity for the ADiT-lab, 2Ai, and CeDRI research
communities to gather synergies and promote collaborations, thus improving the quality
of their research. The SASYR 2023 took place at Instituto Politécnico do Céavado e do
Ave, Barcelos, Portugal, on the 11th of July, 2023.

The SASYR 2023 Organizing Committee,
Florbela P. Fernandes

Pedro Morais

Pedro Pinto
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Feeding Digital Soil Twins with data collected from an IoT
sensor network
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Abstract. Digital twins have great potential to promote productivity and improve product
quality. However, in the agricultural context, this paradigm has exhibited slow penetration due
to several limitations such as process complexity, heterogeneity, and dynamic conditions, among
many others. One of the research lines of the MAN4AHEALTH project aims to promote the
integration of digital twins into olive groves. In this frame of reference, the digital twin’s state
space must be populated with different types of Information; some are provided manually by
the user and others are retrieved automatically from sensor nodes scattered along the field. This
paper describes the sensor network implemented for the project in which details regarding the
adopted methodology and IoT technologies are documented.

Keywords: Smart Agriculture - Soil Digital Twin - Predictive Control.

1 Introduction

This paper addresses the implementation of a sensor network and IoT technologies
for the integration of digital twins in olive groves, in which, the potential of digital
twins in promoting productivity and improving soil quality, in the agricultural sector,
is underlined. However, it also recognizes the challenges in this context, such as the
complexity of the process, the heterogeneity, and the dynamic soil conditions.

The MAN4HEALTH project aims to integrate intelligent techniques, the Internet
of Things, and soil management techniques, in olive groves. A sensor network was
implemented, which, consists of [oT sensor nodes distributed throughout the production
area, collecting data on soil parameters through various sensors. The collected data is
used to feed the digital twin-state space, enabling real-time monitoring and predictive
control. In addition, providing the information for making informed decisions, on soil
management practices and optimizing olive production.

In summary, the paper characterizes the implementation of an IoT sensor network
and its integration with digital twins in agriculture, demonstrating the potential to
improve productivity and optimize soil management practices in olive groves.
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2 Related Works

Digital Twins (DT) emerged in the early 2000s by M. Grieves [1], although many
authors credit NASA (National Aeronautics and Space Administration of the United
States of America). Grieves and Vickers worked together to adapt the concept of DT
in manufacturing to improve product lifecycle management [1,2]. At their most basic
level, DTs can be seen as realistic virtual representations of entities with physical or
logical existence, such as machines or processes [3].

Extrapolation from industry to sectors such as agriculture is a natural step since
the same goals of increasing productivity and controlling product quality are typical
concerns. Therefore, the virtualisation of agriculture emerges as an answer, as there is
a directly proportional relationship between productivity and digitalisation [4,5].

However, despite this potential, its use in this context is still at an early stage of
implementation [6,7]. There are several reasons why the use of DT in agriculture has
not yet made a substantial leap forward. Thus, agricultural processes are usually more
complex than industrial processes, presenting heterogeneous and dynamic conditions,
requiring spatial and temporal data resolutions that may not be technically and eco-
nomically feasible [3].

DTs are still being defined and it appears that the benefits of their use are partic-
ularly expressive in cases where normal asset management and control systems are of
limited utility. Examples of DTs that successfully and seamlessly combine these ele-
ments in a complex operational environment are rare or non-existent [8].

The slow penetration of DT in agricultural processes is due to current limitations,
such as the low amount of technical resources, lack of communication means in remote
farms, scarcity of economic resources, continuous climate change, soil quality, and low
technical qualification of agricultural producers [9]. Despite the existence of a history
of using DT in smart farming applications, it is still an evolving field.

3 Project Man4Health

In Portugal, the soil of olive groves is subject to severe degradation due to harsh farming
techniques and uncontrollable weather conditions that cause serious problems in this
region specifically. The MAN4HEALTH project proposes a multidisciplinary solution
that correlates the potential of two research centres, the Centre for Mountain Research
(CIMO) and the Centre for Digitalization and Intelligent Robotics Research (CeDRI).
The project aims to find a suitable mix of indigenous plants that can be used as cover
crops to improve soil quality, together with the addition of smart farm management
techniques.

For this purpose, a set of experiments has been planned in an olive grove located
near Mirandela, a town situated in north-eastern Portugal. The whole plot, which has
a total area of about 3.8 ha, for the purpose of the different trials, was divided into
eight distinct zones, as shown in Figure 1. In the figure, 24 square areas are shown.
Which, each square, with has a total area of 49 m?, equivalent to a total of four olive
trees. As can be observed in the figure, each black circles indicated represent the trees,
mentioned.



During the trials, the soil area referred to as the red bottom squares was treated with
tillage procedures. The soil area referring to the upper squares, in green, was subjected
to mechanical seeding procedures. In addition, for each of these plots, regular sampling
was performed to assess the evolution of soil quality. This procedure was carried out on a
scheduled basis and each sample was evaluated for its microbial content and mechanical
characteristics.

Fig. 1: Top view of the sensor network in Olive Grove.

4 Proposed Cyber-Physical System: Digital Twin

In the following section, you will present in detail the Sensor Node Network.

4.1 Sensor Node Network

A network of IoT (Internet of Things) sensor nodes has been designed and installed, in
an olive grove in north-eastern Portugal. These finished nodes are customized and will
be distributed along the production area, to automatically collect data about several
physicochemical parameters of the soil.

Which, each IoT measurement node have to collect local information about the
meteorological characteristics of the soil, such as moisture, electroconductivity, pH,
and temperature of the soil. Data collection is relevant to estimate the true state of
soil nutrition. Since the nutritional requirements of the olive trees can have significant
spatial variability, the data will be acquired by geographical sampling over the whole
production area, using the mentioned measurement nodes.

In this way, the nodes play an important role in supporting the status information
to be used by a Soil Digital Twin (DT). The data generated by the customised set
made by the measurement nodes will be transmitted to a remote centre, in which, the



DT performs the processing and predictive control. For this purpose, each node will
be equipped with a LoRa based transceiver which will be responsible for sending the
measurements to a LoRa concentrator (gateway) [10,11]. Two different types of nodes
have been developed, the solar panel node and the battery powered IoT node, and will
be presented in Figure 2.

The first, the Solar Panel node, is capable of measuring parameters such as soil
temperature and moisture, pH, and electroconductivity. This node has been sized and
installed, has an off-grid power system and the configuration includes a lead/gel battery
with a capacity of 65 Ah, an MPPT solar charge regulator, and a 285 W polycrystalline
solar panel with 60 cells. This node is fixed on the ground by means of a support
structure (pole), which contains the electrical panel and the solar panel. On top of the
galvanised steel pole are located, the LTE Dragino gateway (DLOS8 LoRa), a Hydreon
rain sensor, an external surveillance camera (IP67), and a SenseCAP ORCH S4 4-in-1
weather station.

The developed system will be responsible for the task of providing the necessary
power to a local processing unit, constituted by a single board computer. This, acts as
a bridge between the various types of existing communication protocols. This way, the
access to the internal states of the MPPT charge controller and the weather station is
made through the Modbus protocol, which works through RS485. Data from all these
devices is sent by the SBC to the LoRa gateway through an IEEE 802.11 (WiF'i) wireless
communication protocol. The solar panel node is shown in Figure 2.

Finally, for the battery node, the power supply consists of a 3.7 V, 2600 mAh Li-
ion battery, and a 3.3 V DC-DC voltage regulator. The regulated voltage will power
the LoRa transceiver, which in the current configuration was the RFM95. The analog
and digital signals provided by the set of sensors connected to this module are fed
to the microcontroller (ATMega328). For this reason, and together with firmware and
hardware design choices, the average hourly consumption of the measured nodes is
about 590 pA. Given this value, and according to the battery charge value, each node is
expected to be able to operate for a time interval of 180 days (without being recharged).

Each measurement node is designed for low power consumption and is powered by a
lithium-ion battery that provides one year of longevity between charges. Data is sent,
via the LoRa portal, to a FIWARE stack responsible for context management. The
information from all these measuring points is aggregated in a hub, in this case a LoRa
gateway, which will be responsible for transmitting the data to the context agent via a
4G/LTE backhaul connection.

These sensors have the ability to measure different properties of soil (moisture at
different depths, temperatures), air (moisture at different depths, temperatures), light
intensity, and battery charge. The autonomous node is shown in Figure 2.

5 Data and Soil Model

Regarding the data model, the context entities and all the information associated with
the current system will be managed by a platform based on FIWARE, developed for the
implementation of IoT applications and open source. All context information, collected
and managed by FIWARE, will be available for the DT model.
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Fig. 3: Overview of the data architecture in the IoT sensor network

FIWARE is an open-source initiative that defines a universal set of standards for con-
text data management. The concept of context and the definition of the architecture of
this platform are based on the information model known as NGSI-LD. All these entities
are instantiated in FIWARE’s Orion broker which, in addition to context management,
provides an API that can be used to query and retrieve data.

The data connection between each custom IoT node and the gateway will be man-
aged by a LoRa-based protocol. Each JSON-based payload packet transmitted by the
measurement nodes to the gateway will be sent to an MQTT broker using a 3G/4G
mobile communication infrastructure. From a logical point of view, each node will be
an entity whose context information and temporal persistence are managed by a broker
running on a system based on the FIWARE ecosystem [12]. Figure 3 represents the
described the overview of the data architecture in the [oT sensor network.

Therefore, the proposed system will address the digital soil twin (DT), as a virtual
model of soil dynamics. All the developed intelligent nodes will collect information
about the soil state in real-time. This set of inputs will be analysed together with other
external contextual data and integrated into the digital twin. Due to soil heterogeneity,
global soil models will be addressed through a spatial discretization where diffusion
equations associated with black box models, supported by computational intelligence
(machine learning) methodologies, will be used to make predictions about the actual
spatial distribution of soil chemical content.



These predictions, together with the vegetative state of olive production, will be
used in a model-based predictive control methodology. In this paradigm, the best soil
practices, such as the concentration of fertilizer to apply in a given area, will be calcu-
lated based on the long and short-term predictions provided by the digital twin. The
objective function that will shape the behaviour of the controller will take into account
the impact of current soil management policies on soil health, overall olive yield, and
farmer profit [13,14].

Figure 4, represents the proposed system, called DT. In the physical environment
is the olive grove, where the network of sensors that collect soil and environmental
parameters is being installed. In the digital environment, the data collected are managed
by FIWARE, which is sent to the soil model. From the modeled data, and the parameters
received from the weather forecast and from the farmer, Machine Learning is used. The
results of this are sent to the farmer, making it possible to make long and short-term
forecasts about the best olive grove management practices. The Farmer controls the
actuator, in order to manage the agricultural production in the olive grove.

Physical Environment pigital Environment

Weathher Forcast

Farmer L Machine «— Soil Model

Learning

C
— A
. | Fiware
Actuator Olive grove
Stored data

Collected data

Sensors, Weather station,
(Temperature, humidity, pH,
precipitation)

Fig. 4: Digital Soil Twin Representation.

6 Conclusion

Digital twins (DTs) are virtual representations of physical objects, processes or systems
that are increasingly being adopted in factories to improve productivity and product
lifecycle management.

The data generated by the customized set made by the measurement nodes will be
transmitted to a remote central, in which, the DT performs processing and predictive
control. For this purpose, each node will be equipped with a LoRa-based transceiver
that will be responsible for sending the meters to a LoRa concentrator (gateway). It is
expected that in the future, this sensor network will be able to feed the digital terrestrial
twin with the collected data.



The developed nodes will play an important role in supporting the state information
that will be used by a Digital Soil Twin (DT). The sensor network will provide data
to the soil DT, which can be used to predict soil conditions and recommend optimal
management practices to improve the productivity and quality of agricultural products.

With the digital representation of the dynamics that soil undergoes as a result of
different policies and management options, it is intended to make long-term predictions
regarding the evolution of its quality. Ultimately, it is expected that the knowledge of
trends in the evolution of soil characteristics, together with a predictive control strategy,
will lead to a regulation of soil characteristics towards optimal operating conditions.
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Abstract. In this paper, we explore the potential of speaker recognition technology as a bio-
metric authentication method for access control systems. We focus on the development and
evaluation of two machine learning models, the Gaussian Mixture Model (GMM) and Multilayer
Perceptron (MLP), for speaker identification. Our research presents a review of speaker recog-
nition literature, followed by a detailed methodology for constructing and training the GMM
and MLP models on a specific dataset. Experimental results highlight the performance of these
models in terms of accuracy and efficiency. This study contributes to the application of GMM
and MLP models for speaker recognition-based access control systems, serving as a resource for
future research and development in secure and effective access control solutions.

Keywords: Speaker recognition - Gaussian Mixture Model (GMM) - MLP (Multilayer Percep-
tron).

1 Introduction

Speaker recognition is a technology with potential applications in biometric authenti-
cation, which can be employed in access control systems for secure environments. In
recent years, progress has been made in speaker recognition technology, including the
development of sophisticated algorithms and machine learning models. By analyzing the
unique characteristics of an individual’s voice, this technology can accurately identify
people and grant them access to restricted areas.

This paper presents the initial work on the development and evaluation of two
speaker recognition models: the Gaussian Mixture Model (GMM) and the Multilayer
Perceptron (MLP). We begin with a review of the literature on speaker recognition, fol-
lowed by a detailed description of the methodology employed to develop the GMM and
MLP models, as well as the dataset used for training and testing. Finally, we present
and analyze the experimental results obtained from the evaluation of both models.

This paper contributes by developing and evaluating two machine learning models.
Our objective is to present our initial work on speaker recognition-based access control
systems by exploring the application of GMM and MLP models. Our research describes
how we build and train these models and present the experimental results we obtained.
We believe that this work can serve as a resource for future research in this area, as
well as aid in the development of more secure and efficient access control systems.
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2 Related Work

In recent years, the field of speaker recognition (SR) has seen significant advancements,
driven by the development of novel techniques and the growing availability of large
datasets. As a result, a significant number of research articles have been published to
explore various aspects of SR, from fundamental concepts and methodologies to the
latest state-of-the-art models.

Among these early approaches, Gaussian Mixture Models (GMM) emerged as a
popular and powerful technique in the pre-deep learning era of SR, from 1995 to 2006.
The GMMs models were applied in numerous applications in computer vision, speech
recognition, and speaker recognition, thanks to their ability to approximate complex
distributions using a combination of simple Gaussian distributions [1]. Deep learning
has been the dominant machine learning approach since around 2010 [2].

The concept shares similarities with Gaussian mixture models, using simple functions
called neurons to approximate complex functions. In speech signal processing, recurrent
neural networks have been particularly useful due to their ability to model sequence
data effectively [3]. Deep learning models are more scalable and efficient when handling
large datasets, with specialized hardware like GPUs and TPUs available for acceleration.
From 2014 onwards, the field of speaker recognition has seen numerous advancements
in deep learning models.

Hanifa et al. [2] provides a comprehensive survey of SR models, addressing major
issues such as background noise, lack of data, and attacks on models. It presents a
chronology of the field’s development, highlighting the technologies created and the
progress made. Researchers have explored various preprocessing techniques, common
features extracted in the field, potential model types and classifiers, and application
areas.

Examples include a 2010 study that employed 3 Discrete Wavelet Transform (DWT)
with different coefficients, using a Multilayer Perceptron (MLP) and a Gaussian Mixture
Model (GMM) as classifiers [4]. Both models achieved high accuracy (98% and 99%),
but the MLP could be trained with audio samples half the duration of those used in the
GMM model. In subsequent years, research utilized neural networks, such as the Fuzzy
Min-Max Neural Network (FMMNN) [5], as well as variations of the GMM model [6],
and comparisons with Hidden Markov Model (HMM), all using Mel Frequency Cepstral
Coefficients (MFCC) vectors as input [7].

Later attempts explored variations of MFCC features, such as Normalized Dynamic
Spectral Features (NDSFs) and Linear Prediction Cepstral Coefficients (LPCCs), to
determine if these sets could provide better feature representation than MFCCs [§].
The field then shifted to using convolutional neural networks [9] and x-vectors for
their robustness to noise [10]. Recent studies in the survey employed combinations of
the aforementioned features, such as MFCCs + PNCC [11] and LDA + MFCCs [12],
among others.



3 Methodology and Results

In this research, we developed a methodology to explore and understand Speaker Recog-
nition (SR) techniques through the implementation of early SR approaches, includ-
ing the Gaussian Mixture Model (GMM), GMM-UBM, and the Multilayer Perceptron
(MLP) model. These implementations allowed us to compare different approaches in
the SR domain and develop a deeper understanding of the underlying concepts and
challenges.

For the GMM implementation, we began by extracting the first 20 MFCCs from
each audio file, consisting of 32 speakers. This resulted in a matrix m x n, where m is
related to the audio duration and n is equal to 20, as we are using the first 20 MFCCs.

We created 32 GMM models, one for each speaker, and extracted the 20 MFCCs
from each audio file. We concatenated the tables with the MFCCs for each speaker
and divided the data into 80% for training and 20% for testing. A GMM model with
32 Gaussians was trained for each speaker. After training, we used a function that
calculates the average log-likelihood per sample of the provided data. To identify a
speaker, we took a speech sample and compared it to all GMM models, selecting the
model with the highest score as the most probable representation of the speaker.

In this first approach, the model correctly recognized all speakers in the test set;
however, since the GMM model assumes a closed set, it attempts to identify the speaker
from the set by assigning a score to the most likely candidate. This makes it impossible
to determine the presence of an imposter that is out of the set. Following this method,
when processing an imposter’s speech, we would have a score for each model, and the
imposter would be classified with the model with the lowest score, incorrectly assigning
the imposter instead of rejecting them.

This initial GMM model is a Speaker Identification model, where the task is to
identify which speaker said a given phrase. However, we are now interested in verifying
if a speech came from a specific speaker, which is called Speaker Verification.

To perform Speaker Verification (i.e., to determine if the speaker is who they claim
to be), another approach called the Universal Background Model (UBM) is necessary
[13]. This approach uses a speaker-independent GMM model to represent alternative
speakers or imposters. We then reduce the problem to test two hypotheses:

Hy: The utterance is from the hypothetical speaker S.

Hy: The utterance is not from the hypothetical speaker S.

To calculate the model, we use the log-likelihood ratio, defined as:

L(X) = Inp(X|Ho) — Inp(X|H) (1)

Where X is the feature vector extracted from the speech utterance.If L(X) > 0, we
accept Hypothesis Hy; otherwise, we accept Hypothesis H;.

To implement the above-described approach, two methods were applied. In the first
method, for a single speaker S, a GMM model containing only S’s training data and a
GMM-UBM model containing data from all speakers excluding S were trained. In total,
there were 32 GMM models and 32 GMM-UBM models for each speaker, resulting in
two GMM models for each speaker. In this approach, the model recognized 30 out of
the 32 speakers, however, the 2 unrecognized speakers’ scores were really near zero.
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We test a new approach based on the proposal of Reynolds [13], where the idea
for creating the GMM-UBM is slightly different. First, we used all the training data
to create the GMM-UBM. Then, using an algorithm called Bayesian Adaptation, the
UBM model was adapted for each speaker’s specific data. In the end, there were 32
GMNMs, one for each speaker, and a single UBM. Although it is possible to re-adapt the
weights, means, and covariances, the best approach is to adapt only the means. The
training pipeline is illustrated in Figure 1.

Speaker 1 Data

Speaker 2 Data @
------ > @MofUE@ | > @MofUE@

—_ — —_— ——

Speaker N Data EM algorithm Bayesian adaptation

Speaker 1 Data

Fig.1: GMM-UBM training pipeline using Bayesian Adaptation algorithm.

After training, there was a slight improvement in the number of correct identifica-
tions, now the model accepts 31 out of 32 speakers. However, the system using this
approach resulted in more false positives.

Based on the work done by Kral et al. [4], our study focuses on implementing a
Multilayer Perceptron (MLP) model for speaker recognition. We build upon the existing
research that demonstrates the effectiveness of MFCCs in speaker recognition tasks.

For the initial testing phase, Model A, a simple Multilayer Perceptron (MLP) model
was created to classify 32 speakers. The architecture of all MLP models is shown in
Table 1. The model took the first 13 MFCCs, delta MFCCs, and delta-delta MFCCs
as input features for a descriptor size of 39 features. The MLP architecture consisted
of three hidden layers with 256, 128, and 64 neurons, respectively. The audio features
were efficiently extracted and saved in a CSV file, allowing for easier feature selection.
The initial tests achieved an accuracy of 74% using CrossEntropy as the loss function,
training for 50 epochs, in Figure 2 it is shown the loss function during the training.

Table 1: MPL architecture.

Layer (type)|Input Shape|Output Shape
Linear-1 N 256
Linear-3 256 128
Linear-5 128 64
Linear-7 64 32

Subsequently, the model could be trained for mode epochs and an early stopping
mechanism was implemented in order to optimize time training. This attempt, which
utilized the same MLP architecture for classification, will be referred to as Model B for
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Fig. 2: Train Loss function for MLP model for 50 epochs.

future reference. Model B was used for classification with 70% of the data allocated for
training, 10% for validation (early stopping), and 20% for testing. The early stopping
criteria were initially based on the loss function but later switched to accuracy, as it
was observed that accuracy could still improve even when the loss increased.

The highest accuracy achieved with this model was 91.12% on the test data. It was
hypothesized that the increasing loss with improved accuracy might be due to class
imbalance caused by varying audio lengths among speakers, which results in different
numbers of MFCCs vectors extracted per speaker.

Additional features were incorporated into the model, which we will refer to as Model
C, such as chroma stft, rmse, spectral centroid, spectral bandwidth, spectral roll-off,
zero crossing rate, and more MFCCs (20 columns) for a total descriptor with size of
77 features. The input size increased, and the model was trained over 500 epochs.
This resulted in a validation accuracy of 93.48% and a test accuracy of 92.19%. The
training became more stable with the increased number of features, although the loss
still increased.

Finally, the learning rate was reduced from 0.001 to 0.0001, leading to more stable
training and a further improvement in accuracy. The model, which we will refer to as
Model D, achieved 93.4% validation accuracy and 93.33% test accuracy.

The loss and accuracy during the training could be seen in Figure 3.
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Fig. 3: Train Loss and Accuracy function for MLP model for 500 epochs.

A comparison of the MLP network’s results can be found in Table 2.

Table 2: Performance of MLP Model Across Attempts

model Input Features Validation Accuracy|Test Accuracy

Model A|  MFCC(13), AMFCC(13), A?MFCC(13) — 0.74

Model B| MFCC(13), AMFCC(13), A°MFCC(13) 0.9176 0.9112
MFCC(20), AMFCC(20), A’MFCC(20),

Model C|chroma stft(12), rmse(1), spectral centroid(1), 0.9348 0.9219

spectral bandwidth(1), spectral rolloff(1),
zero crossing rate(1)

MFCC(20), AMFCC(20), A’MFCC(20),

Model D|chroma stft(12), rmse(1), spectral centroid(1), 0.934 0.9333

spectral bandwidth(1), spectral rolloff(1),
zero crossing rate(1)

4 Conclusion

This study demonstrates the effectiveness of a Multi-Layer Perceptron (MLP) model
for speaker identification using various audio features. The integration of additional
features has all contributed to a more robust and accurate model.

The results show that an MLP model can achieve high accuracy in speaker classifi-
cation, with the best model reaching 93.33% on test data. These findings highlight the
importance of using a diverse set of features and optimizing hyperparameters, such as
the learning rate, to achieve better performance. By decreasing the learning rate value,
the model showed more stable behavior, enabling a slow and steady adjustment of the
neural network weights throughout training. This resulted in a better convergence of
the training process. In the end, these modifications allowed the model to learn better
and find a superior solution, which improved its performance on the given task.

Despite the promising results, there are still some challenges that need to be ad-
dressed. The increase in the loss during training, probably due to class imbalance,
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warrants further investigation to improve the model’s stability and generalization. Fu-
ture work could explore techniques such as data augmentation, resampling, or other
mechanisms to handle class imbalance more effectively.

Additionally, other architectures, such as Transformer Networks Convolutional Neu-
ral Networks (CNNs), and Recurrent Neural Networks (RNNs), could be considered for
speaker classification tasks to evaluate their performance in comparison to the MLP
model. Exploring recent deep-learning models for speaker recognition presents a way for
future work. We are already in the process of developing and evaluating such models,
aiming to build better models for this task further.

In summary, this paper presents a foundation for further research and development
in speaker classification using neural networks. The results achieved by the MLP model
in this study demonstrate its potential for real-world applications, while the challenges
identified provide valuable insights for future improvements.
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Abstract. Predictive has become an essential tool for the industry, as it allows for the iden-
tification of component failures before they even occur, reducing unplanned interruptions and
increasing process efficiency and productivity. With the advancement of technology, especially in
Industry 4.0, data collection has become even more common, making machine learning methods
a promising and necessary tool for processing the large amount of data and achieving greater
accuracy in fault identification. However, the proper selection of a machine learning method
is a determining factor for the success of the process. This work presents a literature review
of machine learning methods applied to predictive maintenance, showing which techniques are
being explored in this approach, how they are being applied, and which equipment predictive
maintenance is being employed on.

Keywords: Predictive maintenance - Machine learning - Literature review.

1 Introduction

The growing pursuit of efficiency and productivity through the development of artifi-
cial intelligence technologies has made predictive maintenance an increasingly required
strategy in Industry 4.0 [1]. This approach consists of collecting and analyzing data
to predict failures in components and systems even before they occur, allowing for
preventive repairs and replacements at the most optimized moment possible, reducing
downtime and repair costs [2].

To harness the benefits of predictive maintenance, the utilization of advanced tech-
nologies such as the Internet of Things (IoT) and Big Data has become instrumental.
These technologies enable the acquisition of large volumes of sensor and equipment
data, which can be further analyzed to detect anomalies and identify patterns that
may signify an impending failure [1]. Given the complexity and scale of this data, ma-
chine learning methods have emerged as an essential tool to effectively interpret and
extract valuable insights from it, enabling accurate failure predictions and optimized
maintenance processes [3].

For predictive maintenance, various methods are explored to leverage machine learn-
ing and increase the effectiveness of maintenance operations. These methods encompass
a wide range of techniques, including supervised learning and reinforcement learning.
Supervised learning algorithms such as Support Vector Machines (SVM) and Random
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Forests (RF) have been widely adopted to build predictive models using labeled train-
ing data [4], which is the focus of this article. Additionally, reinforcement learning
techniques have started to gain attention for their ability to learn good maintenance
policies through interactions with the environment [5].

In addition to the various machine learning methods, the type of equipment and sys-
tems undergoing predictive maintenance is equally significant. Predictive maintenance
techniques have been successfully applied in many domains, including factories, power
generation facilities, transportation systems, and more. In manufacturing, for example,
critical assets such as turbines, engines and pumps are closely monitored to detect signs
of degradation or possible failures [6]. Likewise, in power generation plants, predictive
maintenance plays a vital role in ensuring the reliable operation of turbines, genera-
tors and transformers [7]. Transportation systems such as railroads and airlines depend
on predictive maintenance to increase safety and optimize maintenance schedules for
components such as engines, brakes and signaling systems [8,9].

In this sense, this article aims to provide support for the understanding and im-
provement of the use of machine learning in predictive maintenance. To this end, a
literature review will be conducted to address the methods used in this area, the origin
of the data sets used, and the equipment that undergoes these analyses. The goal of
this research is to contribute to the improvement of the efficiency of the algorithms
applied in predictive maintenance through a more in-depth understanding of the use
of machine learning in this context.

The structure of this article is organized as follows: Section 2 presents the literature
review, addressing the planning protocols and execution of the review. Section 3 dis-
cusses the results of the literature review. Finally, Section 4 concludes the article and
suggests ideas for future work.

2 Literature Review

Literature review is a widely used method in scientific research to evaluate information
related to a specific topic. Its purpose is to allow the researcher to understand what has
already been studied on the topic, identify gaps in knowledge, and possible directions
for future research [10].

The literature review has several advantages, such as rigorous evaluation of study
quality, extraction of essential information, and consolidation of relevant findings. To
be well executed, it is necessary to be comprehensive and critical, which implies seeking
different sources of information, evaluating the quality of these sources, verifying the
credibility of the authors, analyzing the methodology used, and its relevance to the
proposed topic [10].

To conduct a literature review, it is necessary to follow some steps, such as precisely
defining the research questions, conducting a thorough literature search, and estab-
lishing selection criteria, among other procedures. It is important that these steps are
conducted rigorously and with attention to ensure the quality and reliability of the
literature review [11].

In order to ensure the quality of the research, the PRISMA methodology is adopted
as the basis for the literature review. This tool is used to ensure that information is
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presented clearly and objectively, enabling other researchers to evaluate and replicate
the research results [12]. The choice of the PRISMA methodology as the basis for
the review is due to its wide use in the scientific community and the existence of a
published study in the area that will serve as a parameter for comparison with the
review conducted in this article [4,13].

2.1 Literature Review Process

The starting point of this review consists of defining the research questions, since it is
these questions that guide the research objectives, defining its purpose and ensuring
that all relevant aspects are considered. Therefore, the research questions that guide
this study are:

— Q1. How is Machine Learning applied in Predictive maintenance?

— Q. What are the Machine Learning methods used to predict the Remaining Useful
Life of equipment?

— Q3. On which equipment are these methods applied?

— Q4. What are the dataset used?

— Q5. Are the data used real or synthetic?

To continue this study, it is necessary to define the literature sources that will be
researched. In this sense, for this study, three widely recognized scientific databases
were chosen: IEEEXplore?, Scopus®, and Web of Science®.

In addition, at this stage of the research, the selection parameters of the studies are
established, which define the inclusion and exclusion criteria to be adopted. For this
study, the exclusion criteria are:

— E;. Publications published in more than one database

— Es. Publications that do not pertain to Predictive Maintenance and Machine Learn-
ing.

— E3. Publications that do not present results related to Remaining Useful Life.

— E4. Publications that do not present any comparison means.

After excluding the documents that do not meet the established criteria, the relevant
characteristics that will be individually analyzed in each selected article are enumer-
ated. These characteristics will be used as the basis for the discussion of the obtained
results, ensuring a rigorous and reliable evaluation of the study. This process of selecting
and analyzing articles aims to guarantee the accuracy and objectivity of the presented
results. The data extraction fields are:

— D;. Year of publication.

— Ds. Machine learning method used.

— Dj3. Equipment, case, or scenario in which the Predictive Maintenance techniques
were applied

— Dy. Origin of the data, whether it was synthetic or real data.

4 jeeexplore.ieee.org

5 scopus.com
6 .
webofscience.com
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2.2 Execution

The selection of keywords to conduct the bibliographic search was based on a previous
study [4], which used the expressions 'machine learning’ and 'predictive maintenance’,
both in their full and abbreviated forms. As there was a significant increase in interest
in the topic, it was decided to add a third keyword to limit and direct the search towards
the proposed objective, namely, the term 'remaining useful life’.

The Remaining Useful Life (RUL) metric is widely used in predictive maintenance,
along with the concept of 'time to failure’, to estimate the time until a product or equip-
ment failure. Based on this, the keywords and their abbreviated forms are presented in
Table 1 below:

Table 1: Keywords searched

Full form Abbreviated form/Synonym
Predictive maintenance PdM
Machine learning Artificial intelligence
Remaining useful life RUL

Consequently, search strings were elaborated for each of the selected databases, as
described below:

— IEEEXplore: ("predictive maintenance” OR "PdM”) AND ("machine learning”
or "artificial intelligence”) AND ("RUL” or "remaining useful life”)

— Scopus: TITLE-ABS-KEY (( ”predictive maintenance” OR "PdM” ) AND ( "ma-
chine learning” OR 7artificial intelligence” ) AND ( "RUL” OR ”remaining useful
life” ))

— Web of Science: ALL = (("predictive maintenance” OR "PdM”) AND (”machine
learning” or ”artificial intelligence”) AND ("RUL” or "remaining useful life”))

Table 2: Lists the main nomenclature used in this paper.
Abbreviation Definition

ANN Artificial Neural Network
DT Decision Tree

k-NN k-Nearest Neighbors

LR Linear Regression

NB Naive Bayes

RD Real Data

RF Random Forests

SD Synthetic Data

SVM Support Vector Machine
SVR Support Vector Regression
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3 Results and Discussion

The research was conducted in March 2023, with the application of a temporal limit
filter, restricting the search to documents published between 2018 and the present mo-
ment (2018-2023). A total of 355 documents were identified, out of which 148 were
duplicates, i.e., were included in more than one database. After applying all the estab-
lished exclusion criteria, 12 articles were selected for the present review.

Fig. 1 shows the number of articles resulting from the removal of duplicates, pub-
lished between January 2018 and March 2023, accompanied by a trend line. The review
confirms that the use of machine learning techniques in predictive maintenance for
remaining useful life prediction is a new approach, since only one article had been pub-
lished on the subject in 2018. However, after this period, there was a significant increase
in related studies, with an average of just over 20 articles per year in 2018-2020, and
over 48 articles on average in the years 2021-2023 (taking into account that the research
was conducted in March 2023, leaving the remainder of the year to be counted). This
fact may be related to the dissemination of artificial intelligence studies as a means of
productivity gain.
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Fig. 1: Number of papers per year with a trend line from 2018

After the completion of the review, a summary of the analysis of the selected arti-
cles is provided, from which significant conclusions can be drawn. This information is
displayed in a summarized form in Table 3, whose nomenclature is presented in Table
2.

By conducting a comparative analysis with the study published in [4], it is possible
to observe a wide variety of equipment used in predictive maintenance, especially when
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Table 3: Summary of the selected publications on predictive maintenance.

Reference ML method(s) Case Data type
[6] SVR, ANN Aircraft engine SD
[14] ANN, SVM Bearings in grinding machines RD
[15] ANN Aircraft engine SD
[16] k-NN, NB , RF, SVM BLDC motor RD
[8] ANN Wheel-bearing component of a railcar RD
[17] LR Aircraft engine SD
[7] SVM, ANN Wind turbine shaft bearings RD
[9] LR, DT, SVM, RF, k-NN, ANN Aircraft engine SD
[18] ANN Aircraft engine SD
[19] SVM Aircraft engine SD
[20] LR, ANN, DT, RF Aircraft engine SD
[21] RF Rolling Bearings RD

it comes to real sensor data, which represents 89% of the selected articles. However,
in this study, it is observed that this type of data represents less than half of the
analyzed documents. It is therefore concluded that researchers have given preference to
synthetic data for performing remaining useful life prediction. Furthermore, the part
that represents synthetic data belongs to a single dataset, which provides high credibility
in the academic field.

As mentioned earlier, the equipment derived from synthetic data refers to a single
device. On the other hand, the remaining equipment is related to various sectors and
plays a vital role in those areas, such as factories, power generation, and transportation
systems. However, they are applied to small mechanical components within complex
structures [7]. This approach can be explained by the fact that we are in the early
stages of studying predictive maintenance using machine learning [4]. As this technique
evolves, there is the possibility of applying it to larger equipment.

Regarding the machine learning methods employed, there is no consensus, since
various algorithms are applied with their respective justifications. In addition, for the
same dataset, different algorithms are used depending on the author. This fact can be
exemplified by the study carried out by the authors [15], [18], and [19], who adopted
different methods to predict the failure time of the same dataset.

When compared to [4], which predominantly classified random forest as the most
used algorithm with a frequency of 33%, there is still no significant standout value
regarding the other methods. In the present research, it was found that authors prefer
to employ more than one machine learning method in their investigations, such as
exemplified by the authors [16], [9], and [20], who used more than three methods for
prediction.

However, it is important to highlight that the Artificial Neural Network (ANN)
method had a significant representativeness, being used in eight of the twelve selected
articles, both in synthetic and real data. This can be attributed to its suitability for
dealing with noise from equipment sensors, recognizing hidden patterns, as described in
the literature in [22]. Next, the Support Vector Machines (SVM) method appears in five
documents. However, it is important to emphasize that these methods are commonly
used in conjunction with others to allow for a more accurate comparative analysis.
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4 Conclusions and Future Work

When analyzing the already published documents, along with the results obtained in
this study, it can be observed that predictive maintenance is an innovative and effective
approach for predicting failures and implementing interventions in equipment and sys-
tems. The use of machine learning techniques complements this approach and makes it
viable, allowing for greater accuracy in failure prediction and increasing maintenance
efficiency.

However, one limitation of this approach is the need to acquire a large volume of
data to train the machine learning models. This requires a significant investment in
infrastructure and technology. A viable solution to this problem is the incorporation of
the IoT (Internet of Things) mentality in industries.

As a suggestion for future research, it is recommended to develop more advanced
machine learning models and more consolidated validation techniques to carry out com-
parative studies and determine the most effective model in different scenarios.
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Abstract. With this work, it was been developed a multi-agent system to manage comfort
preferences, in an autonomous and completely automatic and non-invasive way for the user. Based
on the use of an architecture supported by low cost hardware, namely Raspberry’s, to support the
different actuators present in the different spaces. To do its validation, a methodology was created
to analyze consumption performance, and the results obtained in two scenarios are demonstrated,
a domestic housing scenario, and a professional environment scenario. The obtained results were
quite positive for the developed prototype, and validate the low cost hardware utilization.

Keywords: multi-agent - consumption - preferences.

1 Introduction

Users are increasingly looking for automatisms that make their daily lives easier. And
thus allow them to have more free time for themselves, not having to worry about
routine tasks. In which most of the time they are not able to optimize them in the same
way, as is done by any automatic system. Still achieving autonomy, which is perhaps
the characteristic most sought after by users of this type of system [1,2].

With this work, it has been validated a multi agent system to achieve the best
comfort preferences using low cost hardware like Raspberry’s, and at the same time
improve consumption performance. This work aims to give continuity and finalize the
doctoral work presented in previous editions [3-5].

2 Materials and Methods

In this section, the different used actuators are detailed, as well the multi-agent system
developed.

2.1 System Actuators

For the different actuators operation, in the different scenarios, different valences were
used, and are following detailed:

Temperature/Relative Humidity

Namely in terms of heating, this was achieved through a hydraulic underfloor heating
that is divided into different circuits to cover the different house areas, as well for its
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control, six thermostats were used that allow in real time to send, using an API, the
desired temperature. The thermostat and its operation mode, can be seen at figures 1
and 2.

Fig. 1: Thermostat desired Fig. 2: Thermostat current
temperature. temperature.

For cooling and relative humidity control, also six fan coils were used, one for each
area, and controlled by individual thermostats, which also allow the desired temperature
definition through an API.

Luminance/Brightness

For luminance and brightness, Shelly bulbs that have WIFI connection are used,
that allow to control different luminance and brightness present at each individual
environment, in the same way they have an API to integrate with other smart home
systems, and that allow its direct control.

Sound

For sound, were used Amazon Echo speakers which have WIFI connection, and allow
to control the sound volume and also the played music (sound source, playlist or gender)
present at each individual environment, in the same way they have an API to integrate
with other smart home systems, and that allow its direct control.

Security Systems

Also, was tested the possibility to use some security systems, and enable/disable this
according to the user detection at the environment.

2.2 Multi-agent system architecture

The multi agent system was developed using JASON and ARGO, and the figure 3
represent the different layers architecture, to easily identify the purpose of each, and
agents containing it.

There will be one principal agent who will represent local system, namely each
individual environment, where it was a need to ensure individualized comfort conditions,
such as a room in a house, or a office in a building. This agent will take into account
any directives that may exist for this environment, such as lower or upper limits to
different comfort conditions, or also safety parameters that may be critical for a given
space. This agent will have a obviously prevalence relative to others, since it will be the
dominant for a given environment.

With users respect, each one in the space, will also be represented by an agent,
this will receive user preferences from main system, for the place where it is, as well
for the time in which it is. Also in this situation there will be a prioritization that
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Fig. 3: Multi-agent system architecture

identifies which user will have environment supremacy, so it also has an increase in the
negotiation process.

In decision-making process, all users agents and agents representing the environment
will be taken into account. With the different priorities that each of them has, and with
this information will begin the negotiation process.

2.3 Evaluation scenarios

For the proposed framework analysis and evaluation, different scenarios were formu-
lated. Initially it was applied in a two floors house.

In this way, it was possible to validate the domestic space concept, with a family
composed of two adult users and a child, characterized before.

Their individual preferences were defined, and the MAS system analysis was carried
out during a six months period. The workspace concept was also defined, with different
local systems being installed in the partner company’s offices.

In section 3 the two defined scenarios results, are detailed, and explained for each of
the aspects analyzed.

Home Scenario

Table 1 characterizes the different users that compose the home scenario.

Username Type Proportion
Userl  Adult 1
User2  Adult 1
User3 Child 0,75

Table 1: Home Scenario - Users characterization.
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All the entry records (samples) considered for analysis are represented, and they are
divided by the six months under analysis (October 2021, November 2021, December
2021, January 2022, February 2022 and March 2022).

Totalizing 15420 log records for the six months in question. Each of these samples
represents one user entrance/presence, recorded by the local system. We can see an
average of 84,45 samples registered for each day.

Work Scenario

Table 2 characterizes the six users that compose the work scenario.

Username Type Proportion
Userl0  Hierarchy 1  (100-1)
User20 Hierarchy 2  (100-2)
User60 Hierarchy 3  (100-3)

Table 2: Work Scenario - Users characterization.

All the entry records (samples) considered for analysis are represented, and they are
divided by the six months under analysis (October 2021, November 2021, December
2021, January 2022, February 2022 and March 2022).

Totalizing 36578 log records for the six months in question. Each of these samples
represents one user entrance/presence, recorded by the local system. We can see an
average of 200,98 samples registered for each day.

3 Results

To assess the results, the scenarios identified in section 2.3 were defined, and imple-
mented. Thus, a six-month period was defined for the identified scenarios analysis, as
well the users present.

For the spaces characterized in section 2.3, information was then collected over a six
months period. Thus, it was possible to carry out all the statistical analysis, in order
to execute the results compilation presented below at section 3.1 and 3.2 and at tables
4 and 6.

As previously mentioned, the results presented are preliminary and subject to indus-
trial secrecy by the partner company. Therefore, all possible information is presented,
considering the company’s intention to commercialize the developed product, there are
thus several restrictions on more data availability.

3.1 Home Scenario

Regarding energy savings, and knowing that it is currently a factor that isn’t and cannot
be neglected by any individual user or any business entity.

Considering the costs increase with different energy types, as well the ecological
footprint that its production represents, the savings metric was also calculated, always
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considering that the purpose of this solution would not have this as prime factor, but
indeed the maximum user comfort.

To check exact values, the month global consumption was been verified for each
analyzed space, and compared with the same month global consumption, after applying
the solution.

At table 3 we can see the mean value for the baseline day consumption, and the day
consumption for the analyzed period, and also the difference in kWh, and the savings
in percentage value. At figure 4 we can see the plot of this information.

Baseline Period analyzed Difference Savings
(kWh) (kWh) (kWh) (%)
Home 35,2 32,05 3,15 9,84

Scenario

Table 3: Home Scenario - Day Energy consumption (mean value).
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Fig.4: Home Scenario - Day Energy consumption (mean value).

At table 4 we can see the total consumption value for the baseline, and for the 6
months period analyzed for the home scenario, and also the difference in kWh, and the
savings in percentage value. At figure 5 we can see the plot of this information.

Oct Nov Dec Jan Feb Mar Total

Baseline
(kWh) 806 960 1240 1426 952 930 6314

Period analyzed
(kWh) 682 870 1209 1209 868 868 5706

Table 4: Home Scenario - Energy consumption - 6 Months.
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3.2 Work Scenario

At table 5 we can see the mean value for the baseline day consumption, the day con-
sumption for the analyzed period, and also the difference in kWh, and the savings in
percentage value. At figure 6 we can see the plot of this information.

Baseline Period analyzed Difference Savings
(kWh) (kWh) (kWh) (%)
Work 42,5 36,4 6,1 16,76

Scenario

Table 5: Work Scenario - Day Energy consumption (mean value).
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Fig. 6: Work Scenario - Day Energy consumption (mean value).

At table 6 we can see the total consumption value for the baseline, and for the 6
months period analyzed for the work scenario, and also the difference in kWh, and the
savings in percentage value. At figure 7 we can see the plot of this information.
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Oct Nov Dec Jan Feb Mar Total

Baseline
(kWh) 992 1050 1519 1643 1036 992 7232
Period analyzed
(kWh) 899 840 1364 1612 868 868 6451

Table 6: Work Scenario - Energy consumption - 6 Months.

1800
1600
1400

1200

Fig. 7: Work Scenario - Energy consumption - 6 Months.

4 Conclusions

With this project, was achieved the complete development of a multi-agent system, an
effective reduction in consumption.

The possibility of using low cost hardware (40€) to control this type of system was
also validated. Therefore, it is effectively possible to use this type of equipment for the
development of this type of project.

The 6 months analyzed period is not very extensive, but it can be seen as sufficient
for this kind of spaces (domestic, small company) analysis,because users remain in some
way very constant, and where there is thus no significant variance in their preferences.
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Abstract. The COVID-19 pandemic has made it crucial to monitor vital signs, particularly
cardiovascular signals, for maintaining good health and preventing future problems. Wearable
medical devices have become increasingly popular for real-time monitoring of cardiovascular
health. The Cardioban, developed by Plux Biosignals, is a promising device to provide insights
into a user’s cardiovascular health and detect early warning signs of heart disease. To evaluate its
accuracy and effectiveness we conducted a critical review by comparing its readings with those of
a certified clinical device and evaluated its ability to detect early warning signs of heart disease.
This review is crucial for ensuring the accuracy of wearable medical devices and ultimately the
safety and well-being of patients, and it can give healthcare providers and patients confidence in
the accuracy of these devices.

We processed the data obtained from both the Cardioban and the clinical device used in a hos-
pital environment to enable a direct comparison between the two devices. We used statistical
techniques, including Ttest, Peak count, Bland-Altman, as well as matching the waves when
normalized to a single wavelength. Our study found that the Cardioban device performs compa-
rably well to the regulated clinical machine used in our study, suggesting its potential as a viable
alternative for cardiovascular monitoring.

Keywords: Wearable medical devices - Cardiovascular health monitoring - Vital signs - Accu-
racy assessment - Remote patient monitoring.

1 Introduction

Wearable medical devices have gained popularity in recent years due to their ability
to monitor health in real time and provide valuable data for individuals, healthcare
providers, and researchers [1]. These devices can range from simple fitness trackers
that monitor steps and calories burned to sophisticated devices that track vital signs
such as heart rate, blood pressure, and oxygen saturation [2]. Wearable devices are
increasingly being used for the management and prevention of various health conditions,
including cardiovascular disease, respiratory disorders, and diabetes [3]. The use of
wearable devices has been shown to improve patient outcomes, reduce healthcare costs,
and enhance the quality of care [4]. However, the accuracy and effectiveness of these
devices can vary, and it is important to evaluate their performance to ensure that they
are safe and reliable for medical use. In particular, the accuracy of devices that monitor
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cardiovascular health is critical, as early detection and treatment of cardiovascular
diseases can significantly reduce the risk of complications and improve the overall quality

of life [5], [6].

2 The Wearable Medical Device: CardioBan

The cardioban (Fig. 1) is a wearable device that uses multiple sensors to collect data
on heart rate, heart rate variability, respiratory rate, skin temperature, and physical
activity levels.Is a non-invasive wearable device that utilizes a singlelead ECG signal to
detect various cardiovascular parameters. It is worn around the chest, and the data is
transmitted wirelessly to a smartphone app, where it can be analyzed and interpreted.
This data is then processed using the signals coming from the sensors and the device
displays metrics to the user, allowing for the evaluation of their health status.

[
Icordio AN @ I @

-]

c. ¥l

Fig. 1: Various views of the Cardioban. This wearable medical device was developed by Plux Biosignals,
Lda.

3 Methodology

The study was conducted at the 2Ai - Laboratory of Applied Artificial Intelligence, in
the School of Technology, Polytechnic Institute of Cavado and Ave (IPCA). The purpose
of the study was to compare the reliability and confidence of the CardioBan device,
developed by PLUX Biosignals, with the GE Vivid E9 ultrasound machine, which is
used for regulated hospital use. The study was designed to collect data from the cardiac
signal of participants using both devices, with the aim of evaluating the accuracy of the
CardioBan device. Data was collected from participants over 18 years of age who were
conscious and aware of their motor and psychic activities, and had given their consent.
The data obtained from the two devices was processed and analyzed using statistical
techniques such as the T-test, Peak count, Bland-Altman analysis, and Normalization.

4 Results
In order to provide a detailed examination of the results at the individual level, a

randomly selected participant’s data will be presented visually (Figs. 2 and 3). As part
of my ongoing efforts to streamline and focus the content of my paper were decided to
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CardioBan, PLux Biosignals Lda GE Healthcare Vivid E9

Fig. 2: ECG signal from the two devices used in the study. On the left, the Cardioban ECG signal, and
on the right, the ECG signal from the GE Healthcare Vivid E9 regulated clinical machine.

restrict the discussion to just two of the analytical tests that were performed (namely
peak counting and normalization).

Regarding the quantification of peaks in two ECG signals obtained from a single
participant but recorded using two distinct monitoring devices. Figure 2 indicates that
the two signals are highly similar. The maximum discrepancy between the two signals is
noted to be two peaks. This observation suggests that both devices effectively capture
the same ECG signal with consistent periodicity and wavelength.

In the specific case of normalisation, if it coincides between two ECG signals, it
means that the signals have been adjusted to have the same amplitude and baseline,
making them more comparable. It is visible in the graph of Figure 3 that there is a
100% coincidence between the signals, managing to perfectly analyse the variations in
the same timings in both signals.

Normalized Signal from CardioBan, Plux Biosignals Normalized Signal from GE Healthcare Vivid E9
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Fig.3: ECG signal plot after normalising the data using the Excel tool. On the left, the normalized
wavelength of the signal from CardioBan, Plux Biosignals and on the right, the normalized wavelength
of the signal from GE Healthcare Vivid E9.

5 Conclusion

The review assessed the potential of the Cardioban device by Plux Biosignals for moni-
toring cardiovascular health in clinical practice and research. The study found that the
Cardioban performed comparably well to a certified clinical device in detecting early
warning signs of heart disease. Wearable medical devices like the Cardioban have the
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potential to provide valuable real-time insights into a user’s health status. The accu-
racy of wearable medical devices, especially those for medical purposes, is critical to
avoid misdiagnosis and improper treatment. Wearable devices for remote patient mon-
itoring are more important now during the COVID-19 pandemic. This study provides
valuable insights into the Cardioban’s accuracy and effectiveness for monitoring cardio-
vascular health, suggesting the potential of wearable medical devices for cardiovascular
health monitoring. Further research is needed to investigate the Cardioban’s potential
in different populations and clinical settings.
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Abstract. The exponential growth of urban populations has put in agenda the need of cities to
become more sustainable. The concept of Smart Cities can be an important part for the solution
to this problem. One of the elements that can be found in this paradigm are smart crosswalks.
Although they have many advantages, it is still difficult to adequately support people who are
blind or visually impaired when they are crossing the street. This paper addresses this problem
by presenting a project that aims to develop a solution to promote accessibility of visually
impaired citizens through the implementation of a digital fencing system based on the user
location obtained from the RSSI values between two beacons and the user’s smartphone. Details
behind its architecture and the overall functionality of a custom-made app will be provided.

Keywords: Pedestrians crosswalks accessibility- Digital fencing - Smart Cities - Bluetooth Bea-
cons

1 Introduction

Over the past 50 years, the population living in cities has grown quickly, and by 2050,
it is predicted that almost two-thirds of the world’s population will live in urban ar-
eas [1]. Smart Cities has emerged as a solution to address the pressing need for cities to
become more sustainable, efficient, and livable. Smart cities are urban areas that uses
Information and Communication Technologies (ICT) services or products that: enhance
the social and ethical well-being of its citizens; provide quality, performance, and in-
teractivity of urban services to reduce costs and resource consumption; and increase
contact between citizens and government [2].

The installation of smart crosswalks is one of the key elements of smart cities. Using
a variety of technologies, smart crosswalks are an intelligent traffic management system
that aims to improve pedestrian safety, reduce traffic congestion, and enhance overall
pedestrian experience.

Although Smart Crosswalks have many advantages, it is still difficult to adequately
support people who are blind or visually impaired when they are crossing the street.
According to the most recent national censuses, in Portugal about 890,000 people have
vision problems, of which 27,000 are totally blind [3]. The lack, or significant deprivation
of the sense of sight, translates into challenges that some people must overcome and that
are normally not perceived by the rest of the population. The sharing of space between
cars and people poses safety challenges that must be considered to avoid accidents
that often end in fatalities. Security is even more critical on crosswalks since these are
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places where the probability of collision between vehicles and pedestrians is substantially
higher. Knowing when and where it is safe to cross a given road is fundamental.

This work seeks to include active systems that could promote an increase in cross-
walks safety targeting a broader pedestrian universe of users which includes visually
impaired persons. This accessibility module is intended to be integrated in the future
into the VALLPASS project. This project developed a pedestrian crosswalk that it is
integrated into the smart cities paradigm.

The aim of this paper is to describe the overall approach that will be taken to in-
crease the smart pedestrian crosswalk accessibility to visually challenged pedestrians.
Details regarding the technological tools used to achieve this solution will be provided
in Section 3. Before that, an overview of related work is presented in Section 2. Then
Section 4 explores the accessibility approach. In Section 5 it is showed the experimen-
tal test made. And last, the closing section will be devoted to presenting the main
conclusions of the paper and pointing out further work directions.

2 Related Work

This section will be devoted to describing the most common approaches found in the
literature that deal with the problem of crosswalks accessibility improvement for visually
impaired pedestrians. The solutions are found to fall into one of the following two
categories: global positioning using GNSS/GPS and image processing.

[4], designed a smartphone application that takes the user location and orientation
obtained from the GPS receiver and for the cases where the GPS signal is weak, they
placed Bluetooth beacons with a geo-ID tag to improve the information on the user’s
location. The application exchange messages with the traffic light controller asking how
long the user must wait until is safe to cross the road. This information will then be
relayed to the user using audio messages. It is worth pointing out that this approach
requires the location of Bluetooth beacons since, in general, they are not integrated
into the conventional crosswalk signaling system. Moreover, it relies on the availability
of an API to query the traffic system about its status which is not usually the case.

Other researchers approached this question through computer vision and image pro-
cessing. That is the case of the research made by [5], they worked on the Crosswatch
project. They first identify the intersection where the user is standing in through the
GPS sensor of the smartphone. Then it asks the user to rotate to take a panoramic
image of the location. Then, they obtain a second image from Google Maps of the inter-
section. With these two images they run a computer vision algorithm to do a comparison
between them and obtain the exact location of the user. The focus of this project is to
obtain the exact location of the user, that information later could be used as a base
for future work to help to guide to user go through the intersection, but the image
capture method maybe it’s too complicated to be performed by a visually impaired.
Another problem with this kind of solution is that they rely on the user smartphone
and its capabilities of performing a fast image processing to be able to locate the user
in real-time.

Kiyoung et al. [6] presented the Crossing Assistance System (CAS) where a location
is performed through machine learning using the Received Signal Strength Indication
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(RSSI) from eight Bluetooth beacons located at a four-corner car intersection with
four crosswalks (two beacons at each side of a crosswalk). A smartphone app takes the
measured RSSI of each beacon and then the machine learning algorithm computes the
user location. In this setup, the beacons send data every half second and the smartphone
app is built to receive two RSSI signals per second provided by the eight beacons. As
they have large amounts of data, and the signals can be sensitive to noise due to the
traffic they implemented the moving average filter to achieve better results. According
to the authors, if they give the algorithm a three seconds windows to process the
data, they can provide the user location with a 99,8% accuracy. However, their work
doesn’t implement any guidance system as their main focus was developing the location
algorithm, although they mention it as a potential future work. In addition, Bluetooth
beacons must be installed on third party systems which can be challenging.

3 System Architecture

In this section we explore the technological tools used for the approach taken in this
project.

3.1 BLE Beacons

Bluetooth beacons are transmitter devices that broadcast a BLE signal to the nearby
mobile devices. This technology enables other devices to perform actions when near to
one of them.

One of the main differences between Bluetooth beacons and other location-based
technologies is that the beacons are an unidirectional transmitter: it can’t receive data.
Thus, it is needed that the receiving devices have a specific application or system to
interact with the beacon. This warranties that only the application is able to track the
user location and not the beacon transmitter [7].

To transmit data to the receivers, the beacons use the advertising mode to broadcast
data periodically. The advertising signals contains a small data payload, also known as
Protocol Data Unit (PDU) [8]. The selected protocol for this project is shown in the
Figure 1.

(a) Adv PDU Payload defined by iBeacon Standard
1 byte 4 bytes 2 bytes 6 bytes 9 bytes 16 bytes 2 bytes 2 bytes 1 byte
Preamble | Access Address Header MAC iBeacon Prefix Universally Unique Identifier (UUID) Major Minor Tx Power

Fig.1: Advertising PDU of iBeacon. Image from [9].

3.2 Distance measurement

The average signal power between a transmitter and a receiver decreases logarithmically
with distance. The RSSI indicates the energy loss in the signal transmission. The smaller
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the value, the less the attenuation. One of the most commons methods of RSSI ranging,
and the one used in this work, is the shadowing model.

The logarithmic normal distribution describes the random shadowing effects which
occur due to the environment on the propagation path [10].

Pu(d) = Py (dy) + 10nlog<di0> o 1)

Operating in the Equation 1 and knowing that d is the undetermined distance [11]:

d _ lo(A—RSSI)/lo'I‘L (2)

3.3 RSHSI filtering

To be able to obtain the distance to a beacon using the Equation 2 we need to eliminate
the uncertainty generated by the random variable x,. To solve this problem, in this work
we use the moving average filter. It is a statistic filter that works by gathering n RSSI
samples and averaging the values to create a new value.

1<
RSST =~ ZO RSSI, (3)

4 The accessibility approach

The VALLPASS project have developed and built a smart pedestrian crosswalk solution
that improves the security of pedestrians and, at the same time, is compatible with the
smart cities ecosystem. The situation illustrated on the Figure 2 presents the typical
disposition of the VALLPASS solution.

Fig.2: The VALLPASS smart pedestrian crosswalk.

In the VALLPASS smart crosswalk solution, there are two VALLPASS units installed
sideways of a crosswalk. Each one of the VALLPASS elements includes BLE beacon,
configured with the ¢Beacon protocol that broadcast a RF signal able to be detected by
every device that is near to it. Assuming that a given pedestrian has a smartphone with
the designed application installed, the advertised PDU and the RSSI of each beacon
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will be decoded by the software and the relative position of the pedestrian, regarding
the crosswalk, is estimated.

It is worth noticing that, in practice, location by triangulation requires, at least,
three points. However, in a typical crosswalk application, only two VALLPASS units
will be available. Hence, there is an intrinsic uncertainty if the pedestrian is upstream or
downstream of the crosswalk. However, this issue is not fundamentally a problem since
the location algorithm will be concerned with the relative peak power and disregard
if the pedestrian is approaching the center of the crosswalk from the left or from the
right. Moreover, positioning is not the main objective of this system. Indeed, pedestrian
positioning can be fine-tuned by himself with the help of the tactile cues embedded on
the sidewalk. Being able to provide accurate information on the actual crosswalk and
traffic status while providing decision support regarding the most secure time interval
to cross the road is the key feature of the accessibility system.

4.1 Android Application

Figure 3 shows the basic flowchart of how this application works. To be able to interact
with the visually impaired it implements text-to-speech of the distance every 10 seconds.
The UT of this application, it contains the main information of the nearby Beacons.
It can be seen in Figure 4.
There is an implementation of a text-to-speech of the distance to the crosswalk allows
the interfacing with the visually impaired.

5 Results

From (2) it is needed to determine the RSSI at one meter, and the path loss exponent
(n). From experimental testing these values are:

— A= —62dBm
—n=3

5.1 Experimental Testing

Once the application is configured with all its parameters, some tests on the system
were performed in an urban landscape with little signal interference’s (such as cars
and pedestrians). For this purpose, the device was submitted to take one hundred
measurements, and four tests were performed. For each test, the window size of the
moving average filter was the following:

— Test A=1
— Test B=3
— Test C=5
— Test D= 10
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Fig. 3: Structure of the Android APP

5.2 Analysis of the Experimental Results

In Figure 5 it is presented the measurement results with the beacon placed at 10 meters
from the phone.

One factor that is needed to understand the behavior of the system is the coefficient
of variation (CV) which is a statistical measure that represents the relative variability
or dispersion of a dataset, expressed as a percentage. It is calculated as the ratio of
the standard deviation to the mean of the dataset. The Figure 6 show the coefficient of
variation for the measurement with the beacon placed at 10 meters from the phone.

The Figure 7 present the systematic error from the test performed at 10 meters of
distance.

From the analysis, tests C and D have demonstrated promising results, principally
for test D, in which it has shown the lowest systematic error and standard deviation.
However, these results can mislead the true performance of the system. It cannot be left
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Fig.5: Analysis with the beacon at 10 m from the phone.
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Fig. 6: Coefficient of variation from the beacon at 10 m from the phone.

unnoticed that these tests were performed in a condition where the distance between
the beacon and the phone was constant, as they were in a fixed position. With a bigger
window size in the moving average filter the less the resulting data will be influenced
by the variation due to noise, meaning a better precision. But this comes at the cost
of a slower reaction time for the system to display and communicate with the user its
actual location, as this filter does not have the ability to distinguish between noise and
real data variations.
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Fig. 7: Average systematic error presented from the beacon at 10 m from the phone.

6 Conclusion and Future Work

Modern societies are inclusive by definition and promoting life quality of all persons
should not be a question of numbers. At the present, where societal digitalization is
accelerating, efforts must be made to use that technology to further improve the urban
mobility and accessibility of persons with disabilities. It is framed on this idea that
this project seeks to develop a smart pedestrian crosswalk that has security as a major
concern. One of the key concepts of this solution is the inclusion of active security
measures targeting visually impaired persons.

This approach have been done using BLE beacons as a reference point for the location
of the crosswalk, and an application that exchanges information with the beacons and
communicates with the user.

The performance of the system is not the ideal as even in a controlled environment
there were signal noise that caused errors at the moment to calculate the distance
between the beacon and the phone. But it is worth pointing out that even if the distance
calculation where not precise, they should provide an estimation of the user location
(relative to the crosswalk) and with more development able to determine when the
pedestrian is near a crosswalk and then communicate relevant information to them
such as traffic status and if it is safe to cross; this data can be gathered by the systems
already installed into the VALLPASS units.

Further steps on this work, is the integration of the explored solution to locate the
user with the existing VALLPASS units to be able to query the system to get informa-
tion on when to cross the road and communicate with the user. Also is worth exploring
other communication method besides text-to-speech, such as haptic approaches using
the smartphone touchscreen and vibration actuator.
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Abstract. The digital transformation of an enterprise, especially those deeply rooted in tradi-
tional practices such as carpentry, is a multifaceted challenge extending beyond mere technicali-
ties to encapsulate corporate identity and its broader business ecosystem. The fourth industrial
revolution, contrary to its predecessor which yielded tangible productivity gains through mech-
anization, is driven by data and interconnections, making the immediate benefits elusive and
difficult to comprehend. Key to this transition is the promotion of digital twinning, fostering a
seamless integration between physical assets, humans and data. Recognizing the unique needs
of each business, digital transformation necessitates bespoke solutions rather than a one-size-
fits-all approach. Against this backdrop, this paper introduces the Woodwork 4.0 project, an
open-source initiative funded by the Portuguese NORTE2020 program, which is geared towards
the digitization of a small to medium-sized carpentry business. The paper delves into the specific
challenges encountered, elucidates the architecture of the proposed system, and offers insights
into the practicalities of deploying digital solutions in the context of traditional industries.

Keywords: - Digital Transformation - Woodwork 4.0 Project - System Architecture for Digiti-
zation - Fourth Industrial Revolution - Carpentry Industry Digitalization.

1 Introduction

The conventional depiction of a small-scale carpentry workshop, characterized by skilled
artisans laboring to meticulously craft wooden items, has experienced a transformative
shift in the 21st century. This metamorphosis is particularly evident in the Mofreita
carpentry shop in North East Portugal. In the present day, the adoption of computer
numerical control (CNC) milling machines has revolutionized the traditional woodwork-
ing operations, enabling extraordinary levels of precision and customization in line with
customers’ unique requirements [1]. This customer-centric methodology, amalgamated
with lean production techniques, has incited significant alterations in custom-made
manufacturing.

Despite these advancements, the sector demands further digitalization of its pro-
cesses, aiming to minimize waste and enhance process control. Consequently, this study
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proposes to address these objectives through the comprehensive digitization and trace-
ability of carpentry processes.

Nevertheless, there exists a conspicuous lack of scholarly exploration focused on the
digitalization of wood manufacturing. A work that bears similarity to the present study
is conducted by [2], wherein the authors developed a platform capable of consolidating
information related to the wood extraction process [3,4]. However, this study, akin to
others, restricts its scope merely to the supply chain process. Consequently, the intent
of this project is to bridge this gap in academic research and contribute to the growth
and development within this under-explored field.

The fusion of physical production with the digital sphere—marked by the harnessing
of real-time data, machine learning algorithms, and big data analytics—is a distinctive
feature of the Fourth Industrial Revolution [5-8]. However, the adoption of this ap-
proach necessitates a fundamental prerequisite step—the digitalization of all processes.
Commercial entities, such as the Mofreita carpentry shop, grapple with the challenge of
integrating such a comprehensive scope of information into their distinctive manufac-
turing processes. An efficient information processing infrastructure that can effectively
manage data sourced from CAD/CAM software, inventory availability, and shop-floor
traceability is crucial. Equally important is the establishment of systems capable of inte-
grating residual woodcuts back into the production cycle, thereby contributing towards
waste minimization and recycling efforts.

In this context, the Woodwork 4.0 (WW4.0) project, financed by NORTE 2020,
was initiated to expedite Mofreita’s digitization and serve as a blueprint for similar
enterprises. The project emphasizes traceability, both in raw material management and
production process tracking, and includes real-time information on leftover woodcuts
and the capability for customers to remotely track their orders.

This paper presents the WW4.0 project’s ontology and comprehensive architecture.
It begins by exploring contemporary smart factory concepts (Section 2), followed by an
analysis of Mofreita’s existing manufacturing processes (Section 3). The transformative
potential of the WW4.0 project is discussed in Section 4, leading to an overview of
the proposed system architecture and ontology. The paper concludes with key findings,
conclusions, and suggestions for future work (Section 5).

2 Modern Solutions to Traditional Challenges: The Smart Factory

Practices for continuous improvement such as lean management have become integral
for companies aiming to optimize operations amidst strong competition and economic
instability [9]. Despite the advancements in information technology, there remain chal-
lenges, notably in real-time monitoring and control of internal and external material
flows [10]. To tackle this, automatic identification systems (AIS) employing technologies
like bar-codes and radio frequency identification have been widely adopted [11] [12] [13].

However, implementing the smart factory concept is complex due to the diverse op-
erational conditions of companies. There are no universal digitization solutions, and
technologies often require significant adaptation and customization before integration
into existing production processes. Small and medium enterprises (SMEs) face these
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digitization challenges more acutely due to their limited resources and technical exper-
tise.

In this context, the Woodwork 4.0 project was developed with the primary aim of
creating a tailored digitization methodology for the Monfreita company. It is envisioned
that the methodology and steps used for this transformation can serve as a guide for
similar manufacturing industries in their digitization journeys.

The next section will delve into the current workflow of the Monfreita company,
providing insight into the challenges inherent in each process step.

3 The Carpentry 4.0 Workflow and Challenges

The Mofreita carpentry, like many similar companies, requires a diverse workforce to
carry out various tasks ranging from management to production-centric roles such as
CAD design and furniture assembly. These roles demand and generate distinct sets
of information, necessitating a two-way flow of information. Current communication
methods and inventory management practices are traditional, leading to several chal-
lenges, such as the reintegration of leftover wood boards from previous processing stages
into new projects and lack of precise historical data for forecasting man-hours for new
projects.

The company faces difficulties in recording and tracking the characteristics and lo-
cation of leftover wood pieces. Also, reliance on individual operator knowledge leads to
inconsistencies in stock availability information.

To address these challenges, the implementation of a comprehensive digital system
consolidating all project components is proposed. The aims of such a system would
include enhancing information flow, creating a centralized repository for each client’s
projects, recording time required for each processing stage, maintaining a registry of
characteristics and physical location for all wood board remnants, improving traceability
and management of various consumables, and providing clients the ability to remotely
monitor the project’s progress via a web-based user interface.

Accurately retrieving the time required for each step in a client’s project is chal-
lenging in practice. While expertise can provide rough estimates, precise historical data
would improve the prediction of man-hours needed for new projects during the budget-
ing phase.

The solution seems to be a digital system that unifies all project components, in-
tending to:

— Enhance information flow within different offices and the shop floor;

— Establish a repository for each client’s projects, containing CAD, CAM, budgets,
and additional documentation;

— Track the time required for each processing stage per project;

— Maintain a registry of the characteristics and physical location of all leftover wood
boards for potential future use;

— Improve traceability and daily management of consumables such as fixtures, sand-
paper, glue;
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— Enable clients to remotely follow the project’s progress via a web-based user inter-
face.

These issues can be addressed using typical approaches found in Industry 4.0 paradigms,

specifically process digitization, management and logistics integration, and traceability
improvement. The subsequent section will present the architecture for a Carpentry 4.0
model extended from some Industry 4.0 concepts.

4 Overall Architecture for the Carpentry 4.0

The Industry 4.0 concept revolves around interconnecting diverse processes through
fully connected devices. Applying this concept to carpentry entails establishing access
to files generated by various third-party software and enabling integrated stock man-
agement with a high degree of digitalization [14].

The proposed work aims to create an information aggregation and processing plat-
form for sharing information among actors in the production process. This includes ex-
changing information about available raw materials and wood parts to be processed. By
utilizing optimization algorithms, optimal raw material management can be achieved,
leading to waste reduction, increased production, and cost savings.

Figure 1 presents an architectural overview of the WW4.0 platform, the central
information system housing data associated with current and past projects.

The WW4.0 platform serves as a hub for aggregating relevant production process
data and facilitating information sharing among various software applications. It opti-
mizes raw material management by cross-referencing stock data with wood parts lists.
Allocation optimization is achieved through the application of optimization algorithms.

Practically, the production cycle involves different software applications, such as 3D
modeling and CAD/CAM, which generate cutting lists and machine code for nesting
and CNC machines. The WW4.0 platform stores these files and makes them accessible
to operators on the factory floor. Additionally, based on stock information, including
leftover and raw materials, the WW4.0 platform can suggest suitable materials for
production cutting lists, thereby automating the raw material assignment process.

As mentioned in Section 3, Mofreita, like many similar businesses, does not utilize
ERP software due to its lack of necessary functionalities and adaptability to carpentry
SMEs. Stock management is currently done using spreadsheets. To address this, a patch
will be developed to enable remote control of spreadsheet data, allowing the WW4.0
platform to interact with stock information via Restful API. Figure 2 illustrates this
approach.

Monitoring applications facilitated by supervision software services are integral to
the operational efficacy of the Woodworking 4.0 (WW4.0) core context management
system. These applications are chiefly responsible for the detection of alterations within
data files housed in distinct folders. Upon identifying such changes, they promptly
initiate updates in the WW4.0 management system.

In the existing framework, the management of context information associated with
all client projects will be handled by FIWARE® [15]. This is an open-source platform
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Fig. 1: Architectural overview associated with Carpentry 4.0.

widely used for developing intelligent solutions, digital twins, and various other digital
transformation applications [16-18].

The core service of WW4.0 relies on the Orion context broker, responsible for manag-
ing the contextual information received from APIs and devices. This service is comple-
mented by the Watchdog application and Bucket API, which extract data from folders
and serve static files, respectively.

In the current architecture, depicted in Figure 3, each project is represented as
a digital entity within the context broker. Attributes such as completion stage and
processing times are maintained and managed by the context broker.

Ensuring the security of contextual information is another crucial aspect. To address
this, the WW4.0 apiary is built using Django technology, providing authentication for
external users as clients of the Keyrock IDM (Identity Manager). This combination
of technologies ensures layered authentication and authorization, allowing controlled
access to specific pages or resources based on user roles. Keyrock serves as a centralized
authentication and authorization service, managing access to resources like Orion API
endpoints, albeit without fine-grained control over user access.

The functionalities offered by FIWARE® enable the concept of intelligent products
[19], wherein all production chain information is aggregated with the real-time status
of the factory floor. This digital representation aligns with the concept of a digital
twin, providing insights into the current production stage, estimated completion time,
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materials used, and more [20]. This information can be accessed remotely through web-
based applications. Figure 3 visually illustrates this concept.

Ensuring traceability is a significant challenge posed by Industry 4.0. The seamless
circulation of real-time information across workstations and auxiliary devices operated
by personnel is crucial. In this regard, FIWARE® facilitates these tasks by consolidat-
ing the information flow through a centralized context broker agent. This enables the
generated information from various departments to be universally accessible at different
hierarchical levels, not only at the management level but also on the shop floor. The
WW4.0 platform plays a crucial role in enhancing the traceability of parts and fixtures.

The fusion of various services to form an integrated ecosystem yields a multifaceted
solution, capable of automation and real-time data processing. This system enhances the
operational functionality within a manufacturing environment, enabling the automatic
provision of project progress updates, seamless file sharing across different sections of
the factory floor, and a dedicated communication system with customers. The Web
interface developed in this project can be seen in Figure 4
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Furthermore, the solution encompasses mechanisms to provide instant notifications
of design changes, ensuring up-to-date information flow and timely adjustments in the
production process. Beyond these capabilities, the integrated ecosystem is designed to
be future-proof. It allows for subsequent integration of an array of Internet of Things
(IoT) devices, thereby providing a scalable solution. This capacity for expansion not
only enhances current operational efficiencies but also ensures the system’s adaptability
to future technological advancements, maintaining its relevance in an ever-evolving
digital landscape.

5 Conclusions and Further Work

The digital transformation of SMEs presents unique challenges due to their diverse
organizational structures. While a universal plug-and-play solution may not be feasi-
ble, industries with similar typologies, such as carpentry, can benefit from integrated
information infrastructures. The Woodwork 4.0 project aims to address this need by
developing an information platform for carpentry industries.

This article presented the architecture of the WW4.0 information platform, which
supports data generated throughout the production process. Key to this architecture is
the utilization of FIWARE® as the context management element, along with various
glueware applications that facilitate context sharing between FIWARE® and third-
party software packages. To validate this approach, the WW4.0 model will be deployed
in the Mofreita carpentry, located in northeastern Portugal, for testing and validation.
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Fig. 4: User Interface platform to monitoring processes.

The next steps involve the technology transfer to the case study and the integration of

a web-based front-end, currently in the testing phase, to serve as the graphical interface
between the context broker and different user groups.
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Abstract. This study focuses on the potential of mushrooms as a source of medicinal com-
pounds. It describes the construction of LMW-Database compounds present in mushrooms
(https://cshiraishi.github.io/LMW-Database/). Mushrooms, traditionally valued for their
medicinal properties, have received scientific confirmation of their potency, resulting in the iden-
tification of a diversity of compounds with therapeutic applications. However, efficient access to
these compounds for modern drug research has been challenging. The LMW-Database Database
emerges as an answer to this challenge, serving as a dedicated platform for making mushroom
compounds available for virtual drug and inhibitor discovery screening. As prospects, we plan to
expand the LMW-Database Database to incorporate compounds from other natural sources, such
as marine fungi and plants such as fig, potentially accelerating new drug discovery by increasing
the diversity of compounds available for study.

Keywords: Mushrooms - Database - WEB.

1 Mushrooms and their medicinal properties

Medicinal mushrooms are said to possess approximately 130 therapeutic properties,
including antitumor, immunomodulatory, antioxidant, cardiovascular, antihypercholes-
terolemic, antiviral, antibacterial, antiparasitic, antifungal, detoxifying, hepatoprotec-
tive, anti-diabetic, anti-obesity and anti-ageing activities, among others. High molecular
weight compounds (HMW), as well as low molecular weight (LMW) compounds, present
in these mushrooms, represent a vast and, for the most part, an underexplored treasure
of powerful potential new drugs.s [1] [2], as represented in Figure 1.

Mushrooms are sources of low molecular weight (LMW) organic compounds such
as quinones, cerebrosides, isoflavones, catechols, amines, and triacylglycerols. These
compounds exhibit antitumoral and immunostimulant activities, stemming from the
mushrooms’ secondary metabolism and originating from intermediaries of the primary
metabolism. These compounds can be categorized according to the biosynthesis path-
way by which they are produced: (1) derived from amino acids, (2) the shikimate path-
way for the biosynthesis of aromatic amino acids, (3) the acetate-malonate pathway
of acetyl coenzyme A, (4) the mevalonic acid pathway of acetyl coenzyme A, and (5)
polysaccharides and peptidopolysaccharides. It is important to emphasize that path-
ways (3) and (4) play a crucial role in producing these LMW compounds. This point
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Fig. 1: Low molecular weight (LMW) and high molecular weight (HMW) compounds with antitumor
potential found in mushrooms).

highlights the complexity of the chemistry of natural products and the intricate inter-
action between the various metabolic pathways involved in the biosynthesis of these
valuable compounds. [2].

Mushrooms produce a variety of secondary metabolites, among which phenolic com-
pounds stand out. These compounds, which contain at least one aromatic ring and one
or more hydroxyl groups, are used by fungi and plants for protection against various
factors, such as UV light and insects. About 8000 natural phenolic compounds are
classified according to their structure and number of carbon atoms. [3].

In addition to their antitumor and immunostimulating properties, many of these
compounds exhibit other medicinal activities. For example, certain quinones and isoflavones
possess antioxidant and anti-inflammatory activities, cerebrosides may function as neu-
roprotective agents, and some catechols have potential antidiabetic capabilities. [2] [1].

The diversity and complexity of these compounds in mushrooms emphasize the need
for a comprehensive and accessible database to catalogue and provide detailed informa-
tion for each compound. Such a resource would be invaluable for researchers exploring
the medicinal potential of mushrooms, accelerating the discovery of potential new drugs.

2 Databases of biological molecules

2.1 Databases of biological molecules: LMW Database

Several databases are used for virtual screening, which contains structures of a wide
range of small molecules. They search for compounds that may interact with a biological
target of interest. Examples include PubChem [4], ChEMBL [5], ZINC [6], and natural
product databases such as Coconut Database [7]. Databases of naturally derived com-
pounds have been continuously explored and valued by the scientific community due to
their importance in natural products research.
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The LMW Database (https://cshiraishi.github.io/LMW-Database/), similar to
the databases above, is free and open access for all users, with no login required for
entry. Its web interface facilitates various simple searches, such as search by molecule
name. It also allows advanced search by molecular characteristics and also the download
of the respective chemical structure.

3 Database Construction

3.1 Selection and preparation of compounds

Compounds with therapeutic activities derived from mushrooms were identified in sci-
entific articles from the Scopus and Pubmed databases, subsequently drawn with the
ChemSketch software (www.acdlabs.com/resources/free-chemistry-software-apps/
chemsketch-freeware/) to obtain their SMILES format, which was later prepared us-
ing the OpenBabel program [8] and converted to .sdf format using the Datawarrior
program [9], as represented in Figure 2.

Data collection [:> Data preparation [:> Virtual Database

Identification of mushroom «  Design of the compounds
compounds with medicinal *  Obtaining the SMILES
properties in quality format

scientific articles . i i
Mol eular ontimization MUSHROOMS DATABASE
*  Preparation in .sdf format

Clavilactone A

HO,

[o)

Medicinal properties: Inhibitor
of protein tyrosine kinase

Fig. 2: Process of identification and preparation of compounds present in the LMW Database

3.2 Website Construction

In this process (Figure 3), a spreadsheet with molecular data is initially converted
into a JSON file through a Python script. Subsequently, a ReactJS project is created,
suitable for building web applications. Next, a list of molecules and a search bar are
developed using the AntDesign tool. The molecular data are then visualized using
Cards, and a button for downloading the molecule in .sdf format is provided, along
with the display of the molecule image. Then, an iframe with the NGLViewer molecule
viewer is displayed to load the .sdf file. Finally, the project is made available on the
web using the GitHub Pages feature, transforming molecular data from a spreadsheet
into an interactive website accessible to the public.

55


https://cshiraishi.github.io/LMW-Database/
www.acdlabs.com/resources/free-chemistry-software-apps/chem sketch-freeware/
www.acdlabs.com/resources/free-chemistry-software-apps/chem sketch-freeware/

Conversion of spreadsheet Development of a list with
with molecular data into . . . the AntDesing tool, to list all
JSON file using python Reactjs project creation molecules and build the

script search bar

@ python’ @

Use of Card type viewers,

Deploy with the Github Displaying an iframe with creation of a button to
Platform, from the github- NGLViewer molecule viewer download the molecule in
pages tool to host the website to load the .sdf file .sdf format and display the

image of the molecule

O NGL Viewer
GitHub

Fig. 3: Website development process.

4 LMW Database Applications

With the completion of the Human Genome Project and advancements in techniques
such as protein purification and crystallography, computer science has become a fun-
damental element in drug discovery. In this scenario, Virtual Screening (VS) emerges
as a more direct and economical method to identify potential drug candidates than
traditional high-throughput experimental screening.

Virtual screening methods can be ligand-based or structure-based depending on the
available information. When protein-target structure information is unavailable, ligand-
based techniques, such as pharmacophore modeling and QSAR, are helpful. When
protein-target structure information is available, structure-based drug design tools are
used, including:

— Molecular Docking: This method predicts the orientation of a small molecule (such
as a potential drug) when bound to a target protein to form a stable complex. Us-
ing molecular databases, it can be used to identify promising compounds. These
compounds can be selected for further development and applications in drug discov-
ery. [10].

— Molecular Dynamics: Molecular dynamics is a simulation technique that predicts
the behaviour of molecules over time, typically used following molecular docking.
These simulations can provide important insights into how a potential drug may
interact with its target protein, such as the stability of the drug-protein complex
and any conformational changes that may occur due to binding. [11].

— ADMET (Absorption, Distribution, Metabolism, Excretion, and Toxicity) predic-
tions: Before a potential drug can be approved for use in humans, it is crucial to
understand how it will be absorbed by the body, distributed to target tissues, me-
tabolized, and excreted, as well as any potential toxicity that the compounds in
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the database may possess. Using computational tools applied to the compounds in
the LMW database we can make ADMET predictions that may help in the iden-
tification of compounds with a more favourable ADMET profile, saving time and
resources. [12].

In the context of drug discovery, the use of databases is fundamental, as structured
and molecular information can be an essential tool in this process. It allows for the
storage, organization, and quick access of active ligand information, providing critical
data for VS methods and molecular docking. These databases facilitate identifying and
evaluating potential drug candidates, making pharmaceutical research more efficient
and effective [10] [7].

In summary, a well-designed and implemented database with molecular informa-
tion can be a powerful tool in drug design studies, facilitating the identification and
evaluation of promising drug candidates for the applications mentioned.

4.1 Conclusion and Future Perspectives

In conclusion, creating a specific database for medicinal compounds derived from mush-
rooms can become a valuable tool in drug discovery. This database would allow quick
and efficient access to diverse compounds, optimizing the virtual screening process and
enabling the agile identification of compounds with therapeutic potential.

From a future perspective, expanding this database to include compounds from
other sources such as marine fungi, other fungi, and plants like the fig tree would be a
significant advancement. This expansion would increase the diversity and scope of the
database, enabling the exploration of an even more comprehensive range of compounds
with potential medicinal applications.

Therefore, investing in databases like this can accelerate the discovery of new drugs
and open new avenues for studying natural compounds and their potential therapeutic
applications.
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Abstract. In the current era of digital transformation, asset management systems using bea-
cons are being applied across various domains, allowing for the detection of individuals or objects
within a building. While the impact of a compromised system may not be significant in certain
domains, in others it can pose risks and potentially lead to the loss of human lives or other
significant consequences. This paper presents a risk assessment of cyber-attacks targeting Blue-
tooth Low Energy (BLE) devices in two specific scenarios: healthcare and industry. The aim is to
estimate the attacks that pose the greatest risk in each application area. Results show that risk
levels vary depending on the targeted scenario. Replay, battery exhaustion, jamming, fuzzing,
blue-smack, and physical hijacking attacks are the ones that pose the greatest risk levels in the
considered scenarios.

Keywords: Indoor-Location Security - Asset Management - BLE Beacons - Bluetooth - Cyber-
security.

1 Introduction

Cybersecurity is an increasingly important topic in today’s world, with cyberattacks on
the rise [1,2]. To contradict this growth, there is a need for increased research and pro-
tection of cyber systems, especially the most critical ones, to prevent future breaches [3].
BLE beacons are small-size, low-cost, wireless transmitters. They emerged as a solution
for asset management, keeping track of people and objects in indoor/outdoor locations
with great accuracy, being one of the most used location technologies [4]. Nowadays, this
technology is implemented in several application areas, such as Healthcare or Industrial
Environments [5]. The widespread adoption of these systems has made them attractive
targets for cyberattacks, highlighting the need to ensure their safety from unautho-
rized access. Compromising one of these systems can result in incorrect location data,
which can have serious consequences depending on the application area. For instance,
in industrial environments, even a minor delay caused by incorrect location data can
result in significant profit losses, while in healthcare settings, such failures can impact
the localization of critical life-support systems. This work is aimed at assessing cyber-
security risks in Asset Management Systems (AMS) that use Bluetooth Low Energy
(BLE) technology. The study focuses on industrial and hospital environments, which
have distinct characteristics and pose unique cybersecurity challenges. The remainder
of this paper is structured as follows. Section 2 presents the revision of related works.
Section 3 explains beacons technology key features. Section 4 presents two scenarios:
healthcare and industry. Before the conclusions, section 5 presents the risk assessment
of cyber-attacks for both scenarios.
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2 Related work

With the evolution of Bluetooth technology and the constant growth of smartphone
usage, the creation of sophisticated and more accurate real-time indoor-location sys-
tems became possible [6]. For example, BLE-based indoor-location systems do not go
unnoticed, which makes them a target for cyber-attacks [7]. Authors in [8] present a
cyber-attack survey for the security and privacy of BLE. They also present possible
attack scenarios for different types of vulnerabilities, classify them according to their
severity, and list possible mitigation techniques. In [9], authors introduce the security
concern theme relative to Low Power Wireless networks (LPW) due to their specific
security vulnerabilities targeting the used communication protocols. Authors highlight
that exploiting these vulnerabilities can lead to Energy depletion attacks (EDA), which
can quickly drain the device’s battery power. Authors in [10] address and discuss several
indoor positioning system technologies. Regarding the security of these systems, data
privacy was again deeply mentioned. The authors concluded that data privacy achieve-
ment depends totally on the design of the indoor positioning system. In [11], authors
mainly focus on providing a complete survey of indoor localization systems and tech-
nologies, one of which is the BLE technology. This article also addresses the security
challenges entailed, such as location privacy issues, weak authentication mechanism is-
sues, energy efficiency, and environmental radio noise which can be exploited. In [12]
and [13], authors address several threats related to IoT. Mitigation defenses are also
proposed. Authors highlight some of the most severe, yet easy to exploit, security and
privacy threats: leakage of personally identifiable information; leakage of sensitive user
information; and unauthorized execution of functions. BLE beacons are being increas-
ingly used in smart city applications, as discussed by the authors in [14]. This growth
also rises an attractive target to adversaries for social or economic reasons. In this
study, a contextualization of different attack types against beacon systems is given.
To make security evaluation and the corresponding protection easier, the necessary
potential impact and potential defense mechanisms for various threats are described.
In [15], authors say that secure location sensing has the potential to improve healthcare
processes regarding security, efficiency, and safety. Further, in the study is proposed
an application called Beacon+ that uses BLE technology with the iBeacon protocol.
This application is secured against spoofing, temporal, and authentication attacks. Au-
thors also assure that the application enables secure location sensing, such as real-time
tracking of hospital assets.

3 Beacon Technology Contextualization

Beacon devices are small-size, wireless transmitters that use BLE technology to send
radio signals to all nearby devices that are BLE-enabled. BLE is currently one of the
most used proximity-based location technology for both indoor and outdoor environ-
ments. Basically, they connect and transmit information to nearby devices, making
the location-based search easier and more accurate. Beacon devices are powered by
an embedded battery, usually replaceable. Depending on the beacon type and its con-
figurations the useful lifetime varies, the more transmission power the more energy
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consumption, thus reduced lifetime. BLE uses L2ZCA P for data transmission services.
The deployment and georeferencing of beacon devices in a specific environment is a
critical step to ensure optimal system performance. BLE beacons consist of a central
processing unit (CPU), a radio signal transmitter based on BLE technology, and batter-
ies. They periodically broadcast their unique identifier and other data packets to nearby
Bluetooth-compatible devices, as illustrated in Figure 1. This identifier is received by
the in-range devices, which are usually mobile ones, and then it is possible to determine
the location of a certain device/user.

* 1 - Bluetooth Signal

BLE Beacon

3 - Information Delivery

<

2 - Fetch Information

User Mobile Device Database / Cloud

Fig. 1: Beacon Technology Architecture

The iBeacon protocol is based on BLE, being one of the most used for proximity-
based positioning. It was developed by Apple, and originally targeted to iOS systems,
but it also works on Android systems and every other compatible with BLE, since
it uses Bluetooth 4.0 and Bluetooth 5.0 [16]. The iBeacon protocol has the following
specifications:

— Universally Unique Identifier (UUID): a custom 16-byte number intended to
identify the beacon;

— Major: a 2-byte number indented to identify the group within which the beacons
are deployed (editable);

— Minor: a 2-byte number that identifies a subgroup within which the beacons have
been deployed (editable);

— Measured Power (TX Power): The estimated received signal strength measured
by a receiver that is positioned 1 meter away from the transmitter (editable);

4 Asset Management - Safety and Security

Asset management is a technique used to keep track of machinery, devices, or even
human resources, depending on the application area. Next, two scenarios of asset man-
agement will be explained.

4.1 Industrial Scenario

Fig. 2 depicts an industrial scenario where machines are used autonomously to improve
manufacturing productivity. For safety reasons, and to prevent workers from acciden-
tally stepping into the operational zone of the machine, this use-case illustrates how an
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indoor location system might be used to track staff members within the surrounding of
the machine, being classified in two distinct zones Warning Zone and Danger Zone. This
scenario follows the next workflow: 0) Each machine possesses two redundant beacons
that are used in parallel to identify both zones. Also, staff members must be using one
small wearable device that responds according to the information gathered from the
beacons. 1) Supposing the distraction of a staff member, if he enters the Warning Zone
(yellow area), his wearable device emits a signal, so the user remembers that he can
not enter there and steps away, while the machine slows its working speed. 2) If the
staff member continuously approaches the machine and enters the Danger Zone (red
area), upon detection, the wearable device instantly emits a vibrating and sound signal
to notify the user that he is crossing into the Danger Zone, while the machine stops
completely. 3) The staff members get alerted and immediately leave the machine range
area.

Staff Member

Staff Member

Industry Staff Member

Machine (with Beacon) i

( Danger Zone

— Bluetooth Connection
Medium Danger Zone

Fig. 2: Industrial Scenario

4.2 Hospital Scenario

In the hospital context, asset management is used to keep track of important machinery,
nurses doctors, and even patients. Figure 3 presents a fictional hospital scenario created
to simulate the real application of an indoor location system for hospitals. This scenario
focuses on the quick location of needed health machines inside the hospital building,
however, it can be applied to staff and patients’ locations. This scenario follows the
next workflow: 0) All hospital rooms are equipped with at least one BLE Beacon device
and all the machinery is equipped with a Bluetooth receiver device that has an internet
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connection; 1) The staff member situated in room 1 needs to fetch a specific health
machine (that is in room 6), however, he does not know its location; 2) In room 6, the
health machine device is receiving data from Beacon number 6, which identified that
the machine is located at that room. Then, the device updates an online repository
with the correct room through an internet connection; 3) The staff member uses an
application previously installed on his mobile phone to check in which room the needed
machine is, and gets the response that it is in room 6; 4) The staff member goes directly
to room 6 and picks up the wanted health machine.

Room 1 Room 2 Room 3

A

Staff Member

Room 4 Room 5 Room 6
x ) BLE Beacon Device i Hospital Staff Member

v > Needed Machine —— Bluetooth Connection

Fig. 3: Hospital Scenario

5 Cyber-Attacks and Risk Assessment

In this section, already discovered cyber-attacks that target BLE systems are presented.
Based on the attacks found, and the scenarios presented in Section 4, a risk assessment
was estimated, that considers the likelihood of happening and the impact of the attack.
The probability scale of the attack happening is depicted in Table 1, which considers
the difficulty of physical and digital access as the main factors. It was considered that
anyone with access to both indoor scenario environments could be a malicious actor.
Taking into consideration the probability and impact scales, Table 3 presents the
complete risk assessment of each attack for both industry and hospital scenarios. The
impact scale of the attacks is depicted in Table 2. Individual safety, data privacy, and
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Table 1: Probability Scale of Attack Occurrence

Level| Scale Description

R Requires physical access and device’s
are

authentication.

) Requires proximity access and device’s
2 |Possible

authentication.

3 |Common |Requires device’s authentication.

4 |Likely Requires proximity access.

-Very likely|Requires physical access to the device.

work productivity were considered, in the respective order of priority. Risk is acknowl-
edged as identifying the likelihood and seriousness of any potential harm in a given
context. This risk assessment was carried out in order to identify the most hazardous
attacks for the given scenarios and lately harden these systems.

Table 2: Impact Scale

Level| Scale Description

1 |Low Reduced work rithm.

2 |Moderate|Device’s privacy compromised.

3 |Major Worker privacy compromised.

Irreversible damages or even
Extreme

death of a pacient/worker.

The risk values presented in column Risk were calculated using the equation below
(1), which multiplies the probability value by the impact value:

Risk = Probability x Impact (1)

The risk values could vary from 1 to 20, the more valuable the higher the risk level,
being considered the following scale: from 1 to 4 low risk (light green), from 5 to 9
moderate risk (yellow), from 10 to 14 major risk (orange), and from 15 to 20 extreme
risk (red).

As can be observed, some attacks have different risk levels depending on the target
scenario, for example, the replay attack, which has extreme risk in the hospital sce-
nario but low risk in the industry scenario. The replay, battery exhaustion, jamming,
fuzzing, blue-smack, and physical hijacking attacks entail greater risk levels for the
given scenarios.
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Table 3: Cyber-Attacks and Risk Assessment

ID

Attack Title

Attack Description

Risk Assessment

Industry Healthcare

Probability Impact Risk Probability Impact Risk

Refs.

*

Passive Sniffing Attack

The attacker places in the path of data transmission
which allows him to eavesdrop and capture every data
being transmitted. Most BLE devices have poor encryp-
tion functions which enable the attacker to decrypt the
communication quite easily.

4 3 12 4 2 8

[17], [10], [18], [19]

#2

Active MITM Attack

MITM stands for Man In The Middle. The attacker in-
terferes with the communication proc corrupting the
integrity of data. Intercepting data packages sent by one
device, modifying and then sending it to other devices.

[10], 18], [21],

Replay Attack

The attacker captures data packets and re-transmits
them with malicious intentions. Encrypted packets can
also be re-transmitted if proper defense mechanisms are
not implemented.

[17], [18], [19], [§]

#4

MAC Spoofing Attack

The attacker spoofs its MAC address pretending to be
another device. Spoofing a MAC address is not a severe
problem. However, when combined with other attacks,
such as authentication attacks or DoS, can greatly in-
crease the integrity and availability effe

eng

18], [21], [20],

22], [8]

PIN Cracking Attack

This a type of cryptographic attack. The attacker cap-
tures packets sent by BLE devices and then tries to crack
the key used in data encryption.

17, (10, [21]

Authentication Attack

The attacker tries to exploit the cryptographic weakness
of BLE pairing process by observing the key exchanging
and connection authentication process. Then, tries to re-
calculate the shared key for himself.

[17], [10], [23], [19], [20]

Battery Exhaustion Attack

One of the main features of BLE is their low power con-
sumption. An attacker can prevent the target de
entering into low-power mode, for example by making
multiple fast connections, and drain its battery.

ce from

9], [20], [8]

#8

Jamming Attack

This attack is a type of DoS and happens in the physical
layer when an attacker sends needless signal through the
communication channel creating radio noise between the
connected devices.

124, [21], [20], [22]

#9

Fuzzing Attack

The attacker uses a certain program to send corrupt ran-
dom data or previously crafted malformed data to the
target device which can make it crash or misbehave.

24], [21], [20],

22]

#10 Blue-Smack Attack

BLE uses L2CAP for data transmission services. The at-
tacker targets L2CAP protocol and disrupts the service.
Similar to the Ping of Death attack.

121], [21], [20]

#11 Device Fingerprinting At-

tack

This is an attack that tries to identify a device’s unique
features such as MAC address, UUID, GAT']
tisement packets. Resumes in violation of privacy. Used
to plan further attacks.

, and adver-

12 4 2 8

[10], [21], [20]

#12 Activity Detection Attack

This attack has the goal of tracking a user, without
his consent, in a certain environment. The attacker can
get confidential information by observing the BLE smart
wearable (used in industry and health areas).

[10], [21], [20]

#13 Hijacking

Hijacking involves an unauthorized malicious actor gain-
ing access to the configuration layer of the BLE device.
This allows him to control the operational settings of a
beacon device, including the UUID, major, minor, and
transmission power.

12 3 4 12

[25]; [26], [27], (8]

6 Conclusions

In this paper, an estimated risk assessment was presented co-relating the possible BLE
cyber-attacks and two defined scenarios. It was concluded that the risk levels vary
depending on the target scenario, for the same attack. The replay, battery exhaustion,
jamming, fuzzing, blue-smack, and physical hijacking attacks imply increased risk levels
for the given scenarios. As future work, the two created scenarios will be replicated so

the higher-risk attacks can be exploited to present new mitigation defenses.
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Abstract. Nowadays, Virtual Reality (VR) and Augmented Reality (AR) systems are not ex-
clusively associated with the gaming industry. Their potential is also useful for other business
areas such as healthcare, automotive, and educational domains. Companies need to accompany
technological advances and enhance their business processes and thus, the adoption of VR or AR
technologies could be advantageous in reducing resource usage or improving the overall efficiency
of processes. However, before implementing these technologies, companies must be aware of po-
tential cyberattacks and security risks to which these systems are subject. This study presents
a survey of attacks related to VR and AR scenarios and their risk assessment when considering
healthcare, automation, education, and gaming industries. The main goal is to make companies
aware of the possible cyberattacks that can affect the devices and their impact on their business
domain.

Keywords: Virtual Reality - Augmented Reality - Cyberattacks - Vulnerabilities - Risk Assess-
ment

1 Introduction

Virtual Reality (VR) systems are used to create a virtual environment, which can
either be a simulation of the real or a fictional world, where the user can interact with
its components. During the experience, the user is completely immersed in the virtual
world losing the perspective of the real one [1]. On the other hand, in Augmented
Reality (AR) systems, the user does not lose the real-world perspective since virtually
computed objects are integrated into the user’s worldview [2]. Mixed Reality (MR) is
a combination of VR and AR specifications. It complements the real world where the
user can interact with virtual components displayed over his view [3].

The use of Virtual and Augmented Reality systems is highly associated with the
gaming industry. However, over the years and due to its potential, it has been applied
in other areas of business such as healthcare, the automotive industry, and educa-
tion [4,5]. According to Finances Onlinel, in 2022, the Virtual and Augmented reality
systems were considered more useful in the gaming industry, achieving a 61% score
in utility. Healthcare, education and manufacturing, and automotive industries also
achieved relevant scores of 41%, 41%, and 23% in utility, respectively.

! https://financesonline.com/virtual-reality-statistics/



The implementation of new technology requires additional considerations with re-
spect to the existence of security flaws and how these can affect the final users. A
security flaw that impacts systems mainly used in the gaming sector may not be as
critical as if it affects devices used in healthcare. In healthcare, the impacts can cause
significant damage to the users, since it is applied to individuals who are physically or
psychologically more vulnerable.

This study presents a survey of attacks related to VR and AR scenarios and their
impact on different domains of application. A risk assessment considering the proba-
bility and the impact was also developed and analyzed to determine the real risk that
each attack brings to a specific domain. The result of the work herein can help develop
future products by making them aware of potential cyberattacks and security risks,
guiding these developments in producing better products.

The paper is organized as follows. Section 2 presents the documented attacks regard-
ing Virtual and Augmented Reality systems. The four domains of application of VR
and AR systems are presented in Section 3. Section 4 presents a discussion of the risk
assessment results. The last section presents the main conclusions and future work.

2 Identified Cyberattacks

The attacks described in this section are the result of a systematic review, loosely based
on the PRISMA methodology, that consisted in searching the Google Scholar and IEEE
Xplore databases for the terms ” Attack” OR ”Vulnerability” AND ”Virtual Reality”
OR ” Augmented Reality”. Two survey papers were identified [6,7]. Additionally, 31 pa-
pers were collected and analysed. From this literature review, 15 attacks were identified
and are presented next.

— Chaperone: consists in manipulating the VR walls to make the virtual space appear
larger or smaller and, with these alterations, make the user lose perception of the
real space [8,9].

— Disorientation: consists of a malicious modification of a virtual environment with
the intention of causing physical or psychological harm to the user [8].

— Overlay: consists of overlaying persistent images and video content onto the user’s
view [8].

— Human Joystick: consists in controlling the user’s movements in order to guide
him to a predefined physical location without his perception [8].

— Denial of Service: consists of performing an overwhelming number of requests so
that the system becomes unresponsive [9-14].

— Unauthorized access: consists in accessing a system or information without per-
mission or consent [9,10,13].

— Eavesdropping: consists in intercepting information in a communication between
two devices [10,14-22].

— Observation or Shoulder-Surfing: consist in observing the user behaviour to
collect information, especially authentication information or other important infor-
mation [13,19-21,23-27].

— Tampering: consists in modifying the components of the system in order to make
them operate accordingly to the objective of the attacker [9,13].
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— Impersonation: consists of a phishing attack where the malicious individual im-
personates another person or organization to obtain confidential information [9, 14,
19,27].

— Run malicious code: consists of the attacker making the system execute his code,
with malicious intent [11,12,28-30].

— Side-channel: consists in extracting information not directly from the target system
but from the observation of its characteristics while operating [16, 26, 27].

— Hijacking: consists in gaining unauthorized access to a system by intercepting a
communication, by predicting or stealing a session token [17,19,31].

— Jamming: consists of interfering with the communication channel to perturb the
system functionality [32].

— Ransomware: consist in encrypting information making them inaccessible to the
user [29].

The first four attacks apply specifically to Virtual Reality Systems.

3 Domains of application

For the context of this work, four domains were chosen that might benefit from the
implementation of VR and AR systems. The domain choice relies on the analysis made
by the Finances Online that identifies the gaming, healthcare, automotive industry,
and education domains as those that profit the most from the implementation of VR
and AR technologies. In a common gaming domain, the user buys a headset and enjoys
the immersive experience in the safety of his home where the network is private and
only authorized people can establish a connection to the network. In the healthcare
domain, VR/AR systems are used in a therapeutic context. The headsets simulate
an environment adapted for a specific therapy or treatment [33]. While the patient
is performing the requested tasks, a professional is monitoring his performance. The
sessions are carried out in a health institution where the network is private. In the
automotive industry, these technologies are used to train new employees in an efficient
way that leads to cost reduction. The trainee uses the headset to have a guide on how
to perform a vehicle repair. This technique discards the usage of actual equipment and
reduces the need to have a professional technician with the trainee. The network is
also private in the industrial domain [34]. Finally, these VR and AR systems are also
used to enhance the student’s experience in classes. They can be used to obtain more
information about a monument or to explain how the digestive system works. For this
domain, students use headsets to access a multiplayer educational environment where
they can learn and interact with each other. The teacher can manage and have feedback
on the tasks performed. The network in the institution is public [35].

4 Risk Assessment
This section presents a risk assessment considering the probability of an attack happen-

ing and the impact that a successful attempt can bring to the company or individual.
The main goal is to clarify the risk that each attack, collected in section 2, may have in
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Table 1: Probability scale
Level| Scale Description
Requires physical access to devices or locations.
The attacker has full access to the devices and locations.

Rare

Requires physical and authenticated access to devices and locations.
The attacker has unauthenticated access to the devices.

Requires attackers to be in the vicinity of devices or locations.

The attacker is able to convince the user to install malicious software.

2 |Possible

3 |Common

Requires devices or locations to be connected to the internet,

4 | Likely but only allows authenticated connections. The attacker has

the capability to install software remotely with user intervention.
Requires devices or locations to be connected to the internet.

Very likely| The attacker has the capability to install software remotely without
user intervention.

Table 2: Impact scale
Scale Individual Safety Organization reputation
Causes insignificant damage which
does not affect the organization’s
operation and reputation.

Causes insignificant injuries,

Very low . .
y no need for medical assistance.

Causes insignificant injuries that
2 Low |are easily treated with medical
assistance.

Causes significant injuries that
3 |Moderate|are reversible with the user’s
hospitalization.

Causes permanent injuries that |Causes permanent damage that

require the user’s hospitalization.|denigrates the organization’s reputation.
E Extreme |Causes the user’s death. Causes the organization’s bankruptcy.

Causes low-cost damage without
affecting the organization’s reputation.

Causes reversible damage that affects
the organization’s reputation.

4 Major

the different domains. Equation (1) depicts the risk formula considered for this study,
heavily based on ISO 27005 methodology [36].

Risk = Probability x Impact (1)

The probability scale, shown in Table 1, varies between Rare and Very likely to happen.
This classification ponders aspects such as physical and remote access to the locations
or devices and their authentication methods. The impact scale, shown in Table 2, varies
between Very low and Extreme. This classification contemplates individual safety and
the organization’s reputation. Therefore, the attack’s purpose can either be directed to
a user or to a company, at different levels.

Figures 1a), 1b), 1c) and 1d) depict the Probability and Impact classifications for
each attack in the gaming, healthcare, automotive industry, and education domains.

4.1 Probability classification

Analyzing Figure la) one can conclude that the probability differs per domain. It is
necessary to install malicious code into devices to perform Chaperone, Disorientation,
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Fig. 1: Impact and Probability values per Attack and per Domain

Overlay, and Human Joystick attacks. In the Gaming and Educational domains it is
necessary to access the Internet to carry out the tasks, being easier for the attacker to
convince the targets to install the malicious code. Accordingly, a level 3 of probability
was attributed to this domain. However, in the healthcare and automotive domains,
the devices do not need to be connected to the network which decreases the probability
level. The attacker goes unnoticed in a healthcare environment since it is a public space
that receives thousands of people every day. Thus, it was assigned a level 2 of proba-
bility. In the automotive scenario, the entrances are more controlled so the probability
lowers to level 1. In the gaming industry, the Denial of Service (DoS), Impersonation,
and Ransomware attacks are more likely to happen due to the characteristics of the
gaming environment, requiring devices to be connected to the internet to download or
play the games. This user becomes a better target for the attacker that can perform
remote attacks. In the Healthcare domain, Eavesdropping, Observation, Tampering,
Impersonation, and Jamming attacks have more probability of occurring due to the
quantity of non-identified persons that can enter the building and try to connect to the
network unnoticed. The automotive industry is a more restrictive environment. Only
authorized people have access to locations and the internet. Impersonation and Jam-
ming are the most common attacks due to business competitors who aspire to affect
the business process. Similar to the gaming industry, in the educational environment
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Table 3: Risk analysis

Risk .
Attack Papers Headset VR/AR/MR GIHIAIE Intention
Chaperone 8,9] HTC Vive VR 6|6 |5 |6 |Harm or disturb
Disorientation 8 HTC Vive VR 6|6]2]|6 Harm or disturb
Overlay 8 HTC Vive VR 10| 5 Harm or disturb, Manipulate
Human Joystick 8 HTC Vive VR 12| 8 | 5 [12|Harm or disturb, Manipulate
DOS 9-14] HTC Vive AR/VR/MR |5 |8 |2]5 |Harm or disturb
Unauthorized access| [9,10,13] HTC Vive AR/VR/MR |2 44 |4 |Obtain information, Profit
. Google Cardboard, Oculus Quest IO .
Eavesdropping [10,14-22] and HTC Vive & Pro, HoloLens AR/VR 1|6 6 |Obtain information
Observation [13,19-21,23-27] | All headsets VR/AR/MR |16 6 |Obtain information
. . . ; Obtain information,
Tampering [9,13] HTC Vive VR/MR 10(12 Manipulate, Profit
Impersonation [9,14,19,27] HTC Vive VR 8 (10/10 ;)rbot;én information, Manipulate,
Run malicious code | [11,12,28-30] Oculus Quest VR Obta.un information, Harm or disturb,
Manipulate, Profit
. op Google Cardboard, e
Side-channel [16,26,27] Oculus Quest and HTC Vive Pro VR Obtain information
Hijacking 17,19,31] HTC Vive VR VR/AR [ 3| Obtain information, Profit
Jamming 32] HTC Vive VR VR Harm or disturb
Ransomware 29] Oculus Quest 2 VR

DoS and Impersonation are the most probable attacks since the device needs to be con-
nected to the network to enter the multiplayer environment. If significant confidential
information can be collected about the user, it becomes a provable candidate for an
impersonation attack.

Figure 1b) presents the probability classification from the attack perspective. An-
alyzing the Figure, it is visible that DoS, Impersonation, and Jamming are the most
probable attacks. DoS and Impersonation are easily performed in devices with access
to the internet and Jamming can be performed in any nearby devices with the intent
of interfering with the system functionality, increasing the probability level for these
attacks. The most affected are the Gaming and Education domains.

4.2 Impact classification

Figures 1c) and 1d) present the impact classification per domain and attack perspective,
respectively. Analyzing Figure 1c), it is noticeable that the automotive industry is
the most affected in case of cyberattacks followed by the healthcare, education, and
gaming industries, respectively. This is due to the business competitors that can profit
from stealing confidential information or affecting the organization’s process. On the
other hand, an attack with the intent of changing the virtual environment and its
boundaries can cause serious injuries or even the death of the trainee working in a
factory environment since they can enter a machine’s danger zone.

In the healthcare industry, all the attacks have a significant impact. In a therapeu-
tic context the virtual environment is designed for a specific treatment, even a small
change in this domain can perturb or cause permanent damage to the patient. At-
tacks with the objective of collecting personal information or preventing the device’s
normal functionality have a high impact level. For example, a ransomware attack can
encrypt all the devices in the hospital and make them unusable which would affect all
the hospital processes from routine consults to important surgeries. In the educational
domain, minors’ confidential information is stored. A leak of this kind of information
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would affect several families and degrade the institution’s reputation. In the game in-
dustry, the most impactful attacks aim to harm or perturb the user. Attacks aiming
to collect confidential information have a lower impact since the user may not have
important information stored in the device. From the attack perspective, Figure 1d),
Overlay attacks have an extreme impact in all the domains considering that is possi-
ble to generate continuous flashes that may trigger a seizure episode in persons with
epilepsy. Human Joystick attack has also a high impact since the attacker is able to
direct the user to an intended destination. Following these attacks, running malicious
code and ransomware have more impact because a successful attack can compromise
the industry’s work process.

5 Risk classification

This subsection presents the risk classification of the surveyed attacks. Table 3 shows a
risk analysis that, besides the computed total risk value per domain, also includes, per
attacks, the targeted headset [6], the attack intention [7] and if its applicable to AR,
VR or MR. Particularly, the objective of an attack can be to harm or mentally disturb
the end user, to manipulate the user in believing or doing what the attacker intents, to
obtain confidential information about the user or the company, to gain knowledge or
to profit.

Table 3 shows that most of the attacks have a significant risk. Healthcare (H) and
Education (E) are the most affected domains with higher risk values, on average. As
expected, the Gaming (G) domain has a lower risk, on average, since most of the
time it is performed in a controlled environment, the device may not contain personal
information and even if the attack succeeds, it only affects one person. The Automotive
(A) domain presents with a higher risk the tampering, impersonation, and ransomware.
The overlay was the only attack with very high risk because it can harm any person
with epilepsy. The side-channel attack has the lowest risk value.

6 Conclusions and Future Work

The work herein proposes two classifications for VR/AR cyberattack probability and
impact estimation and performs a risk assessment of these attacks. A systematic review
of the literature was conducted in order to collect the cyberattacks reported for VR/AR
systems. The classification was performed for the domains in which these technologies
are most useful, being gaming, healthcare, automotive and education industries, respec-
tively. This study is a contribution for companies that intend to implement VR and
AR technologies in their business processes making them aware of the security risks as-
sociated with different systems and devices. From the risk analysis, it is clear that one
attack can have different impacts depending on the domain to which it is applied. In
conclusion, Overlay, Human Joystick, and Tampering are the most dangerous attacks
and Gaming and Educational are the most affected domains.

Future work involves the development of a proof of concept for some attacks using
different VR or AR headsets to understand the impact on the end user. A definition
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of mitigation methods for the identified attacks is also planned for the companies that
have already implemented these technologies.
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Abstract. Vulnerabilities in Baseboard Management Controllers (BMCs) have a high impact
on the Industrial Internet of Things (IIoT) environment. Recently, a set of vulnerabilities in
BMCs disclosed by Nozomi Networks expose Operational Technology (OT) and IIoT networks
to remote attacks.

This paper reviews a set of vulnerabilities in BMC affecting [IoT devices and discusses the risks
and implications of the vulnerabilities found, and how they can be mitigated.

The discovery of vulnerabilities in BMC highlights the urgent need for a comprehensive and
multifaceted approach to securing the IIoT environment. It is concluded that a general improve-
ment in the security of BMC could be achieved by adopting the open-source philosophy and
standardizing the hardware interface.

Keywords: BMC (Baseboard Management Controller) - firmware vulnerabilities - IToT (Indus-
trial Internet of Things).

1 Introduction

The Industrial Internet of Things (IIoT) has revolutionized the way industrial systems
operate, providing endless possibilities for connectivity and automation. However, with
this, increased reliance on technology comes a need for robust security measures to
protect against potential vulnerabilities and attacks.

Baseboard Management Controllers (BMCs) are specialized service processors tradi-
tionally found in server motherboards and used for remote monitoring and managing a
host system, including performing low-level system operations such as firmware flashing
and power control. However, in recent years, BMCs have also been used increasingly in
devices Operational Technology (OT) and IToT. While BMCs offer convenience through
remote monitoring and management, they also present a broader attack surface and can
increase the overall risk of a system if not adequately protected.

Recently, security company Nozomi Networks analyzed a BMC from Taiwanese
vendor Lanner Electronics and uncovered 13 vulnerabilities that affect their TAC-
AST2500A expansion card [1]. The firmware of the IAC-AST2500A [2] is based on
the American Megatrends (AMI) MegaRAC SP-X solution [3], which is also used by
major brands such as Asus, Dell, Gigabyte, HP, Lenovo, and nVidia [4].

This research aims to review the vulnerabilities discovered by Nozomi Networks in
BMCs and to discuss the potential risks and consequences of these vulnerabilities on
OT and IToT networks. Additionally, it aims to provide recommendations for increasing
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security and mitigating these vulnerabilities, specifically in devices utilizing the AMI
MegaRAC SP-X solution [4].

The rest of the paper is organized as follows. Section 2, presents related work. Sec-
tion 3 presents the results. Section 4 discusses the findings, implications, and how the
vulnerabilities can be mitigated. Section 5 provides the conclusions and outlines the
future research directions.

2 Related Works

In the field of Internet of Things (IoT) and IIoT security, several works have addressed
the issue of detecting and preventing cyber attacks on connected devices. Karande et
al. [5] presents a review of the state of the art of IoT security needs and implemen-
tation mechanisms and proposes a real-time security attack detection system using a
Google cloud platform. The work demonstrates the experimental setup and performs a
performance analysis of the proposed system. Xenofontos et al. [6] present a systematic
review of [oT security from three major sectors: consumer, commercial, and industrial.
The work provides definitions for each sector and discusses operational requirements,
implicit security constraints, mission criticality, and potential outcomes in the event of
a compromise targeting the respective IoT sectors.

In the field of BMC security, Latzo et a. [7] introduce a memory acquisition tool
called BMCLeech to perform unobtrusive memory forensics on operating systems. The
tool is based on a BMC and exploits the Direct Memory Access (DMA) capability of
the host through the BMC. BMCLeech is capable of acquiring a system’s memory un-
obtrusively, as it is a standard device on many systems, and the host, therefore, cannot
distinguish between “good” activities (such as server administration) and “bad” activ-
ities (taking memory snapshots). Furthermore, BMCLeech is capable of transparently
acquiring memory for the operating system, making it a viable option for the forensic
analysis of operating systems.

Frazelle [8] discuss the various security concerns related to BMCs, including the
fact that the stack Intelligent Platform Management Interface (IPMI) was not designed
with security in mind and has a history of vulnerabilities. The work also highlights the
issue of proprietary software and vulnerabilities in BMC itself, citing examples such
as USBAnywhere and Pantsdown vulnerabilities. In addition, the paper discusses the
BMC’s access to host firmware via Serial Peripheral Interface (SPI) and host memory
through DMA, making it a prime target for hackers. The lack of a secure boot in BMC
firmwares is also a concern mentioned in the article. In general, the work emphasizes the
importance of improving the security of BMCs, given its privileged access and critical
role in the operation of the servers.

Frazelle [9] presents a comprehensive overview of the importance of secure booting
mechanisms in ensuring hardware and software integrity in modern computing systems.
The work discusses the concept of a hardware root of trust, which aims to verify that the
software installed in all hardware components is the intended software. It also introduces
the Trusted Platform Module (TPM), a standard for a microchip designed to secure
hardware through cryptographic keys, and its role in attestation, which reports on the
state of the hardware and software configuration to establish code identity to remote or
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local verifiers. The paper also discusses the challenges of implementing a hardware root
of trust, such as the lack of transparency in proprietary firmware and the need for open-
source options. It concludes by stressing the importance of secure booting mechanisms
in today’s security landscape, given the increasing threat of supply chain attacks, evil
maid attacks, and cloud provider vulnerabilities.

Farmer [10] presents an important work in the field of BMC security, which includes
a scan of the IPMI protocol across the internet and identifies a high percentage of
vulnerable BMCs that could be compromised through basic configuration and protocol
weaknesses. The work highlights the security risks of BMCs, including vulnerabilities in
the IPMI protocol and poor implementations by BMC manufacturers, and discusses the
impact of these vulnerabilities on the security of servers and large-scale data centers
that rely heavily on IPMI for management and deployment. The authors also argue
that the widespread use of vulnerable BMCs will continue to be a problem for years to
come due to the large number of servers that include them.

Despite the critical nature of the issue, the topic of BMCs security is just beginning
to be discussed in academia. This study aims to contribute to this body of research by
disseminating security vulnerabilities identified by the industry and proposing security
recommendations to mitigate similar vulnerabilities in equipped devices IoT and IIoT.

3 Vulnerabilities in Baseboard Management Controllers

Nozomi Networks detected 13 vulnerabilities in Lanner Electronics BMCs. Among
these, five are rated as 9 or higher on the Common Vulnerability Scoring System
(CVSS), thereby indicating their high severity. These vulnerabilities include CVE-2021-
26727, CVE-2021-26728, CVE-2021-26729, CVE-2021-26730, and CVE-2021-26731.

Apart from CVE-2021-26730, each of the vulnerabilities is categorized under Com-
mon Weakness Enumeration (CWE), CWE-787, and CWE-77, both of which are asso-
ciated with code execution. CWE-787, also known as Out-of-bounds Write, is a type of
vulnerability in which an application unintentionally writes data beyond the established
boundary of a memory structure, such as a buffer or array [11]. CWE-77, designated
as Improper Neutralization of Special Elements Used in a Command (‘Command In-
jection’), describes a system weakness whereby an application or system may inadver-
tently allow user input to direct the execution of system commands or queries, without
conducting adequate input validation or sanitization. They can be exploited through
the “spx_restservice” web service, which is accessible through the web interface of the
TAC-AST2500A expansion card.

The remaining 8 vulnerabilities found (CVE-2021-26732, CVE-2021-26733, CVE-
2021-44776, CVE-2021-44467, CVE-2021-44769, CVE-2021-46279, CVE-2021-45925, CVE-
2021-4228) are of medium or low severity.

The vulnerabilities related to CWE -862 (CVE-2021-26732, CVE-2021-26733, CVE-
2021-44776) represent weaknesses in authorization, allowing unauthorized access to
sensitive data or actions. Their exploitation can lead to altered network configurations,
host disruption, and Cross-Site Scripting (XSS) attacks.

Further vulnerabilities include the capability for active session termination (CVE-
2021-44467), Denial-of-Service (DoS) condition on BMC (CVE-2021-44769), session
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hijacking (CVE-2021-46279), legitimate username discovery (CVE-2021-45925), and
Man-in-the-Middle (MitM) attacks (CVE-2021-4228).

The criticality of these vulnerabilities and possible mitigation strategies are discussed
in the following section.

4 Discussion

It is crucial to note that the potential impact of these vulnerabilities extends beyond
financial concerns and encompasses significant risks to human lives, national security,
and political stability. Previous incidents have highlighted the severity of these risks,
with reported attacks on food manufacturers [12], water treatment facilities [13], and
the oil industry [14] resulting in food shortages, the potential poisoning of thousands of
people, and potential environmental disasters. The potential for a chain reaction of such
incidents further emphasizes the urgency and gravity of addressing these vulnerabilities
in industrial control systems and IIoT networks.

Firewall and Intrusion Prevention System (IPS) security solutions typically focus
on blocking external threats at the perimeter level of a network, but they are not
efficient in controlling or stopping the propagation of threats that have already breached
the network [15]. Traditional measures, such as firewalls and IPS, used in isolation,
are insufficient to mitigate the vulnerabilities presented in this research. Therefore, a
multifaceted approach is necessary to address the vulnerabilities in BMCs that have
been discussed in this investigation.

On the one hand, several steps can be taken to mitigate vulnerabilities in IToT sys-
tems in their current context. This includes implementing a comprehensive security
policy that focuses on raising awareness about the importance of IIoT devices, im-
plementing a configuration management policy that includes regular firmware checks
and updates, implementing multi-factor authentication methods, using password man-
agers and physical cryptographic key tokens to enforce the use of strong passwords,
and implementing network segmentation based on device attributes, service types, and
network information to prevent the direct exposure of BMCs to the Internet and ensure
secure connections with multi-factor authentication [16].

On the other hand, a general improvement in the security of BMCs can also be
achieved by adopting the open-source philosophy. Projects such as OpenBMC and U-
bme, which use thread-safe programming languages and replace the vulnerable IPMI
protocol with gRPC, provide a promising approach by promoting transparency and
community-driven development. Furthermore, initiatives such as RunBMC, which stan-
dardizes the hardware interface for BMCs and allows isolation and locking of the sub-
system, can also improve security by making it easier to replace or update BMCs and
integrate additional security measures. By open-sourcing the software at the lowest lev-
els of the stack, we can provide visibility into the code running with the most privileges
on the systems. This approach will lead to more eyes scrutinizing the code, encourage
more minimal architectures, and lessen the risk that systems are caught off guard in
the future [8].

Evidently, these open-source and hardware standardization initiatives should con-
sider measures such as not using pre-programmed passwords on IIoT devices, meaning
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that all passwords must be unique and should not return to their original creden-
tials state upon factory reset [17]. Furthermore, devices should have viable hardware
security schemes, such as cryptographic processors, Physically Unclonable Functions
(PUFs), Hash-based Message Authentication Codes (HMACs), and random key gen-
erators [18,19]. These alternatives also make it cheaper for manufacturers to ensure
long-term updates of this hardware and software.

The vulnerabilities discovered in Lanner Electronic’s BMCs pose a significant threat
not only to the security of IIoT and OT systems but also to human lives.

The industry must take a multifaceted approach to address these vulnerabilities,
focusing on short-term mitigation strategies, such as network segregation and regular
firmware updates, and long-term solutions, such as adopting open-source software and
hardware development.

5 Conclusion

This research aimed to investigate and provide information on the potential vulnera-
bilities in BMCs and their impact on the environment IloT. Specifically, we focused
on the recent discovery of vulnerabilities in BMCs made by Nozomi Networks that can
expose OT and IToT networks to remote attacks.

In the discussion section, the implications of the vulnerabilities found and how they
can be mitigated are presented. We highlighted that traditional measures such as fire-
walls and TIPS, used in isolation, are insufficient to mitigate the vulnerabilities presented
in this research. Consequently, a multifaceted approach is necessary to address the vul-
nerabilities in BMCs.

Therefore, it was suggested that a general improvement in the security of BMCs could
be achieved by adopting the open source philosophy and standardizing the hardware
interface, jointly by implementing a comprehensive security policy that focuses on rais-
ing awareness of the importance of IIoT devices, managing configuration that includes
regular firmware checks and updates, multifactor authentication methods, and network
segmentation based on device attributes, service types, and generated information.

It is important to note that this research is based on a specific discovery of vulnera-
bilities made by Nozomi Networks in a specific brand of BMCs. While the findings pro-
vide valuable information, it is crucial to understand that the vulnerabilities and risks
discussed may not apply to other brands or models of BMCs. However, the security
measures suggested in this research can provide general protection, as the vulnerabili-
ties were classified into the categories of Service, Communication, and Device according
to a taxonomy used as a reference.

Future developments of this research could involve investigating ways to make the
use of cryptographic and authentication mechanisms on resources-limited IIoT devices
viable, such as the use of cryptographic processors, PUFs, HMACs, and random key
generators. This could involve exploring new techniques to secure these devices, while
also addressing the challenges of implementing these mechanisms on devices with limited
resources.

In conclusion, the discovery of vulnerabilities in BMCs by Nozomi Networks high-
lights the urgent need for a comprehensive and multifaceted approach to securing in-
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dustrial control systems and the Internet of Industrial Things. Failure to address these
vulnerabilities can have devastating consequences, not only for the financial well-being
of organizations but also for human lives.

Acknowledgment

This study was developed in the context of the Master of Cybersecurity Programme at
the Polytechnic University of Viana do Castelo, Portugal.
This work was supported by the Norte Portugal Regional Operational Program

(NORTE 2020), under the PORTUGAL 2020 Partnership Agreement, through the
European Regional Development Fund (ERDF), within the project “Cybers SeC IP”
(NORTE-01-0145-FEDER-000044).

References

1. Nozomi Networks Labs. Vulnerabilities in BMC Firmware Affect OT/IoT Device Security — Part 1, nov
2022.

2. Lanner Electronics Inc. IAC-AST2500 — Network Appliance — uCPE SD-WAN— MEC Server — Intel-
ligent Edge Appliance.

3. AMI. Megarac.

4. American Megatrends. System-on-Chip Remote Management Toolset MegaRAC SP-X. (Accessed on
20/12/2022).

5. Jalindar Karande and Sarang Joshi. Real-Time Detection of Cyber Attacks on the IoT Devices. In
Real-Time Detection of Cyber Attacks on the IoT Devices, 2020.

6. Christos Xenofontos, Graduate Student Member, Ioannis Zografopoulos, Charalambos Konstantinou, Se-
nior Member, Alireza Jolfaei, Muhammad Khurram Khan, and Kim-Kwang Raymond Choo. Consumer,
Commercial, and Industrial IoT (In)Security: Attack Taxonomy and Case Studies; Consumer, Commercial,
and Industrial IoT (In)Security: Attack Taxonomy and Case Studies. IEEE Internet of Things Journal,
9(1), 2022.

7. Tobias Latzo, Julian Brost, and Felix Freiling. BMCLeech: Introducing Stealthy Memory Forensics to
BMC. Forensic Science International: Digital Investigation, 32, apr 2020.

8. Jessie Frazelle. Opening up the baseboard management controller. Communications of the ACM, 63(2):38—
40, jan 2020.

9. Jessie Frazelle. Securing the Boot Process. Queue, 17(6):5-21, dec 2019.

10. Dan Farmer. Sold Down the River. (Accessed on 20/12/2022), jun 2014.

11. National Institute of Standards and Technology. CWE - CWE-787: Out-of-bounds Write (4.9).

12. Yoni Shohet. Ransomware Attacks Hit Manufacturing - Are You Vulnerable?, mar 2019.

13. Amin Hassanzadeh, Amin Rasekh, Stefano Galelli, Mohsen Aghashahi, Riccardo Taormina, Avi Ostfeld,
and Katherine Banks. A Review of Cybersecurity Incidents in the Water Sector. Journal of Environmental
Engineering, 146(5), jan 2020.

14. Martin Giles. Triton is the world’s most murderous malware, and it’s spreading, mar 2019.

15. Salim Mahamat Charfadine, Olivier Flauzac, Florent Nolot, Cyril Rabat, and Carlos Gonzalez. Secure
exchanges activity in function of event detection with the sdn. In Gervais Mendy, Samuel Ouya, Ibra
Dioum, and Ousmane Thiaré, editors, e-Infrastructure and e-Services for Developing Countries, pages
315-324, Cham, 2019. Springer International Publishing.

16. Jaedeok Lim, Seongyoung Sohn, and Jeongnyeo Kim. Proposal of smart segmentation framework for
preventing threats from spreading in iot. In 2020 International Conference on Information and Commu-
nication Technology Convergence (ICTC), pages 1745-1747, 2020. (Accessed on 23/12/2022).

17. Jane Wakefield. Huge fines and a ban on default passwords in new UK law, nov 2021.

18. Charalambos Konstantinou. Derauth: A battery-based authentication scheme for distributed energy re-
sources. In Proceedings of IEEE Computer Society Annual Symposium on VLSI, ISVLSI, pages 560-567.
IEEE Computer Societyhelp@computer.org, July 2020. Generated from Scopus record by KAUST IRTS
on 2022-09-13.

81



19. Ioannis Zografopoulos, Juan Ospina, and Charalambos Konstantinou. Special session: Harness the power
of ders for secure communications in electric energy systems. In 2020 IEEE 38th International Conference
on Computer Design (ICCD), pages 49-52, 2020.

82



Shoulder Rehabilitation: Gamified Approach with Data
Collection

Moisés Moreira! @, Duarte Duque! ®, and Vitor Carvalho!

2Ai, School of Technology, IPCA, Portugal
mmoreira@ipca.pt, dduque@ipca.pt, vcarvalho@ipca.pt

Abstract. The use of Head-Mounted Display Virtual Reality (HMD-VR) in physiotherapy is
now vastly spread. This emerging approach shows promise in upper limb rehabilitation being
our focus on shoulder rehabilitation. However, a significant issue is described in all sort of phys-
iotherapy rehabilitation from low adherence to exercise programs. Current tools for monitoring
exercise frequency and correctness are insufficient and with limited focus on data recording. In
the other part of the spectrum there are the HDM-VR games that help keeping the patient
motivated and showed to be efficient but won "t monitoring the patient during the exercise.

To address these issues this study propose an HDM-VR game for physiotherapy with data collec-
tion in immersive environment enhanced with visual cues, color, and haptic feedback, that aims
to enhance the rehabilitation experience by promoting proper posture and adherence to exercise
metrics. Furthermore, several studies proved that the Oculus Quest 2 is a reliable tool to gather
data about the exercises. So, by collecting data during gaming sessions, this will be monitoring
the patients’ progress, provide valuable insights for both patients and medical professionals and
dynamically adapt the game based on individual progress of the patient.

Keywords: HMD-VR - Serious Games - Shoulder Rehabilitation - Data Record

1 Introduction

1.1 Growing Use of VR in Physiotherapy

With the growing body of literature connecting the utilization of HMD-VR (Head-
Mounted Display Virtual Reality) and physiotherapy, recent research and trials have
contributed substantially to the advancement of this field. Remarkably, [1] Naqvi et al.
and [2] Phelan et al. both express favorable remarks concerning the implementation of
the HMD-VR approach in the upper limb (UL) rehabilitation.

1.2 Problem: Low Adherence in Patients Exercise Programs

In this field there is a problem with exercise adherence by the patients, as stated by
[3]Holden, unsupervised home exercise programs tend to have a adherence less than
50%, more recently.

Furthermore [4] David Burns et al. recognise the same problem they reference that "It
is unknown how often patients perform their home exercises and if these exercises are
performed correctly”. At the time, they also added ”there are no established tools for
measuring this”.

1.3 Solution: Utilizing Effective VR Games for Physiotherapy and Data Collection

In their Longitudinal Cohort Study [4], David Burns et al. put forth the proposal of
utilizing a Smart Watch as a monitoring device. However, considering the potential in
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HMD-VR, the device could do the monitoring and data record proposed and considering
the potential of HMD-VR, this can explore beyond monitoring and data collection.
By utilizing HMD-VR, there is the opportunity to create a virtual environment that
enhances the rehabilitation experience using one device for all these applications.

1.4 Validity and Precision of the Data Gathered

Studies by [5] Carnevale et al. have demonstrated the accuracy of the Oculus Quest 2
in gathering meaningful data, specially for shoulder rehabilitation. By applying their
findings, the approach propose here that will also include measurement and comparison
against other certified measuring systems to ensure comparable accuracy.

While further studies are necessary to explore the applicability of this technology in
other areas, our assessment will contribute for this growing body of literature, specifi-
cally for shoulder rehabilitation by applying this findings in our project and expand it
with tests of our own.

2 The Game Phase

2.1 Game Driven Physiotherapy

This study is aimed to support a serious game, where it will integrate a series of ex-
ercises in one video game - a definition for serious games can be found [6] in the book
Clinical Simulation, Bruno Bonnechere ”Serious games are a set of solutions developed
to make a whole series of rehabilitation sessions more fun and less boring. A generally
accepted definition is 'video games developed for a primary purpose other than pure
entertainment’ 7.

There is no doubt that commercial games are being used to experiment in this field
as can be accessed in the studies referenced as [1,7-9] - they have different degrees
of success in rehabilitation - a systematic review would be needed to access if custom
made games are more efficient - but this point stands that they are more flexible and
in the study here proposed, they allow a seamless integration of the exercises and data
collection. Reading [7] Gustavsoon in the section about personalising, in a custom made
game all of these variables are flexible and it is easy to preserve the medical validity of
the exercise.

2.2 Resources

The game uses the Unity game engine, with the Oculus SDK for Unity to facilitate the
integration and data record. The data is stored in a SQL server and all communications
follow a RESTful API architectural style. Our hardware is the Oculus Quest 2 with
controllers.

2.3 Integration of a Exercise

In the initial approach, the integration of the [10] Passive External Rotation exercise
from the Rotator Cuff and Shoulder Conditioning Program was implemented. The
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game concept is to cut a trunk with a saw. As illustrated in the next figure 1, the
game give feedback using colors, tool-tips and haptic feedback. Additionally, there is
an underlying system that operates outside the visible game interface. This system
manages the exercise and collects raw data from the HMD-VR set and controllers. For
example, in the game, the hands are represented by the color green when they are in the
correct position. However, if the patients deviate from the correct posture, the hands
turn red. Simultaneously, the controllers vibrate to provide feedback, and as the patients
correct their posture, the vibration intensity decreases until it ceases completely, and
the hands regain the green color.

Fig.1: The left half of the image showcases the immersive game environment as a view of the player.
On the right side there are options displayed for haptic feedback and measurements - this is not visible
to the player.

3 System Description

3.1 The Collected Data

At the time of writing, the accuracy of the Oculus Quest 2 remains a topic of discussion.
However, a dedicated study by [5] Carnevale et al. focused on assessing its precision in
shoulder rehabilitation . The study concluded that the Oculus Quest 2 exhibits rota-
tional and translational tracking accuracy, providing strong indications of its precision.
Based on these findings, this study will record that information during the exercises.
Recognizing the recent advancements in this field, we emphasize the importance of
capturing comprehensive data by leveraging the capabilities of the Oculus Quest. In
addition to exercise-specific information, we meticulously collect data pertaining to
rotation, position, and time stamps during each collection. By incorporating these vari-
ables, our goal is to develop a more nuanced understanding of the correlations and
relationships present within the data.

All of the gathered data is saved and associated with each patient. In addition to the
collected data, supplementary patient information such as age, medical conditions and
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the number of sessions attended was also record. This comprehensive approach enables
us to expand upon and establish connections between the collected data and the specific
characteristics relating patients, therapy and condition.

3.2 System’s Architecture

Our system architecture is built upon the capabilities of Unity, as it serves as the foun-
dation for gathering the data obtained from the Oculus Quest.

Once the data is collected, our system seamlessly transfers it to the Cloud for further
storing and processing. Within the Cloud, an API acts as a mediator, enabling efficient
communication between the game, the Cloud infrastructure and any other system that
needs the data (Figure 2). The API will send processed data if needed, once identified
the needs of each service and apps that will use the API, will be clear which data should
be send. Although, the raw data will always be preserved.

Our system software took concepts from [11] Carlos Nave et al. Mainly will also store

Sensor Layer

!

Game Layer

—»| Mobile apps
API
€——P| Other services
Storage
—>»| Web-sites

Fig.2: System’s architecture.

our data in a MySQL, even thought, comparing with [11] Carlos Nave et al. diagram for
the data collection, we also have the concept of a Patient, Session, Exercises, but the
main difference would be that our Session, is not just the data collected but also have
the exercises itself in there relationship - our database diagram needs more iterations
until can be presented as a solid foundation for this kind of data collection.
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A major difference is in the software technologies we use, our server is a Node.js server
that uses Express framework that manages a Restfull API, instead of PHP, as it was
demonstrated in there article [12] comparing PHP, Python, and Node.js, Kai Lei et al,
show that Node.js is better for supporting larger systems than the other two alterna-
tives.

4 Final Remarks

Our study aim to utilize the collected information not only in applications and websites
designed to track patients’ progress and assist physicians in making informed decisions
but also to leverage this expanding dataset for validating the accuracy of equipment
and enhancing the design of physiotherapy games. As this project is currently assessing
the feasibility and use cases of the system, the specific designs have not been fully
developed yet.

Our initial system’s architecture resembled the one presented by [11] Carlos Nave et
al, but since the devices are different that reflects in our system specifications and
as the software and hardware technologies improve the choices and possibilities, for a
comprehensive, holistic and integrated system for physiotherapy rehabilitation.
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Abstract. In this study, we aim to develop a convolutional neural network (CNN) based system
for identifying the health status of olive tree leaves, including two common diseases, peacock spot
and aculus olearius. Although the work is still in its early stages, its objective is well-defined, the
starting point is a dataset regarding the health of the olive tree leaves, a dataset that will be pre-
processed and used as a basis for training and testing the CNN’s models. Our goal is to apply
various CNN architectures and techniques, such as transfer learning, data augmentation, and
fine-tuning, to optimize the accuracy and performance of the model. This study can potentially
contribute to developing an efficient and accurate method for identifying olive tree leaf diseases,
which can have practical applications in the agricultural industry and benefit the environment.

Keywords: Convolutional neural networks (CNN) - Olive tree leaves - Peacock spot - Aculus
olearius.

1 Introduction

Olive trees have significant global economic, cultural, and environmental importance,
especially in the Mediterranean region [1]. The olive tree (Olea europaea L.) is one of
the most extensively cultivated fruit trees, with over 11 million hectares [2] of land
dedicated to olive cultivation worldwide. Besides being a primary source of olive oil,
olives, and other related products, olive trees are also valuable for the prevention of soil
erosion [3] and desertification [4] if well treated and managed, carbon sequestration [1],
and biodiversity conservation [5].

In Portugal, olive cultivation has a long history and represents an important part
of the country’s agricultural sector. Portugal is one of the major olive oil producing
countries in Europe, with 380.412 [6] hectares of olive orchards in 2021 and an annual
estimate in 2022 of 126 tons of olive oil [7].

However, olive trees are susceptible to various diseases, pests, and abiotic stresses
that can reduce their yield, quality, and longevity. The early detection and diagnosis of
olive tree diseases is critical for the sustainable production of high-quality olive prod-
ucts. This can be challenging for farmers who lack experience or knowledge about the
tree. Therefore, there is a need to develop accessible and efficient methods for identify-
ing olive tree diseases that can assist farmers in making informed decisions about the
management of their olive groves.

In recent years, artificial intelligence techniques, such as convolutional neural net-
works (CNN’s), have shown promise in identifying olive tree diseases based on leaf im-
ages [1] [8]. This study aims to develop a CNN-based system for identifying the health
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status of olive tree leaves, with a focus on two common diseases in Portugal, peacock
spot and aculus olearius. The system is intended as mentioned above for farmers who
may not have experience or knowledge about the tree and need a straightforward and
practical method to assess the health status of their orchards. By developing an efficient
and accessible method for identifying olive tree diseases, this study has the potential
to benefit the agricultural industry in Portugal and contribute to decrease the olive
production affected by the disease.

This paper is organized as follows. It starts with an introduction, followed by a
review of related work. The third section presents the work methodology, including the
system architecture and model layout. Finally, the paper concludes summarizing the
main findings and suggesting future research directions.

2 Related Work

Identifying diseases in different olive tree species has long been a concern for farmers
and researchers. This is a field that, like the others, has undergone several advances
in recent times with the application of emerging technologies such as the internet of
things, cloud processing, and artificial intelligence algorithms.

In [8] a deep convolutional neural network (DCNN) was suggested to classify aculus
olearius illnesses and olive peacock spots. A total of 3400 samples of olive leaves were
selected, including healthy leaves, leaves damaged by Aculus Olearius, and leaves with
olive peacock spots. Transfer learning techniques were employed on the VGG16 and
VGG19 architectures to complete the experimental investigation. A web-based applica-
tion for this study was also created. The results demonstrated that olive peacock spot
and Aculus Olearius could be identified with low mistake rates even without an expert.

Also in [9] focused on experimental work with an agricultural UAV (Unmanned
Aerial Vehicle) that flew autonomously over olive groves. Olive leaf diseases would be
automatically found and categorized by the UAV. Once the acquired photos were sent
there, deep learning algorithms utilized the cloud to identify the precise illnesses affect-
ing olive leaves. A hybrid DL model called MobiRes-Net was suggested to improve the
detection of olive leaf diseases. The proposed model achieved an impressive classification
accuracy of 97.08%, surpassing the accuracies of the ResNet50 (92.86%) and MobileNet
(94.63%) models. It is important to remember that there were certain restrictions on the
MobiRes-Net model. First off, because of the underlying modules’ complicated struc-
ture, it needed longer training and testing runtimes than other models. Furthermore,
efficient processing of the models required high-performance hardware.

As it was well established, some works already exist to identify diseases in olive trees
using convolutional neural networks. However, all the works cited use pre-trained net-
works with millions of trainable parameters, making them heavy in terms of processing
and size if we think of in loco uses. In this way, one of the objectives of the present
work involves the creation of a smaller network that can approach the results achieved
in those works, however, with fewer trainable parameters and less need for processing
capacity.
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3 Methodology

This work aims to develop an artificial intelligence system to identify the two diseases
mentioned in our introduction. For that, there is a set of steps to be taken and imple-
mented, thus ensuring the correct and optimal functioning of the system we are trying
to create, as depicted in the figure 1.

’ Healthy

Sampling

‘ Peacock Spot

= Aculus olearius
Artificial Intelligence V
Algorityhms
-0 Pre-Processing

SLo
)'\ e O <

Ccro

~-0

Fig. 1: System architecture.

As a need common to all artificial intelligence problems, the dataset is undoubtedly
one of the pillars for the good behaviour of the system. This, despite the simplicity of
its creation, is a time-consuming process, as it is necessary to guarantee a large amount
of leafs and the entire process of storing and photographing them. Contributing to the
difficulty of this process and considering the problem in question, it is important to
emphasize that not all trees show disease symptoms, making it even more difficult to
collect material to train the algorithms. This way, an extensive search was carried out on
the web, trying to find datasets that fit our problem. During this research, a dataset from
Turkey was found with 3400 examples of three different categories (healthy, peacock
eye, and Aculus Olearius), which was the same dataset used in the first related work
written above. It was decided to use the dataset in question to validate these diseases
with the incidence rates in the region and the similar climate between the collection
point and our region.

Despite being a very homogeneous dataset, several processes were carried out to
guarantee the correct functioning of the artificial intelligence algorithms. Pre-processing
starts with homogenizing the size of the images, resizing them all to a size of 299x299x3
using RGB (Red, Green, Blue) images. The second step of the pre-processing consisted
of the evaluation of repeated items, this is an essential process when working with
unknown datasets since we may be causing an unnecessary bias in the artificial intelli-
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gence algorithms if this point is not validated. To this end, and taking into account the
dimensions of the dataset, autonomous methods were used, comparing the operation of
three methods for this purpose, whichever method gives more satisfactory results will
be used in our system.

After completing the explanation regarding the methodology, the artificial intelli-
gence model that will be studied will now be presented. Analysing the related works,
this work aimed to explore an aspect other than transfer learning. In this way, the model
presented here results from a ground-up implementation that will bring advantages in
terms of the model’s speed and the necessary processing capacity, reducing the number
of parameters compared to other models such as the traditional VGG’s networks. How-
ever, if we discover that it not best suits our needs, we may still change its layers and
parameters. Talking about the layers, the figure 2 below represents our model layout.

Conventional Neural Network (CNN)

3x3, 32 - Relu 3x3, 64 - Relu 3x3, 128 - Relu . .
Input \ _ 64~ ; . Dense: Dense: _ output
MaxPooling(2x2) MaxPooling(2x2) MaxPooling(2x2) Flatten 128 - Relu 3 - Softmax
299x299 x3 1 of 3 classes
Conv1i Conv2 Conv3 Dense Dense

Fig. 2: Model layout.

Our model has a total of 5 layers. The input receives the images we want to classify,
these images have a specific size (299x299) and three-colour channels (red, green, and
blue).

We have a series of convolutional layers that extract features from the images. These
layers apply filters to the images to detect important patterns, such as edges, shapes,
and textures. Fach layer has a certain number of filters (e.g., 32, 64, 128) that are
learned during training to find the best representation of the data.

After each ’Conv2D’ layer, there is a 'MaxPooling2D’ layer. This layer decreases the
size of the feature maps, while preserving the most important features.

Following the convolution and max pooling layers, we have a ’'Flatten’ layer that
transforms the data into a one-dimensional vector. This is necessary to connect this
feature extraction part to the dense layers.

The dense layers are like additional neurons that receive the extracted features and
perform mathematical operations to classify the images into categories. The first dense
layer has 128 neurons and uses an activation function called "ReLLU’. The second dense
layer, which is the last layer of the model, represents the output layer. It consists
of several neurons equal to the number of classes to be classified (e.g., 3 categories).
The activation function used in this layer is ’Softmax’, which ensures that the output
values represent probabilities, indicating the likelihood of belonging to each class. The
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softmax function normalizes the outputs, sums them up to 1 and provides a measure
of confidence or certainty in the classification.

4 Conclusion and future work

As it was possible to prove with the cited papers in Section 2 some works already
propose similar approaches in different cultures, demonstrating the possibility of the
success of the presented study.

The study’s primary ongoing tasks will be to complete the comparison of the three
pre-processing techniques, after this comparation the best one will be chosen to use
in the final model. Apart to this, other techniques will be used to improve the gen-
eralization of the model, techniques like data augmentation, some examples could be
the vertical and horizontal shift, also vertical/horizontal flip, rotation, brightness ad-
justment in order to understand what impact those can have on the accuracy of the
models. The ultimate goal is to include the most prevalent diseases in Portugal in the
system to create an all-encompassing system. Other ideas we could explore include cre-
ating a user interface via an intuitive application that aims to make it possible for the
user to determine whether their olive orchards are healthy or suffer from the specified
diseases above.
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Abstract. With the increasing number of Top Level Domains (TLDs) being introduced, the
potential for security risks and vulnerabilities also increases. A particular concern arises when
ambiguity is created between TLDs and file extensions, leading to potential confusion and se-
curity threats. This article addresses the risks associated with TLDs that utilize identical file
extensions. The overlapping use of TLDs and file extensions creates potential security loopholes
and exposes users to significant risks, as attackers may exploit this ambiguity to compromise user
security. By enumerating and exemplifying different vulnerability scenarios resulting from the
overlap between TLDs and file extensions, it is possible to provide a comprehensive landscape
in understanding the potential threats arising from this ambiguity. This paper underlines the
significance of understanding and addressing the risks associated with TLDs that share identical
file extensions. Additionally, it analyzes the potential vulnerabilities of TLDs with identical file
extensions, illustrating how attackers can exploit them to compromise user security.

Keywords: Top-level domain - file extensions - security threats - cyber security - cyber attack

1 Introduction

Top Level Domains are fundamental elements of the Internet’s domain name struc-
ture. They are located at the top of the domain name hierarchy and provide a logical
categorization of web addresses. Each TLD has a specific set of rules and restrictions
defined by the organization responsible for administering it. Furthermore, they play a
crucial role in identifying and differentiating websites by providing information about
the nature and origin of online resources.

The TLDs specification is part of the operation of the Domain Name Services (DNSs).
Their fundamentals and use of Uniform Resource Locators (URLs) are defined in [1],
which outlines general guidelines for the structure and delegation of domain names,
including TLDs. Additionally, in [2] and [3] the support for domain names is specified,
including the hierarchical structure of TLDs. The most common TLDs can be listed as
follows:

1. Generic top-level domains (gTLD)
2. Sponsored top-level domains (sTLD)
3. Country code top-level domains (ccTLD)

These types distinguish TANA [4] related domains and Country code top-level do-
mains (ccTLDs). For instance, “.co.uk” and “.pt”, are used to represent specific coun-
tries or regions, while “.com”; “.org”, and “mnet” are classified as generic top-level
domains (gTLDs) along with “.zip”. Additionally, “.gov”, “.edu”, and “.mil” are spon-
sored top-level domains (sTLDs).
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Understanding these concepts is crucial for navigating the web securely. A typical
URL consists of several parts, each serving a specific purpose, including the scheme
or protocol, a domain name with TLDs, path, and additional parameters. Familiarity
with these URL elements empowers users to identify and assess potential security risks
associated with TLDs and file extensions.

By recognizing and verifying the different parts of a URL, users can make the right
decisions when interacting with online content, mitigating the risk of falling prey to
malicious websites or files disguised as legitimate resources. Therefore, a more compre-
hensive understanding of how TLDs fit into the broader URL structure enhances users’
abilities to navigate the web safely and protect themselves from cyber threats. Figure 1
explains the parts of a URL.

PROTOCOL

PROTOCOL SEPARATOR

SUBDOMAIN DOT-SEGMENT DOMAIN NAME DOT-SEGMENT TLD PATH

https l www . ipvc . pt Icyber

Fig. 1: Example of a URL structure.

In turn, file extensions are suffixes added to file names to indicate their type or
format. They provide important information about how a file should be interpreted
and processed by the operating system or application. For example, the extensions
“.docx” and “.pdf” indicate Microsoft Word document files and Portable Document
Format (PDF) files, respectively. By correctly identifying file extensions, systems can
apply appropriate actions, such as opening the file with the appropriate application or
taking security measures.

The ambiguity between file extensions and TLDs became apparent when Microsoft
launched DOS in 1981, using file extensions with the “.com” extension. However, this
coincidence did not represent a cybersecurity disaster, as the two are independent and
can be easily distinguished.

Nowadays, cyber security has become a critical concern as cyber threats are con-
stantly evolving. Targeted attacks, phishing, malware distribution, and exploiting vul-
nerabilities are just a few examples of threats that can compromise the integrity, con-
fidentiality, and availability of systems and data.

To mitigate these threats, it is crucial to recognize the potential risks associated with
TLDs that share identical file extensions and proactively address this concern.

This article is organized as follows. Section 2 presents the related work. Section 3
explores different threat scenarios related to web security and file manipulation. Sec-
tion 4 provides the discussion regarding the main vulnerabilities and threat scenarios.
Section 5 addresses the conclusions and future research.

2 Related Work

The DNSs service can be the target of a variety of attacks, including DNSs cache
poisoning attacks according to the study presented by the authors in [5]. In this type
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of attack, an attacker manipulates the cache records of the DNSs server with false
and malicious information. When legitimate users send requests to the DNSs server,
they receive false responses, leading them to be redirected to malicious websites or
compromising their information.

Furthermore, DNSs can also be exploited in other scenarios, such as DNSs amplifi-
cation for Distributed Denial of Service (DDoS) attacks as stated in article [6], where
an attacker manipulates the DNSs server to send large responses to the IP address
of a target, causing disruptions by overloading it with traffic. This concern about the
security and stability of DNSs has driven an increase in studies related to the use or
abuse of TLDs operators. As a result, researchers have focused on measures to enhance
DNSs security and stability, including addressing TLDs operators in a broader context.

A number of research works are focused on the use or misuse of TLDs operators.
In [7], the authors addressed DNSs security and stability through a control plane for
TLDs operators. While its focus is on DNSs security in general, the considerations
addressed in this research may offer insights into mitigating vulnerabilities in specific
TLDs, including cases where identical file extensions may pose security risks.

The authors in [8] analyzed DNSs configurations and their security by examining
resource records of TLDs. Although not exclusively focused on TLDs with identical file
extensions, the analysis of DNSs configurations can provide valuable information on
how to avoid ambiguities and associated security risks.

The article [9] presented research on detecting malicious domains using statistical
Internationalized Domain Name features in TLDs. While this work focuses on detecting
malicious domains, it can offer insights into identifying potential TLDs with identical
file extensions that attackers may exploit.

The work [10] explored the evolution and adoption of TLDs and DNSSEC. Although
its focus is broader, understanding the evolution of TLDs can help contextualize the
issue of identical file extensions and their implications for cybersecurity.

Based on recent reports and research, the potential risks associated with the use of
common file extensions as TLDs have become a growing concern. Trend Micro’s research
[11] highlights the emergence of using file extensions as TLDs, presenting a possible
future exploitation vector; where such ambiguity can result in security loopholes, as also
reported by [12]. Additionally, Kaspersky [13] also underscores the significant concern
that this new scenario will bring to the cyber world, further reinforcing the need to
understand this new landscape and adopt countermeasures for protection.

Considering these related works, this article contributes to strengthening the knowl-
edge of the threats and vulnerabilities associated with TLDs with identical file exten-
sions. These research contributions enhance the broader understanding of the Internet
security landscape and aid in identifying effective solutions to mitigate the risks posed
by this overlap between TLDs and file extensions.

3 Vulnerability and Threat Scenarios

This section explores a set of vulnerabilities and threat scenarios, arising from the
ambiguity between TLDs and file extensions. The overlap between these two elements
can create security loopholes and expose systems and users to significant risks.
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Figure 2 shows a few examples of TLDs and file extensions that can be used to create
Internet domains.

DOMAIN

NAME

Fig. 2: Example of TLDs.

Understanding attack scenarios is crucial for developing effective protection strate-
gies. Thus, they can depicted as follows:

1. Open Redirect attacks - it is possible to combine the Open Redirect attack with
trusted TLDs to a malicious URL with “.zip” extensions and deceive users. For
instance, the legitimate website:
https://go.dev/dl/linux-amd64.zip
may have an open redirect pointing to a malicious website like:
https://go.dev/dl/@linux-amd64.zip
when checking the Uniform Resource Identifier (URI) parsing any element before the
“@” will be ignored by the browser and will forward the end user to the malicious
domain linux-amd64.zip.

2. Phishing - In this scenario, phishing scams make use of the “.zip” TLDs to host web-
sites that resemble legitimate download portals. Unsuspecting users can be tricked
into believing that they are downloading an authentic “.zip” file when, in reality,
they are being redirected to a malicious website. Using the “.zip” TLDs helps mask
malicious links as legitimate file downloads, thereby increasing the effectiveness of
phishing attacks and the success rate of deceiving victims. A more detailed view of
the phishing attack is shown in Figure 3.

3. Malware Delivery - In the context of TLDs and file extensions, malware delivery
involves the use of deceptive elements to direct users to malicious websites, where
malware is delivered and implanted on users’ systems. In this scenario, attackers
exploit the ambiguity between TLDs and file extensions to create fake URLs that
redirect users to fraudulent websites. By visiting these sites, users may be tricked into
downloading or executing malicious files, resulting in their systems being infected.

4. Supply Chain Attack - Threat actors can compromise the supply chain of legitimate
software, or service, by inserting malicious “.zip” files with misleading TLDs. When
downloaded and executed by users, these files can introduce malware into systems
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Threat Phishing Legitimate

VAL Actor Website Website
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: email containing
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—
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progress
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'
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: victim's

information
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victim's data

6. Attacker uées victim's

 credentials to access a website

3y
>

The phishing attack is successful

Fig. 3: Example of Phishing.
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as they are perceived as legitimate files. A more detailed view of the Supply Chain
attack is depicted in Figure 4.

Threat Software Victim
Actor Suppller Server

1 Compromlses
the software

———>
: 2. Provides
i compromised
software '
3. Reports to !
C&C a :
successful
injection

4. Receives an infected machine report

A

5. Sends command to C&C server

__‘_\______

‘ 6. Sends .
' command to the !

linfected machine !
—

Fig. 4: Example of Supply Chain.

5. Cryptocurrency Mining Scripts - Hackers can host websites with the “.zip” TLDs
that automatically run cryptocurrency mining scripts on visitors’” machines. These
scripts can be disguised as part of the process of downloading or unpacking files. The
rationale for downloading a “.zip” file may serve as an explanation for the high CPU
consumption, typically associated with cryptocurrency mining, thereby reducing the
likelihood that users will suspect and identify malicious activity.

6. Domain Spoofing - In this kind of attack threat, actors can create websites using
the “.zip” TLDs, which are designed to closely resemble the legitimate domains of
trusted organizations. The aim is to trick users into providing confidential infor-
mation or performing malicious actions. Using the “.zip” TLDs on these spoofed
domains can bring an additional appearance of legitimacy, making it more likely to
trick unsuspecting users into trusting and interacting with the malicious website.
For instance, a legitimate domain hosting a download file such as
https://go.dev/dl/go1.20.1 linux-amd64.zip
can easily be spoofed to the following malicious website:
https://go.dev.dl.go1.20.1.linux-amd64.zip

7. Shortcut Disguise Attack - This kind of attack involves creating shortcuts or links
that appear to be legitimate “.zip” files. These shortcuts are designed to trick users
into believing they are opening a “.zip” file, but direct them to a malicious website
when clicked. This site may contain different threats such as malware downloads or
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phishing pages. The strategy behind this attack is to exploit users’ familiarity with
“zip” files and the confidence they have in opening these files. By disguising the
shortcut as a “.zip” file, attackers increase the likelihood that users will fall into the
trap, thereby compromising their security.

8. Data Exfiltration - Threat actors can utilize “.zip” TLDs as part of their command
and control infrastructure, allowing data exfiltration from compromised systems by
making it appear as if that data is being uploaded to a harmless “.zip” file. Using
the “.zip” TLDs also assists in concealing the whereabouts of stolen data. This
tactic aims to bypass protective measures and allow attackers to discreetly obtain
confidential information.

9. Drive-By Downloads - Cybercriminals can take advantage of the “.zip” TLDs to
perform automated downloads, in which a website downloads a malicious file onto a
user’s system without their knowledge or consent. Using the “.zip” TLDs can make
these malicious downloads appear more legitimate, making them more difficult for
users and security software to detect and block. This technique seeks to exploit
users’ trust when accessing websites that appear to be harmless, resulting in the
silent infiltration of malware.

10. Social Media Spambots - Criminals can use websites with the “.zip” TLDs to host
malicious content or links, which are then spread through social media spambots.
These links may pose as “unique” downloads or “leaked” files to trick users into
clicking on them. Using the “.zip” TLDs can make these links appear to be harm-
less file downloads, which increases click-through rates and the potential spread of
malware.

4

4 Discussion

The findings reported in this paper, shed light on the potential cybersecurity risks
associated with TLDs that share identical file extensions. Among the mapped scenarios,
it can be highlighted greater concern with phishing and supply chain attacks.

Phishing attacks are well-known for exploiting users’ trust and leading them to ma-
licious websites through deceptive URLs. Using TLDs like “.zip” could create opportu-
nities for attackers to design URLs, that mimic authentic file downloads. Attackers can
exploit this ambiguity to deceive users, leading them to open suspicious files or visit
malicious websites to perform this kind of attack.

Regarding Supply Chain Attacks, threat actors have demonstrated a propensity for
exploiting vulnerabilities in software or service updates. This is one of the types of
attacks that can have the greatest relevant impact. The SolarWinds case in 2020 [14]
exemplifies the severe consequences such attacks can have on organizations and their
customers. After this catastrophic cyber incident, it is estimated that the financial loss
was approximately $90,000,000, as reported by BitSight [15]. It is essential to remain
proactive in identifying and addressing potential weaknesses in the software supply
chain, even in cases involving TLDs.

The cybersecurity landscape is ever-evolving, and the identification of potential vul-
nerabilities helps foster a proactive approach to safeguarding systems and users. This
work contributes to the existing literature by bringing attention to the potential risks
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and implications of TLDs with identical file extensions, thereby encouraging further
research in this area.

5 Conclusion

This work explores threat scenarios related to the ambiguity between TLDs and iden-
tical file extensions, which raise concerns in browsing and file manipulation. It aims to
identify potential risks and vulnerabilities. It also highlights use cases that are more
likely to occur, such as phishing, and those that can cause significant financial impact,
such as supply chain attacks.

Some potential areas for future research include evaluating security measures and
conducting a sampling analysis of cyberattacks, using open-source intelligence (OSINT)
to gain a better understanding of the specific threats associated with this aspect. This
can lead to the development of innovative approaches to protect users and their sensitive
information.

By addressing these areas, future research can contribute to expanding knowledge
and improving security practices on the web, while tackling specific challenges. These
investigations can potentially strengthen user protection and enhance the reliability of
their online interactions.
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Abstract. Workplace accidents remain a significant challenge for companies. Although the ap-
plication of intelligent systems is a recent development, it has shown promising results in enhanc-
ing workplace safety, and there are already highly accurate solutions available for this purpose.
However, these solutions only focus on data related to the accident and the victim. Therefore,
the aim of this research is to innovate and incorporate various information from a retail com-
pany within the sector into future design works for developing an accident forecasting model. To
achieve this, it is essential to streamline the datasets by retaining only the essential information.
Consequently, this study aims to demonstrate that statistical methods such as the x? test and
correlation analysis can reduce the datasets to be used in the future by over 50%.

Keywords: Statistic analysis - Reduction data - Occupational accidents.

1 Introduction

The prevention of accidents at work is a critical issue worldwide. In addition to the
financial implications for affected companies, the social impact and loss of human life
are the most controversial effects of this important problem [1]. Although companies
over the years have implemented prevention actions and improvements in equipment
and machinery, these events continue to occur on a high scale, with Portugal in fifth
place among the European Union countries with the highest number of accidents at
work [2].

Thus, due to advances in Artificial Intelligence, intelligent solutions in the area of
occupational safety are beginning to be explored, such as predictive analysis, which has
already achieved good precision results for the forecast of accidents at work [3-5], the
severity of the events [6-8], the type of accident [9], among other related matters. For
that model, the user data is based on the information about the event characteristics
of the accident and the rugged employee [10,11].

However, it is known that companies generate and store a large amount of data
over time from different sources, such as internal systems and mobile applications, that
can be used as predictors of an accident prediction model. However, it is common
knowledge that the good performance of Machine Learning classification/prediction al-
gorithms depends on the data quality. Therefore, it is necessary to include only relevant
information.

This study aims to minimize the datasets provided by calculating the relationship
between each database’s input and output variables. To this end, depending on the
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typology of the constituent data, the y? test statistical methods and the Pearson coef-
ficient will be applied to each of the bases individually to find the variables that have
a greater impact on the output, achieving the same result with as little information as
possible.

The rest of the paper is organized as follows. Section 2 reports the dataset and meth-
ods used during preparation. In Section 3 the obtained results are presented. Finally,
the study is concluded, and future work is presented in Section 4.

2 Methodology

The retail company provided nine databases for the design of the forecast model for
reducing the occurrence of accidents at work in the company:

— Accidents records - which contains 145 input variables, with information about
the general characteristics of the injured employees (age, seniority, etc.).

— Accident investigation - this data set is intended to discover the causes of the
accident, being composed of more detailed information such as the reasons why it
happened, type of behavior, and the action that originated it, among others, making
a total of 57 input variables for the output variable that would be the respective
cause of the accident.

— Near accidents - contains relevant information about accidents that could have
happened and did not happen for some reason. They are divided into 26 input
variables.

— Accidents costs - is a dataset composed of information regarding the costs involved
in the accident, payments for the day of absence, and whether or not it was accepted
by the insurer, among others, totaling 30 input variables.

— Action Plan - these are plans made after an intervention by third parties or the
employees regarding the repair and improvement of working conditions observed
during a visit to the store or their working day, respectively. Accounting for 27
input variables.

— Ergonomic Workplace Assessment (EWA) - consists of values calculated in the
analysis of the postures and movements adopted by an employee in the performance
of his duties; these values are given both by the employee in several questions and
by technicians through different calculation methods, totaling 106 input variables.

— Hazard Identification and Risk Assessments (HIRA) - comprises risk levels
associated with each mandatory work task, comprising 31 input variables.

Considering the total number of variables that comprise each database, a total of 422
variables is obtained, a large amount of information that may affect the performance
of the classification and/or prediction algorithm that will be used in the future.

It is intended to apply two statistical methods to calculate the relationship between a
pair of variables, the y? test and the cooperation analysis using the Pearson coefficient.
The x? test was chosen since it establishes the strength of the relationship between two
categorical variables, or between categorical and numerical variables, and the Pearson
coefficient for cases in which it is intended to calculate the strength of the relation-
ship between two continuous variables. Pearson coefficient was selected from the other
coefficients due to the nature of the data following a normal distribution.
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The x? test allows us to assess whether there is an independent relationship between
the input and output variables, regardless of whether they are numeric or categori-
cal [12]. Tt is based on observed and expected values. The x? test’s null hypothesis
(Hp) states that the variables ¢ and j in a contingency table are independent. In con-
trast, the alternative hypothesis (H;) states that these variables are not independent.
Thus, the null hypothesis is rejected, considering a significance level equal to 0.05, like
Doalue < 0.05.

Pearson’s coefficient explores whether two normally distributed continuous variables
exhibit linear association, assuming values only between —1 and 1, as can be observed
in Table 1, which reveals whether they are inversely or directly, respectively [13]. When
two variables are inversely proportional, it means that when the value of one variable
increases, the other one decreases. On the other hand, when a correlation between
variables is directly proportional, it means that when the value of one of the variables
increases or decreases the same happens to the other [13].

Table 1: Values of the Pearson coefficient and their characteristics adapted from [14].

Absolute Magnitude of the coefficient Interpretation
0-0.30 no correlation
0.31 - 0.50 week correlations
0.51 - 0.70 moderate correlations
0.71 - 0.90 strong correlations
> 0.90 very strong correlations

It should be noted that, except for the EWA base, for calculating the relationship
between variables, x? was chosen since they are composed of numerical and categorical
variables. Each database contains an output, so we intend to apply both methods
individually to each one, relating each input variable with the output one to select
the variables that have the greatest impact on the output. In this way, it allows for
minimizing the information necessary to obtain the same output. According to Table 1,

variables that obtain a positive correlation between 0.50 and 1 are considered for the
EWA dataset.

3 Results

Thus, the most appropriate statistical method for the typology of information consti-
tuting them was applied for each database, as identified in Table 2.

Analyzing the Table 2 it is observed that initially there were 422 variables and in the
end, it accounted for only 220. Using statistical methods, we minimized the information
provided by 52.13%

4 Conclusions and Future Works

Through this study, it was revealed that it is possible, through statistical methods, to
reduce the information of each database individually greatly (52.13%).
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Table 2: Difference between the number of variables before and after application of statistical methods.

Datasets Initial Variables|Statistical method |Significant Variables
Accidents Records 145 x2 Test 45
Accidents Investigation |57 x> Test 19
Near Accidents 26 x? Test 18
Casualty Costs 30 x2 Test 21
EWA 106 Pearson Coefficient |82
HIRA 31 x? Test 18
Actions Plan 27 x2 Test 17

In the future, it is intended to compare the results obtained, by the various perfor-
mance evaluation metrics, in the application of several Machine Learning classification
algorithms in the different datasets, with and without information reduction, to under-
stand which of the databases obtains better results in terms of performance. This has
not yet been possible, as no solution has been found because there is no information
about the non-occurrence of accidents.

However, it is expected to apply the reduced databases in the developed prediction
model to predict accidents at work in a retail company.
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Abstract. This study uses time series forecasting methods to predict the number of transactions
performed for the next 15 days in 8 different sections of a retail company store. Recursive multi-
step forecasting was used to solve the problem, and several regression methods were used to
determine which would perform better. It was concluded that it is possible to forecast the number
of transactions for this case, obtaining a mean absolute percentage error between 0.085 and 0.167
among the 8 sections.

Keywords: Time series - Multi-step forecasting - Regression

1 Introduction

Accidents may occur in the workplace, putting the health and well-being of the em-
ployees at risk. Therefore, it is in the interest of all industries to reduce the number of
occupational accidents and their severity. As such various practices have been attempted
such as enforcing safety protocols [5], applying LEAN tools in risk management [11],
and even implementing advanced machine learning algorithms to detect whether work-
ers are complying or not with safety regulations [8].

In this work, continuous data on the number of transactions per section of a retail
store will forecast how many transactions were made in each section for the next 15 days.
With this forecast it will be possible to estimate how many customers visit each section
daily, allowing the supervisors to adjust the schedule of the employees thus reducing
strain caused by overworking and consequently decreasing the risk of an accident.

The multi-step forecasting method was used with several regression algorithms to
achieve this goal. This is a methodology that can be used whenever the data is a
time series, and it has been used in the past for various areas such as forecasting tax
collection [10], wind speed [12], and traffic speed [14].

This study intends to use a dataset consisting of 572 consecutive days of transaction
data to determine which regression algorithm performs better. Based on historical data,
the objective is to predict the daily transaction count within 8 sections of a retail store
for the upcoming 15 days.

This paper is organized as follows. Section 2 describes in detail the time series data
and how they can be used to predict future events through the underlying patterns
present in the data and a literature review of existing methods. Section 3 presents the
results obtained. Finally, Section 4 summarizes the study’s findings and suggests future
research directions.
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2 Methodology

This section presents the dataset used, the tested regression methods, the error calcu-
lation, and the validation methods to achieve the listed objectives.

2.1 Dataset Characterization

This study’s dataset is a time series, a collection of observations made sequentially over
regular intervals of time, such as hours, days, weeks, months, or years. Each observation
in a time series represents the value of a specific variable at a particular point in time [2].
Time series data can be univariate, meaning that only one variable is being measured, or
multivariate, where multiple variables are captured simultaneously. Time series are used
in various fields such as medicine, finances, and engineering [9]. Through its analysis,
it is possible to extract meaningful information which can be used to make informed
decisions, identify patterns and trends, and even develop forecasting models.

In time series, past values may influence future values, and sometimes seasonality
and trends might be present in the data [3], which should be captured by the model,
therefore, using a simple regression model will not be enough to provide accurate fore-
casts. Thus it is necessary to be somehow able to train the model with past values,
multi-step forecasting solves this problem.

The used dataset is univariate, in which the only available information is the daily
transactions in each section. But the initial dataset was disorganized, with many missing
values and outliers. Therefore, extracting the largest amount of sequential values for a
new dataset was necessary to ensure a clean dataset suitable for training a regression
model.

Like that, the dataset comprised 572 values, however, it also contained outliers iden-
tified as days when the store was closed. Since the transactions dropped abruptly to
zero on those days, it was decided to replace these outliers with the average value for
each section.

2.2 Regression methods

In recursive multi-step forecasting, a certain number of past values (called lags) are
stored as features used by a regression model to predict the next value. To make a second
prediction, the first predicted value will be used as a lag, as described by Fig. 1 [7].
This procedure can be repeated for any desired period. Although the error from past
predictions will propagate, it is advisable not to forecast for an extremely large period.

The regression method is used to make predictions or estimates of the value of the
dependent variable based on its relationship with independent variables [13].

In this work, a set of regression methods were selected to determine which would
present the best performance with the available dataset. The methods used were the
following:

— Random Forest, consists of an ensemble of decision trees. To make predictions,
it obtains the predictions of all individual trees, then it predicts the class that gets
the most votes [4].
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Fig. 1: Recursive multi-step forecasting [7].

— Gradient Boosting, relies on an ensemble of decision trees. It works by sequentially
adding predictors to an ensemble, each one correcting its predecessor. This method
tries to fit the new predictor to the residual errors made by the previous predictor [4].

— Linear Regression, is based on fitting the parameters of a straight line to the data
via optimization methods. It can be used for univariate or multivariate datasets
through the multiple linear regression model [4].

— Elastic Net, is a linear regression with a regularization term added to the cost
function. This regularization term consists of a mix between Ridge and Lasso regu-
larization which may help the model generalize the model’s weight better [4].

— Bayesian Ridge, consists of a linear regression with a regularization term deter-
mined using Bayesian inference. It helps generalize the model better, thus preventing
overfitting [1].

— Linear Support Vector Regressor, consists of trying to fit as many instances
as possible of data points within the margins of a line while limiting the number
of margin violations. The parameters of the line and its margins are adjusted via a
quadratic optimizer [4].

The dataset contained 572 sequential days of transaction data for one store. The data
set was divided into training (70%) and testing (30%) for the application of regression
methods, they were divided this way due to being commonly used in machine learning
[4]. The training dataset comprised 400 days and 172 transactions were performed to
validate the model’s accuracy.

2.3 FError

In Machine Learning, the error provides a metric so that it is possible to evaluate how
good a particular model is at making predictions. For this case, it was decided to utilize
two different metrics Mean Squared Error (MSE) and Mean Absolute Percentage Error
(MAPE). In both these methods, lower values are associated with better predictions.

MSE is calculated by squaring the absolute error. Thus the returned value will always
be positive or zero. It can be estimated as described by Equation 1.

n

MSE =3 (¥~ Vi 1)
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Y represents the observed value for the period i, Y represents the predicted value
for the same period, and n is the total periods tested. In MAPE, the error is calculated
as in Equation 2.

n

MAPE = * Z

n <
=1

Y, -,
Y,

(2)

2.4 Validation

To validate the applied methods, the technique of backtesting with refit was used, which
consists of splitting the dataset into 2 parts, the training data and the testing data.
The first n values of the testing dataset will be used for validation, corresponding to
the number of days to be predicted, the rest of the training dataset will remain unseen
[6]. Then the training data amount will increase, the test will decrease by n steps,
the model will be retrained, and the validation will be performed. This will happen
repeatedly until the end of the dataset is reached [6] as shown in Fig. 2.

I:’Training set |:|Validation set D Unseen set

Fig. 2: Example of back-testing with refit [6].

In Fig. 2, it is possible to observe an example of backtesting where one line of squares
represent the full dataset. The rows represent each iteration of this method, and the
columns represent one observation.

3 Results

The objective of this analysis is to forecast the daily number of transactions executed
in 8 sections of a Portuguese retail company store for the next 15 days using historical
data.

With the dataset clean and organized, several methods were tested with different
amounts of lagged values to evaluate how the model behaved. The backtesting method
with refit was used to validate the results for all sections obtaining the MSE and MAPE.
As described by Fig. 3 for the butchery section, the MSE is depicted on the left side,
while the MAPE is shown on the right. Each row represents a distinct regression model,
and each column corresponds to the associated lag for that experiment. The color
green indicates lower values, while higher values are represented by the color red. The
backtesting method with refit validated the results, obtaining the MSE and the MAPE.

One of the eight sections was chosen for a more detailed demonstration of the results,
the butchery section. In Fig. 3, you can see the MSE values on the left side and the
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MAPE on the right. Each row represents a different regression model, and each column
corresponds to the delay associated with that experiment. The green color indicates
lower values, while higher values are represented by red color.

MSE MAPE

RandomForest 41970 10870.3 1797.5 9525.87 9393.7 11028.3 0.241 0.121 0.128 0122 0121 0.127

GradientBoosting 12098.7  14069.8  9528.78 10531.5 11699.7 0.126 0136  0.124 0.13 0.132

SVM (linear) EXLNIE 37818.7  3b6968.2 352724 36483.4  38044.8 0.212

02056 0203 0203 0204

LinearRegression [ElEIGRC] 15885 13434.6 10469.8 10898.2

BayesianRidge BEIEEER 15904 13319.9 10242.3 10040.5 11501.7

ElasticNet 40470 15884.9 13434.3 10469.1 10895

3
=7
14

lag
lag
=31
=62
124
=3
=7
14

lag
lag
lag
lag=
lag
lag
lag=
lag=31
lag=62
lag=124

Fig.3: MSE and MAPE of the validation forecast for the butchery section

From the analysis of the obtained results, it was possible to verify that the best
combination of model and amount of lag was the Random Forest algorithm with 62
lag values. This resulted in a MAPE of 12.1% and MSE of 9393.7. Thus, for a better

understanding of the results, the predictions made during the backtesting were plotted
in a graph, shown in Fig. 4.

By examining Fig. 4 it is possible to observe that the model can predict the transac-
tions performed somewhat accurately. However, it failed to make a reliable forecast in

a few days, like 12-03-2022, 09-04-2022, and 17-4-2022 (Easter day), where the number
of transactions was not expected.

The same methodology was applied to the other sections. The results are briefly
summarized in Table 1 containing only the best-performing model.

It was possible to observe that the model that presented the most accuracy in more

sections was gradient boosting, being the best for 4 sections. As for the amount of lag,
the best results were presented using 62 for 4 sections and 31 for 3 sections.
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Fig.4: Plot of the backtesting results for the butchery section forecast with Random forest with 62
lagged values

Table 1: Best performing model for each section of the store

Section Model Lag| MSE MAPE
Butchery Random forest | 62 | 9393.7 | 0.121
Fishmonger Gradient boosting| 31 |10254.5| 0.155

Cheese and charcuterie| Gradient boosting| 31 |28626.8| 0.118
Fruits and vegetables |Gradient boosting| 124 {29940.3| 0.097

Bakery Gradient boosting| 62 |29879.7| 0.085
Takeaway Bayesian ridge | 62 | 3751.6 | 0.085
Non edible Random forest | 31 [88452.3| 0.118

Textile Bayesian ridge | 62 | 6856.3 | 0.167

4 Conclusion and Future Works

It was possible to conclude that regression methods combined with features generated
via multi-step forecasting can predict the number of transactions for the different sec-
tions of one retail store. However, when the number of transactions abruptly differs
from the ordinary amount, the model cannot reliably predict these transactions.

In future works, it is intended to apply this methodology to several stores of the
same Portuguese retail company. Subsequently, it is intended to track the expected
number of customers through the forecast of transactions and apply this information
to the iSafety model. This ongoing project comprises developing a predictive model to
calculate the risk of accidents in a Portuguese retail company.
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Abstract. The Denial of Service (DoS) attacks and Distributed Denial of Service (DDoS) at-
tacks are intended to impair the performance of systems and, in extreme cases, lead to their
downtime. To detect these attacks, a set of mechanisms can be used such as Machine Learning,
namely supervised learning (SL). In this paper, an innovative approach is proposed for selecting
the best features using Visibility Graphs (VG) in conjunction with the SL technique to detect
DoS and DDoS attacks. The results obtained show that the approach is promising and can lead
to further research in this critical area of cybersecurity.

Keywords: Artificial intelligence - Machine Learning - Supervised Learning - Denial of Service
attack - Visibility Graph - Cybersecurity.

1 Introduction

Cyber attacks, including denial of service (DoS) attacks, can cause significant financial
losses and damage the reputation of affected companies [4,5]. To detect these attacks,
many network-based intrusion detection systems (IDS) are using Machine Learning
(ML) algorithms [11].

This article explores the use of Visibility Graphs (VGs) in the feature selection step
in Machine Learning (ML) algorithms. VGs are a transformation of time series into
complex networks, which offer insights into the underlying dynamics of the data and
can be applied in the detection and prediction of anomalies [8]. The objective is to
complement, or replace, traditional techniques used in feature selection such as Cor-
relation Analysis, Recursive Resource Elimination, Random Forest or Support Vector
Machine (SVM) [1,2,7], allowing the ML algorithm to better distinguish DoS attacks
from legitimate traffic. This article proposes building VGs to identify, in a fast way,
the most informative IP network-related features that would help supervised ML-based
Intrusion Detection Systems (IDS) detect DoS attacks.

The remainder of this article is organised as follows. Section 2 provides a detailed
review of work related to using ML to detect DoS attacks. The 3 section describes the
VGs as well as their capabilities e presents a use case with the proposed idea and the
results of the tests carried out. Finally, Section 4 summarizes the main conclusions of
this work, discusses the results obtained, and presents directions for future research.
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2 Related Work

ML is a field of Artificial Intelligence (AI) that focuses on developing algorithms and
models to gain knowledge from data and perform predictions and help decision-making.
ML can be categorized into four types based on the learning approach: supervised
learning (SL), unsupervised learning, semi-supervised learning, and reinforcement learn-
ing [3].

SL is the most prevalent type of ML [12] and involves learning from labeled data,
composed of examples of input and their respective outputs, which are used to teach
the model to make accurate predictions in future input data. Each input is associated
with a known or target output variable. The fundamental steps of SL consist of data
preparation, model training, validation, and testing [6].

VGs are intuitive artifacts that transform a time series into a complex connected net-
work. They represent a useful way of studying the underlying dynamics and properties
of a time series through the analysis of complex networks. VGs are constructed by con-
verting the time series into a binary sequence based on a previously defined threshold
value and then connecting adjacent points above the threshold with undirected edges,
forming a graph. VGs have several properties that make them useful for analyzing
complex systems, such as freedom of scale, small world, and degree correlation [10, 16].

In this context, visibility networks (VGs) are mathematical graphs that can be eas-
ily constructed from time series data to study the underlying properties of the system.
Thus, the VGs help analyze data collected from any event in a given time series, and re-
cently it has been used to analyze data and predict future events through mathematical
patterns. An example is the use of VG to characterize the contamination of infectious
diseases through collected data, intending to predict the number of new infections and
the number of hospitalizations and deaths [13]. Another practical case that took ad-
vantage of the potential of VG was to evaluate events on the blockchain by analyzing
resilience against calculated risks characterized by volatility [14]. And there are many
other scientific studies that prove the usefulness of this mathematical tool as well as
its advantages. Some of them are the evaluation of time series in a simple way or the
possible analysis of patterns, thus creating an event forecasting system. All this added
to the low need for processing to perform its tasks, speed, and security.

3 VG and Features Selection in ML

The VGs represent time series and are characterized by a set of points in the Euclidean
plane. Their height represents the values of each issue, and the two ends of a series are
only related to each other if they are visible to each other through a straight line [9],
represented in Figure 1.

To assess the capacity of VGs to aid in the detection of DoS attacks, a use case was
built. A DDoS dataset available in Kaggle [15] was selected. This dataset includes 77
resource columns and 1 target column, in csv format. Each packet is labeled with a
label that differentiates the type of traffic. The following three types are distinguished:
Slow loris DDoS, Hulk DDoS, and Benign.
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Fig. 1: Example of Visibility Graph

For a better analysis we will use the features highlighted by Ana Sarcevic et al. [17],
which used ML to extract information from the dataset, the features obtained, which
according to the study, are the best for analysis.

Using the proposed dataset, the analysis focuses on how VGs support the selection
of the best input features for ML algorithms in DDoS detection. Table 1 contains two of
the best features to detect DDoS attacks and describes the usefulness of the mentioned
selected features when building their corresponding VGs based on the study by Ana
Sarcevic et al;. [17].

Table 1: Set of the best features for detecting DoS and DDoS attacks, according to [17].
No.|Feature Description

The total number of bytes sent in the initial
window in the forward direction

1 |Init Win bytes forward

2 |Flow IAT Mean Average time between two packets sent in the stream

Figures 2 and 3 present the VGs for the features presented in Table 1. On the left
side figure is presented the graphical representation of benign traffic and on the right
is the DDoS attack traffic.

By analyzing Figures 2 and 3, it is possible to extract some important details that
confirm the usefulness of VGs in this context. Taking into account the study [17] from
which these 2 features were extracted, there are details that characterize the type of
traffic of each one of them. In table 2 it is possible to verify that all the information
obtained through the study goes against the results obtained through the VGs.

Table 2: Usefulness of the selected features provided in [17].
No.|Feature Info
High values characterise benign traffic,
while low values characterise DDoS attacks.
High values are indicative of DoS attacks,
while low values are indicative of benign traffic.

1 |Init Win bytes forward

2 |Flow IAT Mean
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Fig. 3: VGs for feature Flow IAT Mean

4 Conclusion

The present article proposes a new approach for supervised machine learning feature
selection based on the use of VG and the results are promising: VGs can be considered
to aid the stage of features selection techniques in ML.

This proposal has advantages and disadvantages. On the one hand, VGs are easy and
fast to implement, require little computational resources, and offer satisfactory results.
On the other hand, if the time interval under analysis involves a large amount of data,
the computation time to plot the VGs increases linearly.

The results obtained are promising and open doors to new research possibilities in
the area. Although the selection of network resources depends on the type of attack
analyzed, one can explore the application of this VG-based resource selection technique
to identify other types of cyber attacks.
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